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INTERNET TROLLING
AS A TOOL OF HYBRID WARFARE:
THE CASE OF LATVIA

RESULTS OF THE STUDY
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FOREWORD

Social media has been used increasingly to
support military actions. Recent conflicts
have demonstrated that the fight for hearts
and minds is as important as kinetic activity,
and social media plays a crucial role in this
process. Both state and non-state actors
effectively exploit social media to gain support
for their actions, recruit new members,
deceive and intimidate the adversary, and
even use it for traditional military activities
such as intelligence collection or command
and control. Given these conditions, the
NATO Strategic Communication Centre of
Excellence (NATO StratCom COE) was tasked
to conduct a study on how social media can
be used as a weapon of hybrid warfare.

The recent Russian-Ukrainian conflict
demonstrated how fake identities and
accounts were used to disseminate narratives
through social media, blogs, and web
commentaries in order to manipulate, harass,
or deceive opponents. Several reports by
investigative journalists have reported about
the existence of so called troll farms in
Russian cities, employing people to spread
disinformation, rumours, or falsified facts,
enter into discussions and flood topic-related
web spaces with their own messages or
abuse. Nevertheless, trolling is still a relatively
unexplored phenomenon. Although such
activities have been widely identified, their
effects have not been measured, particularly
due to the fact that is it difficult to distinguish
between the paid trolls and people who are
simply expressing their opinions.

In order to analyse how pro-Russian trolling is
used to influence the public opinion in NATO-
member countries the NATO StratCom COE
commissioned the study Internet Trolling
as a Tool of Hybrid Warfare: the Case of
Latvia. The study was conducted by the
Latvian Institute of International Affairs in
cooperation with Riga Stradins University’,
and was aimed at analysing organised pro-
Russian trolling in internet media to measure
its impact on public opinion in Latvia.

Latvia was chosen for the case study due to
the specifics of its information environment
(a strong division between the Latvian and
Russian language information spaces), as well
as the country’s historical background and
potentially vulnerability to Russian hybrid
warfare tactics.

Communication science, social anthropology,
political science, and information technology
expertise was employed to gain a better
understanding of the trolling phenomenon,
and to develop methods to identify trolling
and evaluate its impact on public opinion.
Both quantitative and qualitative research
methods were used. This research provides
an opportunity to evaluate the risk potential
of trolling, and it offers recommendations on
how to mitigate the effects of trolling when
used as a tool in hybrid warfare, beyond the
specific case study.

! Research team: Prof. Andris Spruds, Asoc.Prof.
Anda Rozukalne, Dr.Klavs Sedlenieks, Mr.Martins
Daugulis, Ms. Diana Potjomkina, Ms.Beatrix
Tolgyesi, Ms. llvija Bruge.



INTRODUCTION

From the perspective of the social sciences,
‘cyber defence’ is a relatively new field of
research. The significance of understanding
the term ‘cyber’ (involving, using, or relating
to computers, especially the internet) and
seeing it appear in much broader security
and defence debate is growing because of
several phenomena:

1. The rapid development of technology
per se that is affecting every
aspect and function of society;

2. The rapid development of
hybrid-warfare techniques
under the circumstances of
today’s security challenges;

3. And, as a continuation of the
previous point, cyber serves as
a channel to implement hybrid
warfare in all its diversity — ranging
from direct attacks on information
systems to information warfare
and influencing the mass media.

In this research, the authors emphasize the
role of cyber within information warfare,
with a particular focus on the role of hybrid-
warfare tactics and trolling in internet media.
Thus, the primary task of this particular
research is to measure how and to what
extent certain cyber activities influence
public opinion. The research results provide
an approach to evaluating the risk potential
of trolling and outline recommendations on
how to protect the state and society if trolling
is used as an instrument of hybrid warfare.
To understand the significance of trolling, the

authors will use a multidisciplinary approach
— theorization of the trolling phenomena
is undertaken by communication science
experts, while the impact assessment of
trolling on public discussion is carried out by
political scientists.

The two parts have applied different
methodologies and scientific approaches, but
both lead to practical results:

1. Method for identifying trolling in
the internet-media environment;

2. Impact assessment of identified
trolling on public opinion and public
discussion.

Thus, the first part of this research outlines
and develops a theoretical framework for
analysingsocialandinternetmediaasaweapon
for achieving political and military goals under
new geopolitical challenges. The second part
includes the collection of empiric data from
Latvia’s most popular web news portals -
delfilv, tvnet.lv and apollo.lv — in both
the Latvian and Russian languages, and
evaluation of the results obtained from both
guantitative and qualitative perspectives.




Consequently, the study examines the

following issues:

1. Trolling and Russia’s military strategy:
theoretical and legislative perspectives;

2. Trolling in Latvia: the media landscape
and quantitative measures for the
recognition and identification of trolls;

3. The impact of trolling: ‘potential-
to-reshape’ public opinion;

e (Qualitative assessment of
trolling as perceived by Latvia’s
Latvian-speaking society;

e (Qualitative assessment of
trolling as perceived by Latvia’s
Russian-speaking society;

4. A tutorial for average internet users
considering reacting to trolling.

Hence, the first part of this report sets out
the theoretical background and defines key
terms such as hybrid warfare, information
warfare, trolling and hybrid trolling as they
are applied in the research. Consequently,
it is essential to analyse Russia’s official
military strategy on information warfare,
assessing whether cyber defence and trolling
are a defined, integral part of the country’s
strategy. Furthermore, particular attention is
paid to discrepancies between Russia’s official
strategy and its practical implementation
by scrutinising examples of pro-Kremlin
trolling as experienced by countries including
Ukraine, Poland and Finland.

The second part of the research turns its
attention to the media landscape in Latvia
and its potential for the utilisation of pro-
Kremlin propaganda tools and trolling. It also
sets out the quantitative measures required
for the recognition and identification of
trolls and pro-Kremlin trolling in particular.

By employing a methodologically critical
approach, this analysis is designed to test
whether there actually are identifiable, paid
pro-Kremlin trolls and, if so, to determine
what share of online comments they are
responsible for and what is their actual
behaviour and potential impact.

The third part of the research is a qualitative
analysis of the impact of trolling. By setting
up a number of focus groups on the basis
of socio-economic and linguistic criteria,
the researchers test a number of actual
comments that had been identified as posted
by pro-Kremlin trolls. As well as labelling
several types of trolling messages, the
research estimates the efficiency of each
type. Consequently, the researchers assess
the societal groups that are most vulnerable
and most resistant to trolling and particular
types of troll messages, as well as to being
influenced by online media in general. Hence,
in the final part of this research, the authors
attempt to provide a general evaluation of
trolling as an information-warfare strategy
as well as setting out workable strategies for
counteracting pro-Russian trolling.
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TROLLING
AND RUSSIA™S
MILITARY
STRATEGY

The state of our society today is again ap-
proaching something like a civil war. Except
hefore we fought these wars with sabres
and revolvers, now we do it with retweets

and memes.

/Alexander Fokin/




There are several issues and questions that
need to be discussed in positioning this
research, on pro-Russian trolling in Latvia's
online media, in a wider geopolitical context.
First of all, it is crucial to outline the key
theoretical concepts applied within the
course of the research. Secondly, it is essential
to discuss Russia’s strategy on information
warfare and the official and practical aspects
thereof, as well as the role of trolling within
this strategy. And finally, it is necessary
to highlight the findings of other research
projects that have analysed the success of
pro-Russian trolling in targeted countries.

¢.1 KEY CONCEPTS

Itisessentialto briefly outline the key concepts
used for the purposes of this research on the
weaponisation of online media and trolling.
Recently the term hybrid warfare has been
extensively used to describe the complex
strategy of Russia in the Ukraine crisis.
According to various political analysts hybrid
warfare is usually a combination of regular
warfare with intelligence and diversionary
methods, as well as information and cyber
warfare. However, hybrid warfare is neither
a new concept nor a helpful one. As Damien
Van Puyveld argues: “Any threat can be hybrid
as long as it is not limited to a single form
and dimension of warfare. When any threat
or use of force is defined as hybrid, the term
loses its value and causes confusion instead
of clarifying the ‘reality’ of modern warfare™.

Information warfare (or information war
as commonly used in the media) is a much
more precise term describing a specific type
of war strategy. According to John J. McCuen,

! Daniel Van Puyveld, Hybrid war — does it even
exist?, NATO, 2015, http://goo.gl/zeHDRmM
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information warfare is aimed at gaining “the
support of the combat zone’s indigenous
population, the support of the home fronts
of the intervening nations, and the support
of the international community”’. However,
information warfare, like hybrid warfare is not
a new phenomenon. Shawn Powers argues
that media has been used as a weapon since
at least the beginning of the 20th century”.

Another useful term in this context is
that elucidated by Thomas Elkjer Nissen —
psychological warfare. It implies “influencing
the target audience’s values and belief
system, their perceptions, emotions, motives,
reasoning, and ideally, their behaviour. It
is (...) aimed at maintaining the support of
the loyal; convincing the uncommitted and
undermining the opposition. This is achieved
through influencing people’s perception of
what is going on and, in turn, influencing their
online and offline behaviour by playing on
emotional and logical arguments drawn from
conversations and history, and by tapping
into an existing narrative™. An illustrative
example of psychological warfare was recently
reported by Radio Free Europe. Just a day
before Ukraine’s snap presidential election on
26 October 2014, hackers accessed electronic
billboards in Kyiv and broadcast gruesome
images of what they portrayed as civilian
losses caused by Ukrainian forces fighting
pro-Russian separatists in eastern Ukraine.

.....................................

2 John J. McCuen, Hybrid Wars, Military Review
(March-April 2008): 108.

3 Shawn Powers, Weaponized Media, Legitimacy
and the Fourth Estate: A Comment, Ethnopolitics
9 (2010): 256

4 Thomas Elkjer Nissen, The Weaponization of
Social Media — Characteristics of Contemporary
Conflicts (Copenhagen: Royal Danish Defence
College, 2015), 84.



However, at least one of those images was
proven to pre-date the conflict in Ukraine by
nearly two decades. Even more, it actually
portrayed a Russian soldier standing over mass
graves of civilians in Chechnya in 1995, during
Russia’s own war with Chechen separatists”.

The novelty of current information and
psychological warfare is the combination
of the two through the weaponisation of
online media. The factors that make this
strategy so powerful are that this type of
‘warfare’ is continuously ongoing and hard to
detect. It is complicated to identify its source,
particularly as more often than not it is waged
from several sources simultaneously. And
finally, such a warfare strategy penetrates
all levels of society at a very low cost. Even
if the audience does not necessarily believe
in the planted information, the abundance
of unvetted information of itself leads to a
persistent distrust of public information and
the media.

With the growing significance of internet-
based communication and social network
media in nearly all walks of life, the role
of social networks in warfare and their
potential application as a weapon is also
being discussed extensively. According
to Thomas Elkjer Nissen, “Social network
media seems to have become the weapon
of choice because the effects that support
the goals and the objectives of the multiple
actors fighting in the social network media
sphere can, in turn, inform decision-making
and behaviours of relevant actors. Moreover,
it is easily accessible and can create effects
that are disproportionate in relation to the

investment”®,

> Carl Sch reck, Ukraine Unspun: Chechnya War
Pic Passed Off As Ukraine Atrocity By Hackers,
Russian TV, Radio Free Europe — Radio Liberty, 27
August 2014, http://goo.gl/dX3M7x

° Nissen, The Weaponization..., 9.
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This type of ‘warfare
IS continuously ongoing
and hard to detect. It is
complicated to identify
its source, particularly as
more often than not it is
waged from several sources
simultaneously.

Nissen highlights several military activities
that use social network media: intelligence
collection, targeting, psychological warfare,
offensive and defensive cyber-operations,
and command and control activities’.

For example: “Intelligence agencies have
learned to use social media to their own
advantage. By using fake identities, they are
able to create an illusion of support for ideas.
They are also able to challenge ideas on
social-media platforms by inserting counter
arguments that appear to come from the
‘grass-roots’ level of a movement”®. This
practice is known as astroturfing. Thorsten
Hochwald, referencing Papic and Noonan,
mentions that government agents are using
trolling proficiently to search for paedophiles
and would-be terrorists.

7 Nissen, The Weaponization..., 9

8 Thorsten Hochwald, How Do Social Media Affect
Intra-State Conflicts Other Than War?, The
Quarterly Journal 12 (2013): 31.



He concludes that “even though the majority
of current literature on social media argues
that it enhances the political power of the
people, there is a shift in the balance under
way. Governments have demonstrated great
adaptability and are beginning to use social

media to their advantage®”.

Social media is an effective tool for
disseminating (dis)information and influencing
the population. According to Rebecca
Goolshy et al., social media “are becoming
sources of inflammatory information and
disinformation”’. As an example, Goolsby
mentions the 2010 social cyber-attack in
Assam, when messages about and pictures of
a fictitious pogrom against Muslims resulted
in @ panicked mass exodus. This illustrates
that social media can be used for crowd
manipulation and hysteria propagation, but
also for propaganda, call-to-rebellion and
hate messages. In cases of social cyber-
attacks, she recommends the determination
and identification of “who benefits from
these social cyber-attacks and how they
benefit, both politically and economically,
and connecting the dots from beneficiary to
crowd”"".

In his monograph about the weaponisation
of internet media, Nissen states that
contemporary wars are “more about the
control over populations, decision-making
and the political space than they are about
a geographical area”'” and today’s wars are

? Thorsten Hochwald, How Do Social Media Affect
Intra-State Conflicts Other Than War?, The
Quarterly Journal 12 (2013): 31

10 pebecca Goolsby, Lea Shanley, and Aaron Lovell,
On Cybersecurity, Crowdsourcing, and Social
Cyber-Attack, Policy Memo Series 1 (2013): 3.

" bid., 6.

o Nissen, The Weaponization..., 32.

more about identities and identity claims”.
The struggle for influencing public opinion
takes place in the information environment,
to which social network media also belong'.
As an example he mentions the case of flight
MH17 that was shot down over Ukraine on 17
July 2014. In this case, social network media
was extensively used to implicate multiple
actors and to create confusion about what
actually happened™, although it is difficult to
claim that this was all orchestrated.

Altering the story through user-generated
content and gaining control over the
narrative has been consciously applied
by state and non-state actors in order to
influence and manipulate the population
of the opponent. According to Thorsten
Hochwald: “social media [...] are not only
useful to cover protests but also to help steer
protests in certain directions through the
use of misinformation, fake identities and
cleverly placed counter-propaganda”’®. They
can be used for crowd manipulation and
hysteria propagation, propaganda, call-to-
rebellion and hate messages. In information
warfare and psychological operations, social
media can be applied in order to manipulate
and influence the population by spreading
rumours, scare-mongering, disinformation,
astroturfing, trolling and provocation.

The final term that should be defined for
the purposes of this research is trolling.
As a very recent and highly colloquial
term it does not have a precise definition.

However, the Urban Dictionary defines a
troll as a person who “posts a deliberately

3 |bid., 19.
14 Ibid., 23.
15 |bid., 29.

16 Hochwald, 30.
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provocative message to a newsgroup or
message board with the intention of causing
maximum disruption and argument”’’. Some
theorists have used a similar definition:
Hardaker cites the more commonly recognized
definition by Paul Baker'®, Ana Marie Cox'®
and Mary Brandel*® who describe trolling as
“the posting of incendiary comments with
the intent of provoking others into conflict”.
Another definition goes a little bit further
by highlighting trolling’s apparent lack of
purpose: “Online trolling is the practice of
behaving in a deceptive, destructive, or
disruptive manner in a social setting on the
internet with no apparent instrumental

purpose”?’,

Herein lies the difference: a classic troll acts
with no apparent instrumental purpose,
whereas purported hybrid trolls (as we
have labelled hired, pro-Russian trolls),
communicate a particular ideology and, most
importantly, operate under the direction
and orders of a particular state or state
institution. In the context of the Ukraine crisis,
the aim of hybrid trolls has been to promote
the Kremlin’s interests and portray Russia
as a positive force against the rotten West’
and the US hegemony. On 2 April 2015, the
Guardian published Shaun Walker’s article
Salutin’ Putin: inside a Russian troll house in
which the journalist interviewed two former

7 Troll, Urban dictionary, 22 September 2002,
http://goo.gl/udbn)C

18 paul Baker, Moral panic and alternative identity
construction in Usenet, Journal of Computer-
Mediated Communication 7, no. 1 (2001), http://
goo.gl/opaYus

19 Ana Marie Cox, Making mischief on the web, Time
Magazine, December 2006; http://goo.gl/rmTvOo

20Mary Brandel, Blog trolls and cyberstalkers: How
to beat them, Computerworld (28 May 2007): 32

21 Erin E. Buckels, Pauld D. Trapnell, Delroy L.
Paulhus, Trolls just want to have fun, Personality
and Individual Differences 67 (2014): 97

8¢

In the context of the
Ukraine crisis, the aim of
hybrid trolls has been to
promate the Kremlin's
interests and portray Russia
as a positive force against
the ‘rotten West' and the US
hegemony.

employees of an alleged headquarters of
Russia’s ‘troll army’, “where hundreds of
paid bloggers work round the clock in order
to flood Russian internet forums, social
networks and the comment sections of
western publications with remarks praising
the president, Vladimir Putin, and raging at
the depravity and injustice of the west”??.
In order to give this research more objective
grounds and understand the logic behind
trolling as a component of Russia’s warfare
strategy, it is of interest to establish if and
how trolling is reflected in Russia’s military

and information-war strategy, both officially
and in practice.

Focusing on the clarification of terminology
inthe research context, in this study the term
troll is used extensively. The authors wish to
clarify that, hereinafter, the term troll is used

225hawn Walker, Salutin’ Putin: inside a Russian
troll house, The Guardian, 2 April 2015, http://
www.theguardian.com/world/2015/apr/02/
putin-kremlin-inside-russian-troll-house



in the meaning of hybrid troll, as described
above. There is a simple reason for this — the
main characteristic of classic internet trolls is
the causing of emotional fluctuations in their
addressees. These classic trolls’ only intention
is to shock, enrage, scare, or threaten — or,
simply, to emotionally provoke readers®>.
The secondary intention of classic trolls is to
capture the attention of addressees for as
long as possible (including massive sabotage
with huge quantities of text); but inevitably,
this leads back to the first intention —to harm
emotionally?®. For this reason, classic trolls
are not aligned with any ideology, belief or set
of true (or false) information — content is just
an instrument in their hands to implement
their main purpose — to provoke®”. Returning
to the authors’ proposal to understand the
term trolls in this report as hybrid trolls —
their key difference from classic trolls, an
organic part of the internet commentary
world, is that hybrid trolls have an inherent
additional purpose. Born under the
circumstances of hybrid war, hybrid trolls can
be characterized as ‘mutations’ between the
internet environment’s rules and roles, and
real information-warfare purposes, managed
by a state’®,

The characteristics of hybrid trolls appear
to be the same as classic trolls; only their
intentions are different.

..................................................

23guckels et al., 97-102.

24| 0nathan Bishop, Representations of ‘trolls’ in
Mass Media Communication: A Review of Media-
Texts and Moral Panics Relating to ‘Internet
Trolling’. International Journal of Web Based
Communities 10, no. 1 (2014): 7.

25Claire Hardaker. Trolling in Asynchronous
Computer-Mediated Communication: From User
Discussions to Academic Definitions. Journal of
Politeness Research: Language, Behavior, Culture
6, no. 2 (2010): 215-42.

28Chris Elliott, The Readers’ Editor On... pro-Russian
trolling below the Line on Ukraine Stories, The
Guardian, May 4, 2014, http://goo.gl/uxKIhD

And, knowing their purposes, there is also a
chain of differences in the actions of hybrid
trolls that differentiate them from classic
trolls. Putting it more simply, at first sight,
it is hard to distinguish hybrid trolls from
classic trolls, but in trying to understand
the main purpose of classic trolls, we see
that hybrid trolls ‘stand out’, because they
make diversions from typical trolling. These
diversions are fundamentally connected
with disinformation, the dissemination of
conspiracy theories and controversies, etc.
Nevertheless, the hybrid troll never stops
being a troll — meaning that emotional
provocationis present, also the disinformation
messages and spreading of conspiracy
theories most probably serve simultaneously
as a tool for threatening?’.

2.2 RUSSIA'S MILITARY STRATEGY AND
HYBRID TROLLS

¢.2.1 Russia’s official military strategy

In December 2014, the Security Council of
the Russian Federation published the new
Russian Military Doctrine?®. The doctrine
highlights the immense geopolitical threats
that Russia is currently facing and the new
methods that the West is using against Russia.

According to the strategy, these threats
have forced Russia to react and create a new
response strategy consisting of military and
non-military measures and to incorporate

27 catherine Van Reenen, From Trolling for Newbs
to Trolling for Cheezburger: An Historical Analysis
of the Communicative Strategies of Trolling.
Bowling Green, Ohio, 2013.

28p heHHan NOKTpUHa Poccuitckon Pepepaumm
(yreeprkaeHa lNpe3naeHToOM POCCMMUCKOMN
Pepepaumnn 25 nekabpa 2014 r., Ne MNp-2976,
Russian Federation Security Council, 25 December
2014, http://goo.gl/lolYpO

11
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new, non-traditional methods?®. The
importance of information operations in
contemporary conflicts is emphasised as
one of the state’s defence tools*°, which
protect the country from both: external
threats(such asactionsagainstinternational
law, peace and regional stability and
actions aimed at ousting legitimate regimes
in neighbouring countries®', etc.) and
internal threats (such as activities aimed at
destabilising the ruling regime, information
activities targeting the general population
with the intent of undermining patriotic
and historic traditions, provoking inter-
ethnic and social tensions, etc.)?’. The
Doctrine concludes that the only efficient
way to ensure information security is a
“joint [counter-] effort by all internet users,
journalists, local authorities, civil-society
organisations, etc.”*”,

Another relevant policy document, the
Russian Information Security Doctrine,
was last published back in 2000, However,
according to an Interfax report of April 2015,
the Russian Security Council has started work
on developing a new doctrine that would

29Boewaﬂ NOKTpuHa Poccuinckon Pepepauum
(yreepxaeHa lNpe3anaeHTom POCCMHUCKOW
depepauuu 25 pekabpa 2014 r., Ne Np-2976,
Russian Federation Security Council, 25 December
2014, http://eco.gl/lolYpO.; Darczewska, Jolanta
The Devil is in the Details. Information Warfare
in the Light of Russia’s Military Doctrine, Point
of View. Centre for Eastern Studies, May 2015,
http://goo.gl/UUrYux, 9.

30Darcze\.-.fska, 10.

31 A clear reference to the overthrow of Victor
Yanukovich’s administration in Ukraine in 2014.

32Darczewska;
BoeHHaa AOKTpUHA, [1p-2976

33Dar(:70wska, 31.

34/_'L0KTpv1Ha nHdopmaumoHHOU BesonacHOCTH
Poccuickon Pepepauum (yreepaeHa
MNpe3supeHTom Poccuinckon @epepaumnm
B.MyTuHbIM 9 cenTtabpa 2000 r., Ne MNp-1895),
Russian Federation Security Council, 9 September
2000, http://goo.gl/XAawcf

take the current situation into consideration.
However, the aims of both the current and
the upcoming doctrines are formulated in a
strictly defensive manner. They are focused
on organising counterattacks rather than
active engagement in the dissemination
of information that would serve
Russian interests and endanger those of
adversaries®.

Interestingly, the Russian Strategy for
Counteracting Extremism is the one state
document that does define internet and
online forums, etc. as spheres of utmost
importance for state security, as they can
be used to promote ethnic, religious and
national hatred. They are also considered
to be the most common tools for spreading
extremism and organising and promoting
terrorist activities. Importantly, online-
based extremism and terrorism are labelled
as exceptionally dangerous forms because
of the lack of any overview of the online
environment. Therefore, the strategy
emphasizes the necessity for Russian law-
enforcement bodies to cooperate so as to
contain these threats through the control of
online media®®.,

The Russian State National Policy Strategy,
on the other hand, sets out several tasks for
ensuring information support for state policy.
These tasks include: financial support for
national, municipal and private television and
radio companies, printed and online medig;
encouragement of journalists reporting
on the implementation of state policies;
communication of state strategy to a wider
audience; control over media to avert ethnic

354 pd nauanach NOAroTOBKa HOBOW peaakuum
DOKTPUHbI UHGOPMAUMOHHOM BesonacHocTH”,
Interfax, 7 April 2015, http://goo.gl/iv64pl

36C7paTerMﬂ NPOTUBOAEUCTBUA IKCTPEMMU3MY
B8 Poccuinckon @epepaumm ao 2025 roaa
(yreepkaeHa lNpesnpeHtom PO 28.11.2014 r.,
MNp-2753), Russian Federation Security Council, 28
November 2014, http://goo.gl/i17r23
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By constantly referring
to information threats
from the US, NATO and
gther Western powers in
their policy documents,
the Russian authorities
justify intervention in the
information space of its own
population.

or national hatred, etc. However, similarly to
the policy documents mentioned above, the
National Policy Strategy takes a defensive
stance, and does not call for the execution of
active information campaigns against other
countries®’.

The Concept for the Russian Armed Forces’
Activities in the Information Space (Russian
Cyber-warfare Strategy®®), published by the
Russian Ministry of Defence in 2011, is the
only one of the policy documents examined
that also discusses an active response to
threats in the virtual environment. According
to this strategy: “Upon escalation of a conflict
in the information space and its entering a
critical phase [the state] should employ its

37CTpaTer»m rocyAapcTBeHHOW HAaUUOHANBHOM
nonuTuku Poccumnckoun Pepepaumm Ha nepuoa,
0o 2025 rona (yre. Ykasom MNpesunperta PO ot
19 nekabpsa 2012 r. N 1666), Russian Federation
Security Council, December 19, 2012,
http://goo.gl/FnnQhA

388 poccuu co3pnaHa cTparerua KubepBouHbl,
CNews, March 11, 2012, http://goo.gl/7Gfmol

rights to individual and collective defence
and use any chosen methods and means that
do not contradict the universally recognized
norms and principles of international law”*”.
Most importantly, the Concept also provides
for, in the interests of individual and collective
security, the state deploying its forces and
means of information security in the territory

of other states”®.

However, in general these documents, like
the public discussion in relation to them,
portray Russia as holding a defensive position.
According to them, it is only fighting “for the
demilitarisation of [...] the global information
network, because it cannot permit the country
and its surrounding areas to come under
American ‘quasi-occupation” *'. Furthermore,
despite the dramatically changing information
environment, threats and available tools,
the official information-warfare strategy
described in Russia’s national security
documents has not changed significantly.

For example, Russia’s Information Security
Doctrine has not been updated since 2000
As can be seen, official Russian state policy
documents do not refer to the potential use
of trolling as an information-warfare strategy.
However, it would be naive to expect
the Russian military doctrines to include
references to or strategies on the active
waging of information warfare, especially
because the core value of information/

39K0HuenTyaanble B3rNAAbl HA AEATENbHOCTL
BOOPYEHHbIX CUN POCCUUCKOU Pepepaumu
B HOOPMAUUOHHOM npocTpaHcTee, KM.ru,
2011, http://goo.gl/wcW96x; MUMHO60pOHLI PO
paspabortano cTparernio kubepsouHsbl, Lukatsky
Blogspot, February 10, 2012, hitp

//g00.gl/Pps|oo

4OKouuemyanwble B3rnAAbl.
41 :
Darczewska, 11.

42jikola Schmidt, Neither Conventional War, nor a
Cyber War, but a Long-Lasting and Silent Hybrid
Var, Defence & Strategy (2014),
http://goo.gl/H3C2gH, p. 82.
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psychological warfare lies in its covert nature,
aimed at complicating the identification
of threats. Simultaneously, by constantly
referring to information threats from the US,
NATO and other Western powersin their policy
documents, the Russian authorities justify
not only their response to these threats, but
also intervention in the information space of
its own population. The recent restrictions on
the independence and operations of social
media in Russia illustrate such aspirations.

Returning to the topic of hybrid trolling, there
is practical evidence that, despite the lack of
an officially published strategy, Russia does
endorse trolling activities. Meanwhile, the
fact that trolling is not outlined in any official
state strategy enables Russia to plausibly deny
any accusations of trolling activities. Russia
can also claim that accusations of trolling are
a part of the Western information war against
it. Of itself, hybrid trolling is a very useful
information-warfare tool as it so difficult to
link it to the regime that has sanctioned it.

2.2.2 In practice

Hybrid trolling as a strategy is not aimed at
achieving decisive victories. Instead it targets
the credibility and stability of adversaries’
governments as well as public support for
them. Discreditingan adversary’sgovernment,
in turn, justifies the waging of a conventional
war campaign®®. We can see how such a two-
stage strategy was applied in Crimea — by
first accusing the Ukrainian government of
mistreating the Russian minority in Crimea
and sowing doubt in Western societies about
potential breaches of human rights, Russia
justified its annexation of the peninsula.
The discrediting of the Ukrainian regime
was also organised in a hierarchical manner,
very similar to a conventional war. However,

the involvement of the Russian state and
military authorities is almost unprovable.
The obscure nature of trolling, in addition
to the free flow of information as one of the
key values of Western societies, makes any
defence against trolling almost impossible.
“In that perspective, information operations
using current communication systems, social
networks or deliberately created propaganda
portals conducted to undermine a state’s
sovereignty by spreading hatred, fear,
resentment and bad blood are an immense
power that is indefensible under current
international legal and security regimens.”**

As early as February 2012, the Guardian
reported on Russia’s attempts to manipulate
the media*: “A pro-Kremlin group runs
a network of internet trolls, seeks to buy
flattering coverage of Vladimir Putin and
hatches plans to discredit opposition activists
and media, according to private emails
allegedly hacked by a group calling itself the
Russian arm of Anonymous”“®. According to
Paul Roderick Gregory, Putin has used a troll
army throughout his presidency, only trolling
was somewhat less evident prior to the
Ukraine crisis. Furthermore, Gregory claims
that his policy articles had always been under
attack, often from semi-literate, pro-Russian
commenters, but these attacks have multiplied
since the annexation of Crimea*’. According to
another policy analyst, Jolanta Darczewska:
“Information warfare in Russia is a systemic
phenomenon; no other country deals with
this issue on such a scale; no-one invests so

44 1bid., 79.

45Miriam Elder, Emails give insight into Kremlin
youth group’s priorities, means and concerns, The
Guardian, 7 February 2012, http://goo.gl/MIk20L

46pater Himler, Russia’s Media Trolls, Forbes, 5 June
2014, http://goo.gl/VOSbO

47paul Roderick Gregory, Putin’s New Weapon In
The Ukraine Propaganda War: Internet Trolls,
Forbes, 9 December 2014, http://goo.gl/Jpsxwe




much organisational and financial effort in it.
Information warfare, as it has been conducted
for decades, reveals enduring, long-term

qualities based on Russian strategic culture”*®.

Interestingly, there is some proof to the claim
that pro-Russian trolling is indeed mandated
by the Russian authorities. Some evidence
results from leaked, potentially official policy
documents, while other evidence has been
obtained by investigative journalists. In
early 2015, a Russian newspaper Novaya
Gazeta published excerpts from a leaked
Russian Presidential Administration planning
document, which implied a takeover of
Eastern Ukraine. The document foresaw the
fall of the Yanukovich regime and Russia’s
strategy of accusing Western countries of
staging an illegal coup, and the breaching
of the rights of Ukraine’s Russian minority.
The plan provided for the supplementing of
traditional information-warfare strategies with
a “significant effort to corrupt social-media
postings with controlled posting generated
by hired internet ‘trolls™“°. The plan of action
was to create confusion and obstruct any
mobilisation attempts by the adversary.

According to another document leaked by an
identified Russian hacker, one of the online-
trolling project leaders Svetlana Boiko stressed
that “Foreign media are currently actively
forming a negative image of the Russian
Federation inthe eyes of the global community.
[...] Additionally, the discussions arising from
comments to such articles are also negative in
tone. Like any brand formed by popular opinion,
Russia has its supporters (‘brand advocates’)
and its opponents. The main problem is that
in the foreign internet community, the ratio of

4 i
8Da rczewska, 39

*Spussian Federal Security Service (FSB) Internet
Operations Against Ukraine, TAIA Global Report,
April 2015, https://goo.gl/DBI8Ar

supporters and opponents of Russia is about
20/80 respectively”*°,

Researcher Mark Galeotti highlights the so-
called Gerasimov Doctrine, which had already
outlined trolling as a Russian strategy back in
March 2013. In a largely unnoticed article®’
for Voenno-Promishlenniy Kuryer®?, Russian
Chief of General Staff*® Valery Gerasimov
analysed then-current security threats and
potential solutions.

Referring to the experience of the Arab
Spring in Northern Africa and the Middle
East, Gerasimov stressed that a perfectly
functioning state faced by non-traditional,
non-military strategies can fall into chaos
and civil war within the span of a few days.
Special-operations forces, internal opposition
and information actions are used to create
a continuously operating war front within
the adversary state. “The information space
opens wide asymmetrical possibilities
for reducing the fighting potential of
the enemy. In North Africa, we witnessed
the use of technologies to influence state
structures and the population with the help
of information networks. It is necessary
to perfect activities in the information
space, including the defence of our own

facilities”**.

5OMax Seddon, Documents Show How Russia’s Troll
Army Hit America, BuzzFeed News, June 2, 2014
http://goo.gl/IhGE7q

l Valery Gerasimov, LJeHHOCMb HayKu 8
npedeudeHuu, Voenno-Promishlenniy Kuryer, 27
February — 5 March 2013, http://go0.gl/9DNezV

52I\/lilitary-lndustrial Courier (translated from
Russian)

>3Gerasimov was appointed by Vladimir Putin in
2012

54Gerasimov;
Mark Galeotti, The ‘Gerasimov Doctrine’ and
Russian Non-Linear War, In Moscow’s Shadows, 6
July, 2014, https://goo.gl/eDa25u
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Additionally, several reputable online
media outlets (Radio Free Europe®®, the
Guardian®®, the Wall Street Journal®’,
Business Insider®®, Forbes®®, etc.) have
published interviews and investigative-
journalism articles referring to interviews
with former trolls or claim to have proof of
the location of one of the headquarters of
the purported troll army.

One of the journalists reporting on Russian
trolling attempts is Max Seddon, whose
investigative report for Buzzfeed details a day
at a Kremlin-funded troll agency engaged in
posting online comments and Twitter feeds.
“On an average working day, the Russians
are to post on news articles 50 times. Each
blogger is to maintain six Facebook accounts
publishing at least three posts a day and
discussing the news in groups at least twice
a day. By the end of the first month, they are
expected to have won 500 subscribers and
get at least five posts on each item a day. On
Twitter, the bloggers are expected to manage
10 accounts with up to 2 000 followers and
tweet 50 times a day”®“. According to Luke
Harding, the comments are not necessarily
aimed at persuading people but mainly to

SS[‘)mitry Volchek, Daisy Sindelar, One Professional
Russian Troll Tells All, Radio Free Europe — Radio
Liberty, March 25, 2015, http://goo.gl/9fPMmt

56Wall-<er.

5-"L. Gordon Krovitz, Putin Trolls the U.S. Internet,
The Wall Street Journal, 7 June 2015,
http://goo.gl/pGrctH

>8Marina Koreneva, Here’s what it’s like being a
paid internet troll for the Russian government,
Business Insider, 5 April 2015,
http://goo.gl/PQZCfv

59(]r0g<)ry.

60Seddon;

Peter Pomerantsev, Michael Weiss, The Menace
of Unreality: How the Kremlin Weaponizes
Information, Culture and Money, The Interpreter,
Institute of Modern Russia, 2014,
http://goo.gl/M2Sw9s
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Russia applies
manipulation,
disinformation and
provocation in the same
manner as it has been doing
in traditional media.

complicate informed journalism by polluting
the public domain with false or useless
information.

For example, after the downing of Malaysia
Airlines flight MH17, the Guardian news page
on the issue was flooded by approximately 40
000 comments per day in a troll attack that
is considered to have been ordered by the
Kremlin®',

Journalists from Finnish online magazine
Yle Kioski investigated a company named
Internet Research Agency, which is allegedly
behind a troll factory in St. Petersburg®.
Through a Russian job website, the
investigators discovered that the company
had posted ten job advertisements for
positions such as “social-media specialists”,
“internet operators”, “content managers”,
etc. for both day and night shifts. The
journalists” attempt to interview any former
employees failed as they all refused to talk
about their work. Nevertheless, Yle Kioski
managed to get in touch with a journalist
from Russian opposition newspaper Novaya
Gazeta who worked as an undercover
troll in 2013. According to her, trolls were

61 Pomerantsey, 31.
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given daily tasks, such as defamation of the
Russian opposition®®. Furthermore, when Yle
Kioski journalists were photographing the
Internet Research Agency building, they were
stopped by security guards who claimed it
was a government building. In Russia, that
description is typically applied to FSB (Federal
Security Service) buildings, military and
administrative buildings, etc.®”.

It is clear that Russia does utilise social media
to disseminate its position in the West.
Various analyses have demonstrated that, for
online media, Russia applies manipulation,
disinformation and provocation in the same
manner as it has been doing in traditional
media. The anonymity of the online
environment allows this approach to be even
more ruthless and less provable. Apart from
in Russia itself, pro-Kremlin trolling has been
identified in countries including Ukraine,
the US, Great Britain, Germany, Poland and
the Baltic States®® . Although there is no
comprehensive in-depth research available,
the experiences of some of these countries
nevertheless deserve to be addressed briefly.

¢.3 INCIDENCES OF PRO-RUSSIAN
TROLLING

¢.3.1 Ukraine

Ukraine is the central and the most obvious
case of Russia’s trolling. The trolling in Ukraine,
however, was only a part of a larger hybrid-
war strategy against the country. Trolling is
seen by some analysts as a logical first step

83)essika Aro, Yle Kioski Traces the Origins of
Russian Social Media Propaganda — Never-before-
seen Material from the Troll Factory, Yle Kioski, 20
February 2015, http://goo.gl/W8u07T

84 \hid.

85 )essika Aro, Yle Kioski Investigated: This is
How Pro-Russian trolls Manipulate Finns
Online — Check the List of Forums Favored by
Propagandists, Yle Kioski, June 24, 2015,
hhttp://goo.gl/2YYbBg

in @ war aimed at territorial conquest and
the discrediting of the interim (and current)
Ukrainian government in the eyes of the local
and international public.

Indeed, the pro-Russian narrative against
Ukraine is outlined in this well-known
account: “Neo-Nazi extremists unseated
a democratically elected president in the
Maidan coup d’état of February [2014]. Russia,
aware that the new Ukrainian ‘junta’ was
planning genocide in the east, had no choice
but to protect ethnic Russian ‘separatists’,
who were spontaneously mounting a counter-
Maidan revolt.

Crimea, with its large Russian population,
was most at risk, so Russian forces had
to enter and accept the popular will
of the Crimean people to be annexed.
Nor could Russia prevent patriotic volunteers
and military-intelligence officers crossing the
Russian-Ukraine border (with their heavy
military equipment) to aid their ‘Russian
World" brethren in their ‘civil war’ against
Ukrainian extremists. Throughout, Russia
has been an innocent bystander rooting for
peace, with little control over its separatist

allies”®®,

In March 2015, the Ukrainian Security
Service officiallyannouncedthat the Russian
Federal Security Service (FSB) was behind
the propaganda efforts against Ukraine.
These efforts reportedly comprised social-
media postings by FSB-controlled trolls and
news postings from ostensibly Ukrainian
news portals, which were actually
controlled by Russia®’. Indeed, it is clear
that the information war against Ukraine
has been overwhelming. That is not to say

e regory.

87 Russian Federal Security Service (FSB) Internet
Operations, TAIA Global Report.
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that pro-Russian trolls have succeeded in
turning everybody pro-Russian, but they
have definitely succeeded in creating a
completely unreliable information space
at all levels of society. For example, on
14 July, the Twitter accounts of Petro
Poroshenko’s Presidential Administration
and Interior Minister Arsen Aavkov were
hacked. The hackers used the accounts
to post tweets against the Ukrainian
nationalist organization Pravy Sektor,
which is actively engaged in fighting in
Ukraine. Such actions were most likely
aimed at causing controversy among pro-
Ukrainian forces®®.

A very dangerous trend, which proves the
success of the trolling strategy in Ukraine,
is the very low credibility of any attempts
to portray the situation in the country.
Not only Ukrainian and Russian, but even
credible western media outlets are at risk
of reporting false information. For example,
the Guardian journalist John Pilger used
a quote from the Facebook page of a Dr.
Rozovsky who claimed to be a doctor
treating separatists after a confrontation
with pro-Ukrainian forces in Odessa. The
quote supported Pilger’s argument, but
soon after the Facebook page was exposed
as fake and it was established that there was
no such person as Dr. Rozovsky®®. Although
the Guardian later added a disclaimer, the
information had already been disseminated
and, given the good reputation of the
medium, accepted as true.

®811ackers break into Twitter of Ukrainian
Presidential Administration and Interior Minister,
Ukrainskaya Pravda, 14, 2015,

https://goo.gl/Hxzrd3

69Pormﬁrantscv, 32.
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Not to say that pro-
Russian trolls have
succeeded in turning
everybody pro-Russian,
but they have definitely
succeeded in creating
a completely unreliable
information space at all
levels of society.

¢.3.2 Poland

In April 2015, the Polish Security Agency’s
Governmental Computer Emergency
Response Team (CERT) published its annual
report’?. According to its findings, Poland
came under a record number of cyberattacks
in 2014 —7 498. In comparison, it experienced
5 670 attacks in 2013 after a mere 457 in
2012. According to the report, the collusion
between attacks had also increased, often
pointing to the involvement of state actors.
Additionally, the report identified, for the
first time, information warfare as a threat
directed at Poland via the internet. “As CERT
notes, examples of such efforts include
the dissemination of foreign ‘propaganda-
disinformation” by bloggers and contributors
to online discussion forums or website
comment sections. Many such individuals,

"OFor the full text of this report in Polish, see:
http://goo.gl/YnPPOd




the report states, are on the payroll of a
foreign state; while others may simply be
naive, misinformed or ideologically driven
‘useful idiots” whose viewpoints or standing
can be exploited””". Although the report does
not single out the Russian government as the
coordinator of these trolling activities, it does
stress the abundance of pro-Russian trolling
comments in Poland’s online information
space, especially following the annexation of
Crimea.

Additionally, as a part of the information war,
Facebook pages dedicated to potential Vilnius
and Lviv ‘People’s Republics’ were set up.
This step was taken to create the illusion of
separatist inclinations within the large Polish
minorities in Lithuania and Ukraine’?.

The aim behind this strategy was to sever
Poland’s relationships with its neighbours
and impede the region’s ability to take
concerted action in response to security
threats. Although the Polish government
immediately denounced the Facebook page,
the Lithuanians remained wary because of
Lithuania’s sizeable Polish minority, who are
largely pro-Russian.

¢.3.3 Finland

Recently, the Finnish online medium Yle Kioski
produced an investigative report on pro-
Russian trolling activities in Finland. During the
investigation Yle Kioski compiled information
from various experts, Finnish websites and
individuals who had been targeted by alleged
pro-Russian trolls, as well as following the
activities of several secret profiles used
for conducting pro-Russian information
warfare. Additionally, a Finnish security-

T Matthew Czekaj, Russia’s Hybrid War Against
Poland, Eurasia Daily Monitor 12, no. 8 (April

2015), http://goo.gl/ayQyWN

72Ibid.

politics blogger, Janne Riihelainen, assembled
approximately 2 500 photographs reflecting
the Ukraine crisis that had appeared in social
media. According to him, these photographs
are a significant part of a well-organised
Russian propaganda campaign. For example,
there is a photograph allegedly portraying
Eastern Ukrainian children suffering from
poverty and starvation. The picture also
features a question written across it “Mom,
why are they killing us?” and a hashtag
#SaveDonbassPeoplefromUkrArmy. It is clear
that the photograph aims to send a message
about the inhumanity of the Ukrainian army,
accusing it of killing children and indirectly
justifying Russia’s involvement in resolving
the crisis’® .

Yle Kioski also identified the presence of pro-
Russian trolls in various social networking
platforms, as well as in Finnish discussion
forums, and news and video platforms.
Interestingly, the investigation revealed
that there is much more propaganda on
Russian and English websites than there is
on Finnish ones, probably because of the
trolls” linguistic limitations. Typical examples
of troll messages used in Finland’s online
space include the following: “There was an
unlawful fascist coup in Kiev and an unlawful
military junta has taken power”; “Putin wants
peace and negotiations but the President
of Ukraine is a crazy militarist”; “Finns are
racists who hate Russians. Russia is a good
neighbour to Finland and more important
than any other neighbour”’®. The journalists’
research also revealed that trolls try to pick
fights on Russian-speaking discussion forums.
However, Veronika Slovian, the administrator
of one of such forum russia.fi, correctly
claimed that it is “extremely problematic

that nobody can unambiguously identify or

3 Aro, Yle Kioski Investigated.

7a/i\ro, Yle Kioski Investigated.
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point out conversationalists distributing pro-
Russian propaganda as paid writers. [As] some

of them may be ordinary private citizens”’”.

That said, however, according to the web news
moderator at the Helsingin Sanomat, it is clear
that a large proportion of the comments are
orchestrated. |dentical messages criticising
NATO and the US are often posted over a
hundred times. According to the Managing
Editor of Helsingin Sanomat Petri Korhonen:
“There is a distinct peak whenever a bigger
news story about Russia or Ukraine is
published: the number of trolling messages
multiplies in comparison with the amount of

messages prior to the war in Ukraine”’®,

.34 The US

According to Max Seddon’s report of June
2014, Russia recruited and trained online
trolls in order to target top US-based
websites such as Fox News, Huffington
Post, Politico, etc. The Russian daily
business newspaper Vedomosti, quoting
sources close to Putin’s administration,
added that this campaign was orchestrated
by the government and involved Russian
bloggers not only in Russia, but also in
countries such as Germany, India and
Thailand. According to Vassily Gatov, the
former head of Russia’s state newswire’s
media analytics laboratory, the Russian
information-warfare strategy is based
on the assumption that “Western media,
which specifically have to align their
interests with their audience, won’t be able
to ignore saturated pro-Russian campaigns
and will have to change the tone of their
coverage of Russia to placate their angry

readers”’’. According to another media
analyst, Matt Kodama, such a strategy
is not new = a similar disinformation
campaign, led by Russia, was also observed
during the Syrian civil war.

Surprisingly, the study of the influence
of pro-Russian trolling on leading US
media outlets demonstrated the opposite
outcome to that expected. Most users of
online media and forums, upon seeing a
clearly pro-Russian comment, assumed
it was either paid-for or written for
ideological reasons’®.

2.4 CONCLUSIONS

The official Russian-government online-
information warfare strategy is based on
a dual-objective defensive approach — on
the one hand the government is ‘forced’
to counteract foreign attacks, on the other
hand, the government ‘has to” act in order
to protect its information space from
disseminating extremist and terrorist ideas.
This approach justifies Russia’s current attack
on the freedom of the press at home. That
said, Russia’s official strategy is outlined in
almost entirely defensive terms and portrays
Russia and its information space as being
under constant attack from western and,
particularly, US propaganda and trolling.

However, leaked policy documents and
statements from high-level authorities,
as well as empirical evidence gathered by
analysts and investigative journalists seem
to prove that behind the smokescreen of its
official defensive stance, Russia is actively
waging information warfare against its
adversaries in order to sway international
opinion in its favour and create confusion

77Seddon.
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and mistrust in public information as such.
“The effect is not to persuade (as in classic
public diplomacy) or earn credibility, but
to sow confusion via conspiracy theories
and proliferate falsehoods [..] the aim is
to exacerbate divisions and create an echo
chamber of Kremlin support”’®. Furthermore,
Russia has been smart in finding a strategy
that western countries find almost impossible
to counteract effectively. The fundamental
values of freedom of speech and freedom
of the press are in absolute contradiction
to state-imposed control over traditional or
online media.

Because trolling is not an official state
strategy, there is also no publicly available
impact assessment, on Russia’s part, on the
efficiency of trolling. However, there are
analyses on the occurrence and success of
pro-Russian trolling in various countries that
are acknowledged to have been targets of
trolling. For example, in Ukraine pro-Russian
trolling has been used as a part of a multi-
stage war, and as a tool to set up grounds
for justifying military intervention. In Poland,
trolling has been mainly aimed at severing
the country’s relations with its neighbours
and impeding the potential for concerted
action against Russia. In Finland, trolling has
succeeded as a tool for creating confusion
and misinforming society, while in the US,
trolling has been less efficient and the US
public asserts that hybrid trolls are easily
identified. However, most of the above-
described research that has been done in the
past, focuses on general terms —the presence
of hybrid trolling, numbers of attacks, forms
of trolling. There is very little scientific and
in-depth research addressing the impact of
trolling activities on individuals’ world view
and its success in swaying individual opinion

------------------------------------------------------

e Pomerantsev, 4-42,

in the intended direction. Hence, the research
on the impact of pro-Russian trolling activities
in Latvian- and Russian-language online
media seeks to address these questions, and
establish how vulnerable individuals, and
conseqguently states, are to the activities of
hybrid trolls.
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TROLLING IN LATVIA'S NEWS
PORTALS: OCCURRENCE,
FREQUENCY AND POSSIBLE
INFLUENCE




The following is a detailed description of
the search for the possible activities of
paid pro-Russian internet trolls in Latvia’s
news portals. A widely held opinion in both
general-public and professional circles holds
that the Russian government maintains a troll
army (or even several armies®?) that operate
in Latvia’s cyberspace. It is worth noting that
news items are not generally produced on
the basis of meticulous and methodologically
transparent research.

This analysis employs a literature content
analysis, qualitative and quantitative
empirical data to test whether there actually
are identifiable, paid internet trolls and if
so, to determine their actual behaviour and
potential impact. The quantitative data
obtained demonstrate that, although the
proportion of trolls’ messages in some cases
can even exceed half of all posted comments,
overall they do not reach more than 4%, even
when only those articles with troll activity
are taken into account. Furthermore, the
qualitative analysis shows that, although the
purported trolls employ various techniques
to convince readers, these techniques are
not particularly successful. The analysis fails
to identify any detectable change of attitude.
Moreover, the public’s exposure to potential
trolls is relatively limited. Apart from getting
little exposure because of small numbers, the
trolls are being trolled back by other users
and portal censors, which further limits their
exposure.

It is, however, important to note that the
impact of traditional media (and even of the
internet portals themselves) may prove to be
far larger in spreading pro-Russian messages
than that of the trolls. In the context of the
media already being weakened by various

i atvija uzdarbojas vairakas interneta trollu
armijas, vésta LNT Zinas. apollo.lv, 14 July 2015,
http://goo.gl/xkXcb5

market factors, the vulnerability of the media
to outside influences is quite high, especially
in a society divided by language, where the
two segments have very different media-
usage patterns.

3.1 MEDIA LANDSCAPE IN LATVIA

In order to evaluate the influence of trolling
comments in internet news portals on
internet-media users and the general public,
important characteristics of the media system,
population structure and media-usage
patterns, as well as the working practices of
news portals should be taken into account.
These characteristics have been determined
and described in a series of studies in Latvia,
especially at the time there was lively public
discussion on the establishment of a Russian-
language public TV channel to counter the
one-sided information broadcast by the
Russian state-controlled ones.

The influence of information from the
Russian government can be reviewed in the
context of Latvia’s media system. Over the
past decade, this environment has been
diverse, with many outlets fiercely competing
for the same segment of economically active
residents. The audience is divided by the
language that media consumers speak at
home. Analysis of the media system reveals
that the independence and professionalism
of Latvia’s media is questionable. There are
few attempts to synchronise media messages
across Latvian-speaking and the large
Russian-speaking parts of population. Latvia’s
traditional Russian-language media has been
devastated by market forces and the Russian-
speaking population is mainly served by
news produced in Russia. Russian-language
electronic-media outlets (mostly TV) are also
popular amongst ethnic Latvians.
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A number of studies in the Baltics have shown
that the influence of Russian TV channels
is comparatively high®'. The review of the
editorial policies of internet news portals
demonstrates that the information published
by them is already heavily influenced by
sources disseminating messages aligned with
Russian interests. Such successful penetration
of pro-Russian messages via the online media
casts doubt on the meaningfulness of using
internet trolls to further reinforce those
messages.

3.1.1 Media system

The independence and professionalism of
Latvian media is questionable. An evaluation
of Latvia’s media system on the basis of
criteria proposed by Daniel Hallin and Paolo
Mancini®’ reveals that the media market is
fragmented, media regulations are liberal,
and the state’s ability to interfere in the work
of the media is limited. There is, however,
clear political parallelism, as seen in the fact
that media owners or directors are often
linked to politicians or political parties, with
the media trying to obtain resources for
their survival by providing services to specific
political interests. The main goal of these
media directors and founders is to generate
profit®? and, in pursuit of this goal, the media
enters into long- or short-term agreements
with politicians. This is an imitation of
independent media operations. Some media
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Some media outlets only
pretend to be independent
while actually working in
support of specific political
and, often, business
interests.

outlets only pretend to be independent
while actually working in support of specific
political and, often, business interests.
This situation has crippled the quality of
journalism, forcing media professionals to
combine independent, neutral and balanced
information with content that is created
to service the interests of media owners.
Various studies have emphasised a client-
related relationship between journalists
and sources®?, as well as problems with the
media’s sense of responsibility in Latvia’s
media environment.

j.1.2 Russian-language media in Latvia

The situation specific to Latvia’s media
environment is that more than one-third
of the country’s residents (37.2%)*° speak
Russian as their first language.
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Russian-language
newspapers became
marginalised, while ather
media outlets did not
choose to address the
modern, active and educated
segment of the Russian-
speaking audience, hoping
that these people would
automatically join the
Latvian-language media
audience.

For a long time, Latvia had no media outlets
that addressed Latvian and Russian speakers
equally effectively. In recent years, more
or less successful attempts to address
both audiences have been made by major
internet news portals such as Delfi.lv. The
economic recession saw consolidation
and concentration of Russian-language
newspapers and they have been acquired
by Russian citizens hidden behind offshore
companies®®. This consolidation has seen
the circulation and influence of traditional
newspapers decline sharply.
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There are several influential local
newspapers in Latvia’s second city Daugavpils
in Latgale, and there are Russian-language TV
channels and internet portals that provide
information specifically for the residents of
this region (Eastern Latvia, bordering with
Russia and home to a large Russian-speaking
population). Radio Latvia 4, a public media
outlet, broadcasts in Russian and is the most
popular radio channel among the Russian-
speaking audience. Public TV broadcaster
Latvian Television (LTV), in contrast, has not
managed to develop content for non-Latvian
speakers in an effective way, because that
has not been seen as a priority.

The content of Latvia's commercial TV
includes popular serials and films from
Russia, but it can be said that the content
of channels emanating from Russia has,
for a long time, filled an empty niche that
has not been considered important by
Latvia’s media policies or media businesses.
Some Russian-language media outlets
(mostly newspapers) sought market share
by addressing the segment of the Russian-
speaking population that had been unable
to deal with the change in its status after
the restoration of Latvia’s independence,
cultivating the idea that Russian speakers
were victims®/, emphasising shortcomings
in Latvian politics, demanding social benefits
and complaining about the country’s large
proportion of non-citizens.

Since the advent of the 21st century, such
content has proved to be old-fashioned and
irrelevant.
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Russian-language  newspapers  became
marginalised, while other media outlets did
not choose to address the modern, active and
educated segment of the Russian-speaking
audience, hoping that these people would
automatically join the Latvian-language
media audience. This did not happen, because
the Russian-speaking audience continued
to utilise Russian-language media. Local
information about events in Latvia and the
national media environment have become
less and less important for this audience, while
Russian TV channels have lost neither their
role nor their audience. As the international
situation was exacerbated and the conflict in
Ukraine developed, the influence of Russian
channels in Latvia was seen through very
different eyes. The recognisable cultural
and linguistic environment that is offered by
the Russian channels rebroadcast in Latvia
has, over an extended period, made them
powerful agents for shaping public opinion
about events in Latvia, Russia or elsewhere in
the world.

3.1.3 The influence of Russian
TV channels on the population

The influence of Russian government-
controlled TV channels, broadcast from
neighbouring  countries, on Latvia’s
residents is clear, particularly on Russian
speakers, who can obtain news content that
is advantageous for Russia’s interests as well
as Russian films, serials and entertainment
shows. The long-term presentation of
homogeneous information creates the
effect of cultivation®®, as manifested in
trust in the delivered content. Several dozen
Russian television channels are available in
Latvia via cable and satellite providers or
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the internet. Audience figures, however,
are only measured for a small segment
of these channels — those that wish to
attract local advertising investment. The
Russian-language channels are broadcast by
companies registered in Latvia or elsewhere
inthe EU, with agreement being reached with
channel owners on their rebroadcasting for
specific fees; these channels have received
rebroadcasting permits in Latvia.

The Russian TV channels can be divided
up into three groups in terms of content —
general-interest channels aimed at large
audiences and offering diverse programming
(PBK, NTV Mir Latvia, REN Baltija, RTR
Planeta Baltija); film channels with a
diversity of entertainment programming
and films (CTC Latvija, CTS International);
and music channels (TVOE). Most of the
Russian television channels that are available
in Latvia have altered or regionally adapted
names, which means that they have slightly
modified programming. PBK (First Baltic
Channel), for instance, basically offers the
content of the Russian First Channel, but
produces a news broadcast and other
original formats. Planeta RTR is part of the

Russian government-owned All-Russian
State Television and Radio Broadcasting

Company.

Television is still by far the most popular
medium among the Latvian population®”.
According to market-survey company TNS
Latvia, PBK and REN Baltija have the largest
share of viewers of the Russian TV channels in
Latvia, followed by NTV Mir Baltija, broadcast
by joint-stock company Baltic Media Alliance
(BMA). RTR Rossija is almost identical to RTR
Planeta and is authorised by SIA Baltic Media
Union.
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The same messages
are reported again and
again - Latvia is a failed
state dominated by social
problems, it treats non-
Latvians in an unfriendly
manner, the rights of
non-citizens are being
violated, the armed conflict
in Ukraine was caused by
external forces, and Russia
feels sorry for Ukraine,
but is nat involved in the
conflict.

Unfortunately, there are no precise data
about the overall media-usage habits of these
specific channels’ audiences which makes it
harder to make assumptions about the ability
of these channels to influence the views of
Latvia’s residents on events in Russia, the
war in Ukraine, and the way in which Russia
annexed Crimea in March 2014.

The most thorough provision of information
from the Russian government arrives
in the Baltic States via the PBK current
affairs programme Time. PBK has a news
headquarters in Latvia, with staff producing
the local news programme Latvian Time,

while identical news programmes for
Russian speakers in Lithuania and Estonia are
produced in Vilnius and Tallinn and broadcast
from Riga.

Time presents news from Russia, while
Latvian Time is a local news broadcast.
Examining the audiences for both broadcasts
