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About this report
Aim
This report is the product of a research project undertaken by the NATO Strategic Communications Centre of Excellence (NATO StratCom COE), at the request of the governments of
Lithuania and Estonia. The project was designed to deepen our understanding of the wide
range of measures which come under the umbrella of ‘hybrid threats’. Such measures aim
to influence the political decision-making of a targeted nation in a way which hurts their national security interests, predominantly conducted in the ‘grey zone’ between peace, crisis
and war.

Scope
The project broadens the framing of current debates on hybrid threats beyond the most
common empirical reference points, which tend to relate to the Russian Federation. A
standardised framework is used to analyse case studies which are assessed to offer examples
of hybrid threats.
Analysis has been conducted from the perspective of ‘Strategic Communications’, which
is articulated for this report not simply as a suite of capabilities disseminating messages
to explain actions or intentions in support of strategy but as a basic function of statecraft.
Strategic Communications is therefore considered both as an overarching philosophy to
be inculcated into organisational culture and as a cross-government process, central to
integrating the instruments of national power.
The research focuses on the national level, where the primary responsibility lies for
understanding, identifying and responding to hybrid threats. In this main volume, summaries
of 30 cases are provided, of which a representative selection of 10 cases are analysed in
detail in a separate annex. In order to limit the scope of the project, this phase of research
focuses solely on state actors.

Purpose
The case studies are not intended to be definitive accounts of a particular scenario or provide
templated solutions to similar situations, nor does the inclusion of any particular state actor
necessarily conclude malicious intent. The report encourages the reader to take a ‘360-degree view’ of an issue area, deepening their knowledge of factors and considerations relevant
to threat assessment.
This report is designed to help the reader develop two complementary viewpoints. First, being
agile and adaptive enough to deal with emerging security challenges where the identity and
intent of adversaries may be unclear or deliberatively deceptive. Threats may also be constituted by the synergy of many different, apparently unconnected measures.
Second, the Strategic Communications mindset. This is the notion that everything
communicates. The key to an effective strategy is therefore to understand actors and audiences, then integrate policies, actions and words across government in a coherent way to
build national resilience and leverage strategic influence.
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Executive Summary
This report is the result of a two-year study conducted by the NATO Strategic Communications Centre of Excellence. It is designed to help national authorities understand, prepare for, identify and respond to hybrid
threats. The research focuses on state actors and uses a standardised framework to analyse 30 case studies
taken from a range of geopolitical scenarios. It does so from the perspective of Strategic Communications,
which is articulated not simply as a means of supporting national strategy through coordinated messaging
but as a mechanism for integrating all actions taken by a government, central to both the development and
implementation of strategy.

About hybrid threats
 The final communique from the 2018 NATO summit in Brussels stated that NATO nations had “come under increasing challenge from both state and non-state actors who use hybrid activities that aim to create ambiguity
and blur the lines between peace, crisis, and conflict.”1 The term ‘hybrid’ has been used to describe a wide array of measures, means and techniques including, but not limited to: disinformation; cyber attacks; facilitated
migration; espionage; manipulation of international law; threats of force (by both irregular armed groups and
conventional forces); political subversion; sabotage; terrorism; economic pressure and energy dependency.
 NATO defines hybrid threats as a ‘type of threat that combines conventional, irregular and asymmetric
activities in time and space’.2 This provides the essence of something produced by the synergy of different
measures but used alone it is too broad. Most current definitions of hybrid threats lean heavily on Russian
actions in Ukraine and Crimea, but this risks neglecting one of the key aspects of hybrid threats, that of
adaptability.
 While discussions surrounding the essential nature of ‘hybridity’ are likely to continue, the underlying phenomena the term encapsulates remain very real.3 This report therefore focuses on the characteristics of
hybrid threats. These are actions which:
 Are coordinated and synchronised across a wide range of means.
 Deliberately target democratic states’ and institutions’ systemic vulnerabilities.
 Use a wide range of means.
 Exploit the threshold of detection and attribution as well as the border between war and peace.
 Aim to influence different forms of decision-making at the local (regional), state, or institutional level.
 Favour and/or gain the agent’s strategic goals while undermining and/or hurting the target.4
 A key aspect of hybrid threats is ambiguity – hostile actions that are difficult for governments to identify,
attribute or publicly define because the responsible actor or overall intent is unclear or deliberately obscured.5 The effects from hybrid threats can be diffuse and may only materialise over time.
 Attribution is ultimately a political endeavour by individual governments based on an assessment of the
measures involved and an understanding of actors and their interests. It is unlikely that governments will
find conclusive evidence that ‘proves’ hostile intent, or be able to publish sensitive intelligence. Threat
1

“Brussels Summit Declaration, issued by the Heads of State and Government Participating in the Meeting of the North Atlantic Council in Brussels 11-12 July
2018,” North Atlantic Treaty Organization, 11 July 2018.
2

NATO Standardization Office (NSO), AAP-6, NATO Glossary of Terms and Definitions (2018 edition), 62.

3

Elie Tenenbaum, “Hybrid Warfare in the Strategic Spectrum: A Historical Assessment”, in ‘NATO’s response to Hybrid Threats’, eds Guillaume Lasconjarias
and Jeffrey A. Larsen (NATO Defense College 2017), 95-112.
4

Gregory F. Treverton, Andrew Thvedt, Alicia R. Chen, Kathy Lee, and Madeline McCue, Addressing Hybrid Threats (Swedish Defence University, Center for
Asymmetric Threat Studies, Hybrid CoE, 2018), p10.
5

Andrew Mumford and Jack McDonald, Ambiguous Warfare, report produced for the Development, Concepts and Doctrine Centre, October 2014.
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assessments can differ between nations and international organisations (such as NATO or the EU) which
can further hamper effective and coordinated responses.
 The way in which hybrid threats are interpreted is complex and significantly affected by context. For instance, an airspace violation can be regarded as either accidental or a deliberate act of provocation. Military
exercises can be perceived as reassurance or deterrence and a foreign-sponsored political foundation can
be seen as fostering intercultural exchange or undermining democratic values.
 The realm of hybrid threats is characterised by the interplay between information, perception, interpretation
and decision-making. An appreciation of how actors and audiences interact, form opinions and make decisions should therefore be the basis of understanding the hybrid threat environment.

Hybrid threats as levers of influence
 Hybrid threats have the malign intent of manipulating the political decision-making processes of a targeted nation by influencing the behaviours and attitudes of key audiences such as media organisations, the
general public and political leaders.
 Hybrid threats can therefore be considered as information or influence activities. These are actions which
influence audience perception and decision-making. Such activities are not limited to the ‘Information’
instrument but involve the combination of different instruments of power, including Diplomatic, Economic
and Military.
 Understanding the way hybrid threats act as levers of influence requires a shift from focusing on the real,
physical world where events and actions occur, to the conceptual realm where information exists and communication takes place. The Information Environment (IE) is a model which enables this.
 The Information Environment (IE) is a model for understanding how actors and audiences interact, how
people see the world around them and consequently make decisions based on the meaning they deduce
from it. It is a conceptual space consisting of three interrelated dimensions: cognitive (where people think,
understand and decide); physical (individuals, organisations and infrastructure) and informational (facts,
knowledge and data).6 The IE is often used as a shorthand for the media environment but this belies its utility
in offering a way to understand the interaction between all activities – ranging from military force posture to
the construction of pipelines – and what they communicate to audiences.
 Analysis of the IE can help understand how hybrid threats exploit vulnerabilities, such as cultural divides or
grievances, to undermine the targeted nation while benefiting the responsible actor’s strategic interests. Addressing domestic issues and building societal resilience is a key component of countering hybrid threats.
 All activities undertaken by an actor affect the IE and influence decision-making in the cognitive dimension.
So, while information can be an enabler to national power, the ability to influence audiences comes from
the synergy of national instruments, including diplomatic, informational, military and economic measures.7
 The synergy of different hostile measures can exploit vulnerabilities across the full range of state systems of
a targeted nation – political, military, economic, social, information and infrastructure (known as the PMESII
spectrum).
6

U.S. Joint Chiefs of Staff, Joint Publication 3-13: Information Operations, incorporating change 1 (Washington D.C., 2014), 1-2.

7

The standard model of the instruments of national power is DIME but in the context of hybrid threats, NATO adds Financial, Intelligence and Legal to make
DIMEFIL, which is used for the analysis in this research.
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HOSTILE MEASURES
Diplomatic/Political
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Informational

Creates effects in the
information environment

Military
Economic

(physical, informational and
cognitive dimensions)

Financial
Intelligence
Legal

The Strategic Communications mindset
 Enabled by an understanding of the IE, Strategic Communications as a response to hybrid threats provides
a holistic approach to communication, based on values and interests and encapsulating everything a nation
can do to achieve strategic objectives in a contested environment.
 The term ‘Strategic Communications’ is often used interchangeably to refer to both the function which
coordinates cross-government activities and the communications themselves. This report focuses on the
former and articulates Strategic Communications as being predominantly a philosophy or mindset but also
a process and a capability.
 To be effective, the concepts of Strategic Communications need to be endorsed as a guiding principle
across all government departments and levels. This is Strategic Communications as a mindset, which is an
appreciation that everything – words, actions, images, policies – communicates.
 Strategic Communications as a process can provide a more effective orchestration of government
activity, integrating activities across the instruments of power to leverage strategic influence and build
national resilience.
 Such a process might need resourcing with a capability (such as the ‘Department of Strategic
Communications’), to enable planning and integration of cross-government activities such as media
handling, marketing and engagement. However, rather than simply establishing new, specialist structures,
governments would benefit from establishing a communication culture at all levels.

Strategic Communications at the national level
 The first step in the process of Strategic Communications is to understand the Information Environment.
Considerations of human perception and behaviour should be central in understanding the dynamics of
hybrid threats, how they are perceived, interpreted and attributed.
 Communication, including all actions, images, words and policies, should be collective and integrated.
Every action a government takes (or does not take) communicates something, so all personnel in every
department and branch are communicators.
 Actions to address hybrid threats should be guided by a national strategy which has consensus of support amongst the population and is endorsed from the top down by political leadership. Communication
considerations should be at the centre of the development and implementation of strategy from the outset.
 National authorities need to have structures that are flexible, decentralised and adaptive. Hybrid threats
are characterised by the synchronisation of different instruments and adaptability to context and vulnerabilities. Preparation, agility and responsiveness should be key considerations in dealing with such activities.
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 Attributing hybrid threats to an adversary is a political endeavour by national governments which requires
an evaluation of the geopolitical context and the strategic logic underlying adversarial measures. This
assessment relies on the trust of the public. Credibility should be protected as a vital resource.

Research approach
 The research attempts to broaden the discussion on hybrid threats beyond the current emphasis on the
Russian Federation. It aims to assist the reader understand the factors to be considered when identifying
and responding to the full range of hostile measures a nation might face.
 The project identified 250 scenarios from the end of the Cold War until the present day as potential examples of hybrid threats. A representative selection of 30 cases are analysed to understand the ways in which
hybrid threats might materialise. The case studies are not intended to be definitive accounts of a particular
scenario or provide templated solutions to similar situations, nor does the inclusion of any particular state
actor necessarily conclude malicious intent.
 The project uses a standardised analytical framework to align the case study research and ensure comparability of the findings across the different cases. It structures the analysis according to the ways in which
adversaries use different channels and means to exploit vulnerabilities and undermine the target’s national
security interests while advancing their strategic objectives.
 The analytical framework covers the full range of adversarial measures across the DIMEFIL continuum and
tries to capture the way in which they might be synchronised and integrated to create effects.
 To understand attribution and interpretation of hybrid threats, narratives, context and an assessment of the
underlying strategic logic of adversarial measures are analysed.
 The case studies are grouped together into sixteen thematic areas of threat. In accordance with the ‘fog’ of
ambiguity that characterises hybrid activity, this is not intended to be a categorisation which can be used
to objectively define different measures and means. Instead, it is meant to raise awareness for the diverse
fields and channels though which hybrid threats can occur, ranging from the exploitation of ethnic identities
and energy dependency to espionage and bribery.

Thematic areas of threat

Territorial violation

Non-Government
Organisations (NGOs)

Government Organised
Non-Government
Organisations (GONGOs)

Espionage and
infiltration

Exploitation of ethnic or
cultural identities

Media

Lawfare

Agitation and civil unrest

Cyber operations

Religious groups

Academic groups

Coercion through threat
or use of force

Energy dependency

Political actors

Economic leverage

Bribery and corruption

 Based on the comparison of the case studies across all thematic areas, the project identified practical
lessons and guidelines for decision-makers at the national level where the main responsibility lies for understanding, identifying and responding to hybrid threats. The key findings are summarised and captured
in the following top ten recommendations, applying the Strategic Communications mindset to the challenge
of hybrid threats.
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Summary of Key Findings and Recommendations
The findings from this report focus on how to apply the Strategic Communications mindset to the challenge of hybrid threats.
1. Everything communicates.
All policies, actions and words influence decision-making, therefore communication should be integral to
strategy and considered from the outset of planning. National authorities preparing for, and responding to,
hybrid threats should appreciate that communication is not limited to words – every action (or inaction) can
influence the attitudes and behaviours of key audiences. Strategic Communications is therefore not limited
to certain functions and capabilities – such as public affairs and press offices – but is an organisational
responsibility, with everyone working to achieve desired outcomes derived from overarching objectives.
2. Whole-of-government.
Hybrid threats are generated from a mix of adversarial measures to influence political decision-making of
the targeted nation, therefore an integrated approach across government is needed to effectively identify
and address such threats. What works in one situation may not work in another, so governments need to
be agile and able to anticipate and identify potential threats, then integrate and coordinate their response
across a range of levels and channels. This requires timely decision-making and a coherent, sustained response to reinforce government credibility and legitimacy.
3. Understand the strategic logic.
In order to understand an adversary’s strategic logic, national authorities should grasp the underlying
thinking and calculation behind adversarial measures. This entails assessing their potential aims, and the
way in which different instruments are integrated and synchronised to achieve these objectives. Such an
understanding would allow governments to identify potential vulnerabilities and key target audiences, anticipate future developments through horizon scanning, and adjust their preparation and response.
4. Determine what you want to protect and identify vulnerabilities.
Hybrid threats deliberately target and exploit existing vulnerabilities of the target state, often opportunistically. Domestic issues such as systemic corruption and social divisions can be exploited by malign state actors. Weakness in national security institutions and a lack of public confidence in government may be seen
as domestic political issues, but these vulnerabilities enhance the ability of hostile actors to affect critical
functions and damage national security interests. Nations should continually assess their vulnerabilities in
an honest and transparent manner and articulate this in national security policy.
5. Build resilience.
Resilience describes the ability of a state and society to withstand pressure and recover from crises or
shocks which may be the result of a hybrid threat. Improving overall resilience requires addressing vulnerabilities and taking a long-term approach to build strong and adaptive infrastructure, ensure social cohesion and sustain trust in government. Resilience not only mitigates the harmful effects of hostile influence,
but it can also change the adversary’s overall cost-benefit calculation. Deterrence through resilience is
therefore a key component of reducing a nation’s susceptibility to hybrid threats.
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6. Activity should be based on values, with clear objectives.
Governments need to be clear about their strategic aims and ensure that statements and actions are
consistent with core values. They should understand that employing measures or taking positions which
appear to be deceptive or inauthentic will undermine their credibility. Democracies should also be aware
that appearing to deal harshly with a suspicious actor – such as with civil society or media organisations –
might provide the justification for autocratic governments to crack down on disagreeable foreign-sponsored NGOs or media outlets in their own country.
7. Be proactive.
A proactive approach would enable governments to maintain dominance over evolving narratives and
frame events in a manner favourable to their interests. Instead of merely responding to threats as they
materialise, governments should anticipate events and issues that are likely to be exploited by adversaries.
This can reduce risk by not merely ‘countering’ an adversary’s activities, but pre-emptively steering public
discourse in a preferred direction and building resilience, thus reducing the likelyhood of unintentionally
reinforcing an adversary’s preferred narrative of events.
8. Understand the information environment.
The ultimate purpose of any hybrid threat is to affect the political decision-making of the target nation by
influencing key target audiences. Adversarial activity may be undertaken to make a political statement, alter perceptions and attitudes of the general public, degrade levels of trust and confidence in government,
or create confusion and a sense of insecurity. This is why consistent, coherent and factual government
communications tailored to different key audiences is crucial to maintain trust and cohesion.
9. Learn to operate in shades of grey.
Hybrid threats can be complex, adaptive and inflict damage on national security before they are detected.
Ambiguity surrounding intent and attribution impairs decision-making and complicates effective responses. Compelling and credible evidence may not be publicly available, and so the role of government communication becomes particularly important. Official statements should be specific and coherent, capture
the nuances of the situation and give enough factual, credible information to inspire public confidence in
the government. Governments should not spend too much time on trying to decipher deliberately ambiguous messages and actions, but instead frame events in a manner favourable to their aims.
10. Not every activity is a threat.
Defining an activity as a threat and attributing it to a state actor is ultimately a political endeavour, and governments should be mindful not to inflate the threat level for political ends, either deliberately or inadvertently. As hybrid threats target a nation’s weaknesses, it is a challenge to distinguish hostile influence from
legitimate social grievances or failings of the government. Policy-makers should resist the temptation to
blame external actors as a convenient way of shifting blame for domestic failings. Inflating or misattributing hybrid threats can affect the government’s credibility in the long-run and risks unnecessary escalation.
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Summary of case studies
Highlighted cases are covered in detail in a separate annex.
Case Study

Thematic Area

Summary

Russian snap
exercises in the
High North

Coercion through
threat or use of force

The Russian military engaged in snap manoeuvres in response to Norwegian military activity in Finnmark and the US Exercise Dragoon Ride, despite both being announced well in advance. Although the Russian snap exercise of March 2015 was
not interpreted as a threat by Norway it sparked a wider debate on whether the spirit of the OSCE’s Vienna Document had been breached.

2

Confucius
Institutes

Government
Organised NonGovernment
Organisations
(GONGOs)

The Confucius Institute (CI) is funded by the Chinese government and has secured
partnerships with universities in many NATO nations. While the CI presents itself as
a non-profit educational institution, it has frequently been described as a Chinese
‘soft power’ instrument. The institutes’ structural integration and funding arrangement with their Western partner universities have led to concern about intellectual
freedom and self-censorship on sensitive issues, such as Taiwan.

3

2007 cyber
attacks on
Estonia

Cyber operations

The first major occurrence of cyber warfare targeted the Estonian government, media, banks and other websites in 2007. This cyber attack coincided with the relocation of the controversial Bronze Soldier Memorial. The malicious network traffic had
indications of political motivation and Russian-language origin.

Economic leverage

The US Transit Center at Manas in Kyrgyzstan was established to support Operation Enduring Freedom in Afghanistan. Being increasingly wary of the prospect
of a permanent US presence in Central Asia, the Russian Federation exerted significant pressure on the Kyrgyz government, coupled with offers of economic assistance. Despite generous US lease payments and economic aid, as well as extensive outreach efforts to the Kyrgyz population, the Transit Center at Manas was
closed in 2014.

Political actors;
Religious groups

The Kingdom of Saudi Arabia (KSA) has long supported Salafi ideology in Egypt,
particularly by funding Salafi TV channels and charities. After the 2011 revolution,
Salafism developed a political arm: the Salafi Nour Party’s surprising financial
advantage and electoral success gave rise to much suspicion of KSA funding,
especially since the party has often supported KSA-friendly policies. Support of
a friendly ideology allows the KSA to counter the regional influence of the Muslim
Brotherhood; dominate the interpretation of Islam; and gain influence in Egyptian
politics.

Media

Sputnik published an article in response to the enhancement of Gotland’s defences
by the Swedish military. This article misquoted senior Swedish politicians and
commentators, and deliberately distorted the truth to support Russia’s position.
This case provides a typical example of the systematic means by which contentious
debates on national security are exploited as part of wider influence strategies by
pro-Russian actors.

Lawfare

In an attempt to counter negative opinions of their use of lethal force, in their 2014
Operation Protective Edge, the Israeli Defence Forces (IDF) used a broad range of
information activities designed to encourage civilians in Gaza to evacuate from certain areas before conducting military strikes against Hamas. Hamas took advantage
of this to encourage ‘human shields’, which temporarily put Hamas into a win-win
situation by restricting the IDF’s freedom of action.

Economic leverage;
Territorial violation

China embargoed Rare Earth Elements (REE) following its manufactured Senkaku
Crisis with Japan in 2010. A Chinese fishing vessel deliberately rammed the Japanese Coast Guard near the disputed islands, leading to the detention of the Chinese
trawler captain by the Japanese. Beijing immediately demanded the captain’s release and encouraged anti-Japanese protests across the Chinese mainland. This
incident provided a narrative that explained why Chinese customs officials chose
to embargo the REE.

Lawfare

In 2008, the Russian Federation used ‘humanitarian’ assets in support of the separatist populations of Abkhazia and South Ossetia, two regions of Georgia which
both declared independence in the early 1990s. The Russian government used
what it termed ‘humanitarian assistance’ as an instrument to pursue broader geostrategic goals that were not humanitarian in nature.

Exploitation of ethnic
or cultural identities

China’s use of public diplomacy to further its ‘One China’ policy towards Taiwan is
addressed to two key target audiences: the Taiwanese population, where they seek
to bolster support for unification, and third countries, where the aim is to isolate Taiwan. The results have been mixed: while eschewing military confrontation, it has reduced diplomatic recognition by the international community yet failed to shift Taiwanese opinion, which remains confident of US support.

1

4

5

6

7

US Transit
Center at
Manas

The spread
of Salafism
in Egypt

Disinformation
in Sweden

Hamas’ use of
human shields
in Gaza

8

The 2010
Senkaku crisis

9

Humanitarian
aid in the
RussoGeorgian
conflict

10

Chinese public
diplomacy
in Taiwan
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11

Detention of
Eston Kohver

12

Finnish airspace
violations

Espionage and
infiltration;
Territorial violation

Eston Kohver, a member of the Estonian security service, was detained by the Russian Federation in 2014 during an operation to counter organised crime in a disputed border region; he was then portrayed as a Western spy in the Russian media.
Not only did this incident risk embarrassing the Estonian government, it increased
friction between different groups in the country (e.g. the far right, pro-Russians, and
anti-NATO activists).

Territorial violation

From March 2014 there was a marked increase in close military encounters between
Russia and NATO aligned nations. These included airspace violations, near-miss
mid-air collisions and maritime encounters. In the same year NATO scrambled and
intercepted more than 100 airplanes in European airspace, more than three times
than it did in the previous year.

13

South Stream
pipeline

Energy dependency

Western nations must balance value, reliability, and security in the provision of its
energy. This tension was brought into focus by the Russian Federation’s South
Stream pipeline project, which offered a competitive (if less secure) alternative to
the EU-proposed Nabucco Pipeline and hence threatened its viability. Moreover, it
encouraged certain NATO/EU member states to contravene EU legislation by supporting South Stream.

14

Russian
language
referendum
in Latvia

Exploitation of ethnic
or cultural Identities

A referendum on whether to designate Russian as an official language was held in
Latvia in 2012. Although unsuccessful, it exposed – and temporarily aggravated –
divisions over language, ethnicity and identity in Latvia. While the issue initially
came to prominence because of a campaign by Latvian nationalists, the Russian
Federation used an existing network of individuals to exploit the situation.

15

Institute of
Democracy and
Cooperation

Academic
groups; NGOs

The Institute of Democracy and Cooperation (IDC) presents itself as an independent think tank, despite an evident bias towards the Russian Federation and antipathy towards many NATO values. Although no formal connection can be proven with
the Russian state, the latter is alleged to provide funding and there are informal links
with board members and directors.

Economic leverage;
Political actors

The Zambian government welcomed Chinese investment in construction and
mining, but a significant part of the population was unhappy with China’s influence
which they saw as privileged and threatening. This anti-Chinese sentiment became
a pivotal issue during the 2006 presidential elections, with opposition candidate
Michael Sata pledging to expel Chinese investors and making overtures to recognise Taiwan as a sovereign state. China took the position that if Sata won and
established diplomatic ties with Taiwan, bilateral relations with Zambia would suffer
and further investments put on hold.

Religious groups

The Serbian Orthodox Church has an outlook that can reasonably be described as
pro-Russian; in particular, it actively organises demonstrations against the independence of Kosovo and “Western liberal values” such as LGBT rights. Most significantly, the Church can lend credibility to political messages towards Orthodox audiences, and may choose to extend such legitimacy and deploy its influence in a way
more directly hostile to NATO and the NATO nations.

16

Zambian
elections 2006

17

Serbian
Orthodox
Church

18

Communist
Party of
Bohemia and
Moravia

Political actors

The Communist Party of Czechia and Moravia (KSČM) mirrors and normalises Russian narratives within the media and parliament of the Czech Republic: specifically, anti-NATO and anti-EU views are kept alive. The party encourages political radicalism and anti-system rhetoric. Two of its MPs visited the Donbas region in 2016 to
lend legitimacy to Russian action in Ukraine.

19

Bronze
night riots

Exploitation of
ethnic or cultural
identities; agitation
and civil unrest

Violent protests broke out in Estonia after the relocation of the Bronze Soldier statue and the reburial of associated remains in 2007. There are radically different interpretations of the monument throughout Estonia: from the Russian perspective, the
monument symbolises their victory in the Great War, while for many Estonians it represents the beginning of Soviet occupation. The riots, which resulted in the death
of one Russian protester, were encouraged by Russian media and statements by
Russian officials.
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Russiky Mir
Foundation in
the Baltics

Government
Organised NonGovernment
Organisations
(GONGOs)

The Russkiy Mir Foundation (RMF) is a cultural and educational institution that promotes Russian language and culture across over 100 countries. RMF has constructed a network of influencers among NATO nations, especially those bordering the
Russian Federation. Such organisations are capable of activity which is hostile to
the host nation and may contribute to cleavages in those societies.

Bribery and
corruption

Russian financial and military support for separatists in Ukraine encouraged organised criminal activity in Donetsk and Luhansk in 2014 – regions considered a
safe haven for criminals. This took place alongside more familiar tactics, such as
the questionable use of a referendum; unmarked soldiers of Russian origin; and
encouragement of civil unrest. The consequent perception of Ukraine as a failed
state threatens its territorial integrity, national security, and participation in NATO/
EU structures.
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Criminal
networks in
the Donbas
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Agitation and civil
unrest; exploitation
of ethnic or cultural
identities

In 2011, the Kingdom of Bahrain – a majority Shia nation ruled by a Sunni minority –
experienced mass protests which were inspired by the so-called ‘Arab Spring’.
Some of the most prominent demands of the protesters included political reform
and a stop to systematic discrimination against Shia Muslims. It is likely that deliberate agitation by Iran, particularly by way of overt public statements and media
channels, contributed to the escalation. Alleged Iranian interference was used as
justification by the Bahraini regime to justify repression in the following years.
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Civil disorder in
Bahrain 2011
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Pakistani
involvement
in Yemen

Economic leverage

Pakistan’s decision not to join the Saudi-led intervention in Yemen in 2015 exemplifies a highly dynamic system of alliances and counter-alliances that Islamabad had
to navigate while balancing multiple competing interests. Equilibrium was achieved
in this case by stationing troops to protect the Saudi border, while refusing to deploy
military force within Yemen.

24

Operation
Parakram

Coercion through
threat or use of force

The India-Pakistan standoff (2001–2002) was one the biggest conflicts between India and Pakistan after 1971, which had a nuclear dimension and several hybrid aspects (e.g., cross-border terrorism, Islamic radicalisation). Operation Parakram was
India’s response to terrorist actions as a part of a strategy of coercive diplomacy.

Coercion through
threat or use of force

Russian snap exercises during the annexation of Crimea were the latest in a string
of exercises meant to show that the Russian Federation was ready for confrontation
and to deter activity in its sphere of influence. Specifically, it was a case of ‘pressure
and shield’ - pressure by indigenous insurgents, shielded by large combat ready
forces across the border.

Territorial violation

In September 2017, parts of Latvia experienced a major cellular network outage. At
around the same time, commercial aircrafts reported GPS outages while flying over
Eastern Finnmark in Norway. Officials of both countries linked these incidents to
Russian Electronic Warfare (EW) capabilities which were tested during the military
exercise Zapad. Although experts concluded that the jamming was aimed at Russian forces during the exercise, and that spill-overs to neighbouring countries were
likely unintended side-effects, officials pointed out that transparency would be desirable to avoid future misunderstandings.

Espionage and
infiltration

According to the Swedish Security Service, Russian espionage activities in Sweden
have been increasing since 2014. In many cases, attribution was not possible, not
least due to the challenges attached to reporting on intelligence gathering. A crucial
aspect is the (intended or unintended) information effect resulting from espionage
activities: many commentators decried the development of what they consider national hysteria surrounding the issue, despite the substantial threat.
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Snap exercises
and Crimea

Electronic
warfare during
Zapad 2017

Russian
espionage
in Sweden
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Religious
extremism in
the Netherlands

Religious groups

The Dutch intelligence and security service raised concerns in 2017 that, after being mostly stagnant for several years, the influence of extremist forms of Salafism
was rising in the Netherlands. This manifested itself in an increase in hate speech
and a shift from moderate Islam to fundamentalist teaching in mosques, increasing
the threat of radicalisation and violence. The government needed to respond without creating a backlash against all Muslims, and transparently deal with cases of
Gulf funding of religious outreach.
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Cyber attacks
on ROK & US

Cyber operations

In July 2009, tweaked versions of extant malware were used by the Democratic
People’s Republic of Korea (DPRK) to execute Distributed Denial of Service (DDoS)
attacks to flood certain websites in the Republic of Korea (ROK) and the United
States (US) with data traffic and make them unavailable.

NGOs

In 2007, Peruvian officials accused the Venezuelan government of using development aid to interfere in its domestic affairs, claiming that in concert with Bolivia,
Venezuela was supporting around 58 ‘ALBA Houses’ (Casas del ALBA) in Peru.
These houses provided charitable work such as literacy classes and healthcare to
impoverished rural Peruvian communities. The Peruvian government argued that
the ALBA Houses were promoting the Venezuelan regime, supporting left-wing extremism and inciting protests to subvert the Peruvian government.
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Casas del
ALBA in Peru
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A STRATEGIC
COMMUNICATIONS
APPROACH TO HYBRID
THREATS
This chapter outlines the overall approach guiding the
research. It summarises the definitional challenges
surrounding ‘hybrid’ terminology and introduces the
concept of Strategic Communications as a function of
basic statecraft.
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About hybrid threats
There is nothing new about the idea of using a wide range of instruments to achieve strategic ends without resorting to direct, interstate warfare.1 Yet the character of warfare continues to evolve – the ongoing information
revolution being a significant factor – offering adversaries new opportunities to exploit the spectrum of conflict
beyond the utility of force. 2
NATO understands the need to adapt and address these new modes of geopolitical rivalry but formulating
distinctions has proven problematic. This is reflected in the variety of contexts that ‘hybrid’ terms are used
in political discourse and the research community’s continued discussions regarding its essential nature.3,4
Since being introduced to the lexicon of security and defence, the definitions of hybrid ‘threat’ and its close
relations ‘war’ and ‘warfare’ have changed in tandem with the conflicts they have been used to describe.5,6
Despite intense academic inquiry and widespread usage of the terms in NATO and national strategies, a
consensus definition of ‘hybridity’ remains elusive.7 This does not necessarily mean that the term should be
abandoned, or that addressing the problem should be delayed until the labels are agreed upon. Despite the
lack of conceptual clarity in definitions, the underlying phenomena the term encapsulates remain very real
and a matter of urgent concern for the NATO nations.8
NATO defines hybrid threats as a ‘type of threat that combines conventional, irregular and asymmetric activities
in time and space’.9 This provides the essence of something produced by the synergy of different measures but
used alone it is too broad. Most current definitions of hybrid threats lean heavily on Russian actions in Ukraine
and Crimea, but this risks neglecting one of the key aspects of hybrid threats: adaptability. Hybrid threats do
not follow a set pattern, and can be generated by a wide range of actors creatively using whatever means and
measures available to achieve their strategic objectives. The adversary prefers to stay short of the threshold
of conventional warfare but may eventually resort to the direct application of force. It should be expected that
future threats will evolve in this way, with adversaries tailoring their means and measures to a targeted nation’s
vulnerabilities.
A lack of conceptual clarity has meant that discussions over the nature of hybridity often become mired in
narrow and outdated views of conflict, with the terms becoming merely an endeavour of political rhetoric, being ‘exaggerated, demonised and mobilised’ for political purposes.10 This report takes a pragmatic approach
which accepts a degree of conceptual obscurity but addresses the underlying security issues by focusing on
the characteristics of hybrid threats. For the purposes of this research, hybrid threats are actions which:
 Are coordinated and synchronized
 Deliberately target democratic states’ and institutions’ systemic vulnerabilities.
 Use a wide range of means.
 Exploit the thresholds of detection and attribution as well as the border between war and peace.
 Aim to influence different forms of decision-making at the local (regional), state, or institutional level
 Favour and/or gain the agent’s strategic goals while undermining and/or hurting the target.11
Hybrid threats, by their very nature, are about creating effects that influence political decision-making. These
effects can be diffuse, developing over a long period of time and not noticeable until it is too late. This ambiguity means that they can be difficult for governments to identify, attribute or publicly define because the responsible actor, or overall intent, is unclear or deliberately obscured.12 Such activity is often described as taking
place in the ‘grey zone’ between peace, crisis and war. It is often unlikely that governments will find ‘smoking
gun’ evidence that provides credible and compelling proof of hostile intent, or be able to publish sensitive intelligence to support their analysis.
The way in which hybrid threats are interpreted and attributed is complex and significantly affected by context.
For instance, an airspace violation can be regarded as either accidental or a deliberate act of provocation.
Military exercises can be perceived as reassurance or deterrence and a foreign-sponsored political foundation
can be seen as fostering intercultural exchange or undermining democratic values. These interpretations lead
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to threat assessments that shape attitudes among publics and government officials alike. The judgement of
whether an activity is considered hostile is ultimately a political decision taken by individual nations, with each
nation seeing threats differently based on their own experience. This creates a challenge for how international
organisations such as NATO and the EU should respond.
The realm of hybrid threats is therefore characterised by the interaction of information, perception, interpretation, and decision-making. An appreciation of how actors and audiences interact, form opinions and make
decisions should therefore be the basis of understanding the hybrid threat environment.

Hybrid threats as levers of influence
An inherent characteristic of any hybrid threat is a malicious intent to influence the attitudes and behaviours of
key audiences, such as populations and political leaders. Mastering the dynamics of these levers of influence
provides the basis for any government wishing to develop an effective strategy to protect their security interests and project power. Understanding this system requires a shift from focusing on the real, physical world,
where events and actions occur, to the conceptual realm where information exists and communication takes
place. This means placing less emphasis on ‘real’ domains such as land, sea and air, and adopting an approach which gives primacy to understanding actors, information and audiences, of which the physical world is
one component. Such an approach would need to enable the analysis of a wide range of subjects, from energy
dependency to military exercises.
To provide such a framework, this report proposes that hybrid threats be viewed as ‘information’ or ‘influence’
activities. These are actions which influence decision-making by creating changes in the conceptual system
known as the Information Environment (IE). This is a term which is often used to refer to just the media environment but this belies the utility of it as a way of understanding how all actions (and non-actions) can influence
decision-making. The IE is not, as many might understand it, a separate realm of contestation – changes in
the IE influence physical actors and systems and vice versa.13 The IE is a conceptual space consisting of three
interrelated dimensions: cognitive (where people think, understand and decide); physical (individuals, organisations and infrastructure) and informational (facts, knowledge and data).14 By this definition there is no
limit on the IE and as it does not conform to spatial boundaries it is difficult to conceptualise both visually and
verbally.15,16 In essence the IE is a model for understanding how actors and audiences interact, how people see
the world around them and consequently make decisions based on the meaning they deduce from it. Political
leaders often instinctively think this way, such as when they refer to deterrence and reassurance measures. It is
commonplace for actions to be described as ‘sending a message’ or a ‘strong signal’ but what is often lacking
is a framework for placing such activities in the broader context of national strategy and integrating them with
other measures in a coherent way.
Using the IE as a system to understand adversaries and the audiences they are likely to target is a departure
from a more traditional approach which emphasises actions in the physical dimension with information as
an afterthought. This challenges the ‘DIME’ model of national power (Diplomatic, Information, Military, Economic) which places ‘Information’ as a separate and apparently equal instrument.17 All activities undertaken
by an actor affect the IE and influence decision-making in the cognitive dimension. So, while information can
be an enabler to national power, the ability to influence audiences comes from the synergy of national instruments, including diplomatic, military and economic measures. If these instruments are coordinated and work
together harmoniously to achieve strategic objectives, the chances of success are increased and the less risk
is assumed. The principles of Strategic Communications can enable this integration by understanding how
hybrid threats affect the IE, then in response orchestrating statecraft in a manner that transcends traditional
ministerial domains.
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Considerations for the different characteristics of hybrid threats
Characteristics

Description

Considerations

Coordinated and
synchronised across a
wide range of means.

 Activity which involves all instru-

 Nations should have the ability to con-

ments of national power: Diplomatic, Information, Military, Economic,
Financial, Intelligence, and Legal.
Mixture of overt and covert, military
and non-military, conventional and
unconventional means; can involve
state and/or non-state actors such
as criminal groups and extremist
organisations.
Threats can be the result of a
combination of different measures
which create synergistic effects.

tinually monitor the Information Environment (IE), identify the use of measures and the reach and effect they have
on key target audiences.
A cross-government effort is needed to
identify patterns and changes in adversarial behaviour.





Deliberately targets
democratic states’ and
institutions’ systemic
vulnerabilities.

 Vulnerabilities are weaknesses in a

 Vulnerabilities should be continually

nation’s system which can be political, military, economic, social,
informational or infrastructure-related.
Vulnerabilities can range from domestic shortcomings in security,
infrastructure, or public goods and
services, to social vulnerabilities
such as cultural fracture lines or
grievances.

assessed and addressed across the full
range of critical functions.
Build resilience with a whole-of-society approach, including civil society,
private sector, media organisations,
NGOs, think tanks.
Nations should be aware that their relationship with other states may be the
target.



Exploits the thresholds of
detection and attribution
as well as the border
between war and peace.

 Attribution of responsibility can



Aims to influence different
forms of decision making
at the local (regional),
state, or institutional level.

be challenging, and the degree of
state involvement may be unclear.
Thresholds of war and peace can
be stretched depending on context.
Blurred lines between peace and
conflict and between normality and
crisis hamper identification and attribution.





 Attribution is a political endeavour.
 Attribution should be done on a case


by-case basis and relies on government credibility to be convincing.
Importance of legal domain in supporting arguments.
Attribution and monitoring should not
impede free speech.

 Can target public opinion or offi-

 Governments should build resilience at

cials on the local or national level.
Local / municipal level institutions
can be especially vulnerable as
they often do not receive the same
attention as national issues.
Exploits lack of accountability and
transparency or poor governance.

all levels of government through awareness building and training.
Vulnerability assessments need to be
comprehensive and conducted on a
regular basis.
Identify potentially vulnerable target
audience groups and plan resilience
strategies accordingly.





Designed to favour and/or
gain the agent’s strategic
goals while undermining
and/or hurting the target.



 Hybrid activity may be used to di-



rectly achieve strategic objectives,
but may not necessarily be an end
in itself; it may serve to generate
influence by investing in actors or
networks.
Aimed at changing the behaviour
or attitudes of the government or
population in a way that damages
national security interests.
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 Understand the overall strategic logic
of adversaries.

 Attribution needs to be clear and supported by the maximum amount of releasable information or intelligence.

The Strategic Communications mindset
‘Strategic Communications’ (and Strategic Communication) is a label which is applied to different, yet related
functions. It can be used to refer to both the internal machinery that coordinates cross-government communication activities and the communications themselves. This report focuses on the former and for simplicity suggests
a generic definition of Strategic Communications as the ‘coordination of actions, words and images to influence
the behaviour and attitudes of key audiences to achieve strategic goals.’18 It is understood predominantly as a
mindset but also as a process and a capability.19
The boundaries between the different facets of Strategic Communications are blurred and this is reflected in
the ongoing debate as to whether Strategic Communications should be considered as the “communication of
strategy, or communication as strategy”.20 In the former, the role of communication is limited to the implementation of strategy, in a predominantly subordinate role. The strategists decide on the strategy and then coordinated
activities such as press conferences and media campaigns message in support, typically as a reactionary
measure in times of crisis. It is in this context of a coordination capability that policy-makers refer to ‘getting the
right message out’ and ‘counter-narratives’. Yet this perspective neglects the ways in which every government
activity communicates, including actions, words and policies.
By contrast, communication as a primary instrument of strategy is considered as an integral part of government
decision-making from the outset and placed at the heart of strategy development. Strategic Communications
when applied as a process enables this by focusing on audience insight and providing a unifying lens to understand the full array of adversarial measures, how they are interpreted, affect perceptions and influence
decision-making. This forms the basis of a response which incorporates all available means and ways to build
societal resilience, forge international coalitions and attribute threats effectively.
The process of Strategic Communications can therefore provide a more effective orchestration of government
activity to drive and coordinate decision-making in a way favourable to the national interest. It needs to be endorsed as a guiding principle across all government departments and levels in order to be practiced efficiently.
This principle is encapsulated in the articulation of Strategic Communications as a philosophy or mindset. This
is an appreciation that everything communicates, therefore everyone in government is responsible for what is
being communicated.
The application of Strategic Communications as a process can act as the connecting membrane between
strategy and action, integrating efforts across government and enabling unity of effort towards common strategic ends. Such an approach would maximise the use of available resources and reduce the risk of failure.
This requires a Strategic Communications mindset absorbed into all levels of government and views foreign
policy through the lens of communication, identifying relevant audiences and understanding how they form
opinions and make decisions. There will inevitably be specialist capability requirements, such as assessment
and analysis of the IE, or the planning and integration of cross-government activities such as media handling,
marketing, and engagement. However, rather than assigning the responsibility of Strategic Communications to
a single entity, governments would benefit from fostering a culture that communication is core business. 21 In this
way, when the mindset is stronger, less process is required.22
In practice, these two approaches – communication at the core of strategy development or subsequently in the
implementation phase – are not mutually exclusive. They are often integrated to varying degrees, either deliberately or as a characteristic of how governments function. This is reflected in the balance that governments need
to find between expanding their pool of specialist communications capabilities and encouraging a Strategic
Communications culture which is integral to every department, policy and strategy.23
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Strategic Communications at the national level
This report does not propose that those working in the field of Strategic Communications at the national
level make a bid to take over the functions of government that define the means and ways of strategy. It
proposes that every hybrid threat can be considered as an act of communication, ultimately influencing
political decision-making in a way which benefits the adversary and hurts the targeted nation. The underlying
concepts and principles of Strategic Communications can therefore provide a useful guide to effective statecraft in understanding, identifying and countering hybrid threats.
The most important principle that underpins Strategic Communications is the requirement to understand
the Information Environment. Considerations of human perception should be central in understanding the
dynamics of hybrid threats, how they are perceived, interpreted and attributed. It is clearly not feasible to
consider the entirety of the IE, therefore analysis should be focusing on relevant topics and on the constituent
parts of a hybrid threat: actors (political leaders, civil society, military), channels (military, information, law, cyber, economy) and means (disinformation, cyber attacks, bribery) and understanding how these might exploit
vulnerabilities to damage national security interests. Continuous assessment should establish baselines of
normality and identify changes in patterns. This demands information sharing both within and between governments and the ability to synthesise different types of intelligence and information. Implicit in any assessment
of the IE is the ability to assess the effectiveness of government activities to inform adjustments to strategy.
Communication should be a whole-of-government activity which is collective and integrated. Based on
a comprehensive understanding and continuous assessment of the information environment, governments
should have a clear understanding of what measures and means are available to reach key audiences. This
could be anything from economic sanctions to a change in military force posture. These should be integrated
and employed in a coherent manner to achieve desired strategic effects and outcomes.
Actions taken to address hybrid threats should be guided by a strategy. Communications considerations
should be at the centre of the development and implementation of strategy from the outset and this process
should be supported by the availability of appropriate resources, particularly qualified personnel. National
strategy should have a broad consensus of support amongst the population and be endorsed from the top
down by political leadership. This includes formulating the strategic position a nation wishes to take and how it
intends that to be articulated across the whole of government, including ministries such as culture, education
and home affairs. Such an approach ensures that whatever ‘story’ (or national narrative) the government wishes
to communicate is empowered at all levels, coherent and consistent.
National authorities need to have structures that are flexible, decentralised and adaptive and able to emphasise preparation, agility and responsiveness. The nature of hybrid threats means there are no set playbooks
or manuals that can be followed. Adversaries will continue to develop, test and employ measures that target
vulnerabilities wherever they materialise. Rather than establishing formal structures, fostering a culture of Strategic Communications across all government departments will allow a nation to retain the initiative.
Attributing hybrid threats to an adversary is a political endeavour which relies on the trust of the public, so
credibility should be protected as a vital resource. Any government action which needlessly erodes public
confidence will limit the courses of action available to both prepare and respond to hybrid threats. Government
branches should understand that even if there is no obvious connection between their particular area of responsibility and national security, their actions can weaken national resilience.
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Research approach
Problem statement. The start point for this research is a requirement for NATO nations to better understand
and counter the broad range of threats they face from state actors, which sit in the low-intensity, indirect end of
the spectrum of influence. Such threats, in certain circumstances, may be a precursor to the use of conventional
military force but are predominantly characterised by the use of different instruments to undermine and weaken
the governing authority without resorting to open conflict. National authorities therefore require the ability both
to identify when such threats materialise and to integrate and coordinate all measures available in response.
Purpose. This publication provides the first large-scale systematic analysis of hybrid threats, covering a wide
spectrum of different methods of influence, across a range of geographic regions. It broadens the framing of
most previous research beyond the common empirical reference points relating to the behaviour of the Russian
Federation. The findings and recommendations aim to assist decision-makers, practitioners and policymakers
working at the national level develop an effective approach to prepare for, identify and respond to hybrid threats
which is based on the underlying concepts of Strategic Communications.
Selection of case studies. Initial research identified over 250 scenarios assessed as featuring activity which
was potentially an example of a hybrid threat. These activities may have impacted national security interests
by exploiting a vulnerability and affecting a nation’s critical functions, i.e. by weakening the military, economic
or political strength of a governing authority. The inclusion of an actor in a scenario does not necessarily mean
that their actions were intended to be hostile. Part of the research was therefore to interrogate this proposition
of hostility and also accept that the results may not necessarily be conclusive.
Analysis of case studies. With over 250 scenarios identified, this research is based on a large selection of
case studies. However, ambiguity as a key characteristic of hybrid threats impedes a quantitative analysis. The
research methodology employs a mixed-methods qualitative approach. Individual case studies have been conducted by experts in the respective regions with the necessary language skills and background information. The
researchers conducted interviews with subject matter experts and all case studies have been peer-reviewed. To
ensure the comparability of the findings, a standard analytical framework, developed through a series of workshops, has been applied. The different components of the analytical framework cover the analysis of contextual
factors, key actors, themes and narratives as well as the range of measures employed, their underlying strategic
logic and the potential impact of these activities on national security interests.
Categorisation of case studies. Sixteen areas of thematic threat were identified to group case studies together
for analysis. The thematic areas are designed as a typology to serve as a framework to help understand the wide
range of means and ways that hybrid activity can manifest itself – military and non-military, conventional and
unconventional, overt and covert, state and non-state. The thematic areas often overlap, as hostile influence
usually involves more than one thematic area.
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OVERVIEW OF ANALYTICAL FRAMEWORK
CONTEXT

This section provides an overview of background knowledge that needs to be understood in order to appreciate narratives
and actor behaviour against the background of broader historical and political developments relevant to the case.
ACTORS AND NARRATIVES. This section identifies key actors and looks at the core themes and narratives of all parties involved.
MEASURES. This section looks at all measures employed by an adversary, and the
strategic logic behind the application of different instruments of power.
Strategic logic describes the underlying thinking and calculation of adversarial measures. Different measures are decomposed
into functional components according to the DIMEFIL, i.e. diplomatic, information, military, economic, intelligence and law, spectrum.
This section provides
an overview
of background
knowledge
needs
to be
in order
appreciate
narratives
and actor
Diplomatic.
The principal
instrument
for engaging
with that
other
states
andunderstood
foreign groups
to to
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and
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against
thesolicit
background
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and political
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relevantand
to the
case. cases enables the diplomatobjectives,
and to
foreignofsupport.
The credible
threat of
force reinforces,
in some

OVERVIEW OF ANALYTICAL FRAMEWORK
CONTEXT

ic process.1
Information. Information remains anACTORS
important instrument
national power and a strategic resource critical to national
ANDofNARRATIVES
security. Previously considered in the context of traditional nation-states, the concept of information as an instrument of
This
section
identifies
key actors
and looks
at the core themes
and narratives
of all parties involved.
national
power
extends
to non-state
actors—such
as terrorists
and transnational
criminal groups—that are using information to further their causes and undermine others’.2
Military. The use of military capabilities, predominantly
through coercion generates effects through the application of
MEASURES
force (to include the threat of force) to compel or deter an adversary. The military also has capabilities that can be used in
This section looks at all measures
employed by an adversary, and the strategic logic behind the application of different instruments of
3
non-conflict situations.
power.
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KEY FINDINGS AND
RECOMMENDATIONS
This chapter presents the main lessons identified
from the research. The findings are cross-referenced
to the 30 case studies that follow. This chapter also
outlines a typology of different threats.
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10 key recommendations
1. Everything communicates
All policies, actions and words influence decision-making, therefore communication should be
integral to strategy and considered from the outset of planning. National authorities preparing
for, and responding to, hybrid threats should appreciate that communication is not limited to
words – every action (or inaction) can influence the attitudes and behaviours of key audiences.
Strategic Communications is therefore not limited to certain functions and capabilities – such as
public affairs and press offices – but is an organisational responsibility, with everyone working
to achieve desired outcomes derived from overarching objectives.
Communication is not just what is said. Images, actions and policies all have an information effect. Actions –
both your own, and those of an adversary – can be perceived to ‘send a message’, intended or not. Decision-makers need to recognise the importance of integrating communication into planning from the outset, and
be adequately supported and trained by experienced communications practitioners.
 Military force posture and presence can achieve strategic information effects such as deterrence, reassurance or disruption: Operation Parakram (24), Snap exercises and Crimea (25)
 When an adversary government does not react to accusations of hostile or disruptive activity, this can imply
hostile intent, especially when silence is deliberately used to increase uncertainty and confusion: Electronic
warfare during Zapad 2017 (26)
 High-profile responses, such as formal investigations into hostile activities, can send a strong political
statement and build resilience by deterring malign influence: Casas del ALBA in Peru (30)
Audience insight. Care must be taken to understand the diversity of audiences, their attitudes, values, motivations and – importantly – where their trust lies. Nations should adequately resource target audience analysis
and invest in personnel with language skills and in-depth knowledge of history, religion and cultural norms. This
knowledge should be applied to monitoring and analysis, and used to support Strategic Communications planning and the development of credible and resonant narratives.
 Efforts to change audience attitudes and behaviours can be more persuasive and cost-effective when organisations have an in-depth understanding of the issues that people really care about: US Transit Center
at Manas (4)
The messenger matters. Whether a message is promoted by high-ranking politicians, subject-matter experts,
academics, celebrities, or religious leaders has a profound effect on how the message is interpreted by an audience. Similarly, the medium chosen for the message – be it an online awareness campaign, a political speech,
or a movie – can change the impact of a message. Audience insight is crucial to understand how different messengers might change the way in which a message is interpreted, which specific key groups hold the balance on
opinions, and which information channels are the most used and trusted.
 In cases where official channels are likely to have a minimal effect on key audiences, governments should
identify and work together with civil society groups that might be more effective messengers: Religious
extremism in the Netherlands (28)
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2. Whole-of-government
Hybrid threats are generated from a mix of adversarial measures to influence political decision-making of the targeted nation, therefore an integrated approach across government is
needed to effectively identify and address such threats. What works in one situation may not
work in another, so governments need to be agile and able to anticipate and identify potential
threats, then integrate and coordinate their response across a range of levels and channels. This
requires timely decision-making and a coherent, sustained response to reinforce government
credibility and legitimacy.
Work across departments. To identify and counter hostile measures from malign actors, responses need to
be coordinated across government and span the civil-military divide. Different branches of government should
establish mechanisms for effective cooperation and use synergies to their full potential.
 Identifying and countering potential threats requires the ability to assess adversarial activity across the full
spectrum of military and non-military means to understand an adversary’s overall objectives: US Transit
Center at Manas (4), The 2010 Senkaku crisis (8), Bronze night riots (19)
 Lack of information sharing and cooperation between civilian and military authorities limits the government’s ability to effectively determine and pursue its objectives: Operation Parakram (24)
 Preparation for disruptive events, such as cyber attacks, should focus on credible, factual responses consistent across national authorities, stressing civil preparedness: Electronic warfare during Zapad 2017 (26)
Empower and enable all levels. Responsibility for communication does not only lie with high-level officials and
spokespeople: in today’s fast-paced and networked media environment, statements by regional officials and
even by low-ranking soldiers on the ground can be influential or be exploited by hostile actors to legitimise a
specific point of view. Governments should consider training officials to refrain from making statements which
undermine the overarching narrative, and to be mindful of the impact their individual actions and statements
might have.
 Improving awareness of information-based threats and developing media presentation skills through training across government and at the lowest levels of national authorities will help officials make statements
that are not open to misinterpretation: Disinformation in Sweden (6)
Consistency. Aligning words and deeds is of fundamental importance for coherent government messaging.
Inconsistent messaging due to a lack of strategy, poor coordination, or attempts to cater to different audiences, can result in a say-do gap which undermines an actor’s overall credibility. Messaging (including actions)
across national authorities, while tailored to address specific audiences, should consistently reflect overarching
themes.
 When information from different official channels contradicts each other, this fundamentally affects trust
in government communication and leaves room for doubt and alternative interpretations: Civil disorder in
Bahrain 2011 (22)
 Balancing competing demands of domestic and international audiences can result in information fratricide,
especially when words are not aligned with actions: Pakistani involvement in Yemen (23)
 When two or more countries face similar or identical hybrid threats, efforts to align narratives and coordinate approaches would help present a unified front: Cyber attacks on ROK & US (29)
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3. Understand the strategic logic
In order to understand an adversary’s strategic logic, national authorities should grasp the
underlying thinking and calculation behind adversarial measures. This entails assessing their
potential aims, and the way in which different instruments are integrated and synchronised to
achieve these objectives. Such an understanding would allow governments to identify potential
vulnerabilities and key target audiences, anticipate future developments through horizon scanning, and adjust their preparation and response.
Long-term aims of adversary. Taking a ‘360 degree’ approach will help decision-makers situate an activity
within larger systematic efforts and strategies, and shed light on an adversary’s underlying motivations and
goals. By monitoring activities across the full spectrum of adversarial measures, decision-makers will be able
to identify how the adversary’s aims and information activities align and gauge their success or failure. Once
the overall strategic logic is better understood, decision-makers will be able to better develop their strategy
accordingly.
 An adversary’s long-term goals may be unclear (they might not even be clear to the adversary). Hybrid
activity often operates opportunistically and may not have any specific immediate objective other than
generating influence in another country by investing in the potential of actors and networks: Russkiy Mir
Foundation in the Baltics (20)
Modus operandi and toolkit of adversary. Governments should have a thorough understanding of their adversary’s capabilities and methods, to develop knowledge of how potential threats fit within their existing toolkit
and serve their long-term aims. This includes looking at historical patterns of behaviour, analysing where an adversary might be testing defences, and identifying actors with aligned interests that the adversary could employ
as agents or useful allies.
 Examining whether a specific tool – such as ambiguous cyber operations, or the providing of ‘humanitarian’
assets – has been used systematically by a state actor in different contexts and against different countries
can be of use when trying to determine hostile intent: 2007 cyber attacks on Estonia (3), Humanitarian aid in
the Russo-Georgian conflict (9)
 Hybrid threats are often opportunistic. A typical approach might be to create pressure or intensify social
divides, and then take advantage of crises once they emerge. Similarly, a small uncalculated incident might
be exploited and deliberately escalated into an international incident for strategic gain: The 2010 Senkaku
crisis (8), Bronze night riots (19)
 Potentially hostile civil society groups are often modelled on Western cultural institutions and soft power
approaches, but might be aimed at undermining the cohesion of the host nation: Institute of Democracy and
Cooperation (15), Russkiy Mir Foundation in the Baltics (20)
Identify potential key target audiences for adversarial activity. Understanding the strategic logic and aims of
adversaries will enable decision-makers to better anticipate the potential target audiences of their activities. It is
also important to consider that the primary target audience may be local to the hostile actor, such as domestic
public opinion.
 Decision-makers should identify actors with aligned interests who could be used by an adversary as agents,
channels or mouthpieces: Serbian Orthodox Church (17)
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4. Determine what you want to protect and identify vulnerabilities
Hybrid threats deliberately target and exploit existing vulnerabilities of the target state, often
opportunistically. Domestic issues such as systemic corruption and social divisions can be exploited by malign state actors. Weakness in national security institutions and a lack of public
confidence in government may be seen as domestic political issues, but these vulnerabilities
enhance the ability of hostile actors to affect critical functions and damage national security
interests. Nations should continually assess their vulnerabilities in an honest and transparent
manner and articulate this in national security policy.
Physical vulnerabilities in services and infrastructure. Hybrid threats target a state’s physical weaknesses;
these can be deficiencies in areas such as cyber security, transport and communication infrastructure, or essential goods and services to the population.
 A common technique to influence foreign populations is to step in where the government has failed to provide services such as healthcare and education. Development aid programmes are then used to promote a
particular political system or ideology, while simultaneously delegitimising the target state government: The
spread of Salafism in Egypt (5), Casas del ALBA in Peru (30)
 Unresolved territorial disputes and insufficient border security open up opportunities for deliberately ambiguous activities: The 2010 Senkaku crisis (8), Detention of Eston Kohver (11), Finnish airspace violations (12)
Vulnerabilities concerning governance and sovereignty. Shortcomings in a state’s ability to exert control
over its territory, guarantee law and order, manage crisis situations, or make independent policy decisions can
enable foreign actors to exert malign influence.
 Economic or energy-related dependencies on another state can induce or coerce a government into making decisions that negatively affect national security interests: US Transit Center at Manas (4), South Stream
Pipeline (13), Pakistani involvement in Yemen (23), Zambian elections 2006 (16)
 Domestic vulnerabilities such as pervasive corruption, lack of financial or political transparency, and inadequate legal frameworks, not only invite hostile influence activities, but also impede the government’s ability
to investigate and counter these activities: The spread of Salafism in Egypt (5), South Stream Pipeline (13),
Criminal Networks in the Donbas (21)
Social vulnerabilities. A lack of social cohesion can expose fracture lines that can be exploited by hostile
actors. Vulnerabilities include disagreements on what constitutes national identity, different interpretations of
history, sectarianism, or radicalism and violent extremism.
 Existing polarisation between identity groups which is based on religion, political ideology or ethnicity can
be exploited by hostile actors; governments face the additional challenge of calling out foreign influence
without exacerbating divisions: Russian language referendum in Latvia (14), Bronze night riots (19), Serbian
Orthodox Church (17)
 Social grievances, such as certain groups feeling excluded or discriminated against, are easily instrumentalised to incite discord and civil unrest: Bronze night riots (19), Civil disorder in Bahrain 2011 (22)
 Hostile actors can capitalise on insufficient trust in government and media organisations, or exploit a general sense of insecurity and uncertainty present in public discourse: Criminal Networks in the Donbas (21),
Russian espionage in Sweden (27)

30

Hybrid Threats

5. Build resilience
Resilience in the context of this study describes the ability of a state and society to withstand
pressure and recover from crises or shocks which may be the result of a hybrid threat. Improving
overall resilience requires addressing vulnerabilities and taking a long-term approach to build
strong and adaptive infrastructure, ensure social cohesion and sustain trust in government. Resilience not only mitigates the harmful effects of hostile influence, but it can also change the
adversary’s overall cost-benefit calculation. Deterrence through resilience is therefore a key
component of reducing a nation’s susceptibility to hybrid threats.
Patch ‘holes in the fence’. Countering every hostile measure itself is not a sustainable solution, as hybrid threats
are highly adaptable, and might continue to target vulnerabilities in different ways. Tackling these vulnerabilities
head-on is the first and crucial step for governments to build resilience and make it harder for hostile influence
to gain a foothold. Effective communications can help raise public awareness, get stakeholders to agree on the
nature of the problem, and generate sufficient political will-power to address the vulnerabilities in question.
 Depending on the vulnerabilities identified, addressing these root problems often demands a sustained and
focused effort, which requires adequate resourcing. Eliminating systemic corruption or making up for deficiencies in healthcare and education takes time and political will. Governments can take the lead by raising
awareness of vulnerabilities, threats, and the need for resilience-building – both within different government
departments and amongst the wider public: Casas del ALBA in Peru (30)
 Countries that feature social groups with historical, ethnic or cultural ties to potentially hostile state actors
should avoid the unnecessary politicisation of contentious issues and instead focus on common values,
shared historical experience and an inclusive vision of the future. This will increase the overall sense of
national belonging and frustrate hostile efforts to hamper integration or promote separatist ideals: Chinese
public diplomacy in Taiwan (10), Russian language referendum in Latvia (14), Bronze night riots (19)
Whole-of-society. To tackle domestic issues and build resilience, governments should work together with the
private sector, media, NGOs and academia. This will enable the public to be better informed and contribute to
inclusive policy-making, and develop an awareness of malicious influence intended to harm the nation.
 The issue of hostile influence through political actors is best addressed by civil society and independent
media rather than the government, to avoid the impression of a biased, politically-motivated persecution
of a particular party or politician: The spread of Salafism in Egypt (5), Communist Party of Bohemia and
Moravia (18)
 A healthy and diverse media, both state-funded and independent, and fact-checking organisations, will be
able to provide multiple open-source verifications or validations of incidents and events: US Transit Center
at Manas (4)
Work with partners. Hybrid threats are an international issue. National resilience and deterrence are strengthened by forging strategic alliances with international partners which share a common interest in identifying and
countering potential threats. Governments should encourage and enable information sharing between nations
and integrate those mechanisms to identify and respond to threats at the international level in a coordinated and
united manner.
 Many countries share similar security concerns. Governments should support each other in the face of
hybrid threats, encourage information exchange, and create joint expertise-based institutions to build a
unified front: 2007 cyber attacks on Estonia (3)
 Threats can be deliberately aimed at weakening a state’s relations with other countries, or its commitment
to international organisations and institutions: South Stream Pipeline (13)
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6. Activity should be based on values, with clear objectives
Governments need to be clear about their strategic aims and ensure that statements and actions
are consistent with core values. They should understand that employing measures or taking
positions which appear to be deceptive or inauthentic will undermine their credibility. Democracies should also be aware that appearing to deal harshly with a suspicious actor – such as with
civil society or media organisations – might provide the justification for autocratic governments
to crack down on disagreeable foreign-sponsored NGOs or media outlets in their own country.
Uphold democratic values. Democracies – due to their commitment to freedom of speech, their respect for national and international law, and their accountability to the population – often find themselves at a disadvantage
when addressing hybrid threats. This might be due to lack of evidence connecting a suspicious organisation to
a hostile foreign actor or proving hostile intent. Legal obstacles can constrain a government’s freedom of action
in shutting down suspicious civil society organisations, and rightly so. Governments must therefore align their
actions with core democratic values, and conduct any investigation in a transparent manner, to bolster their
credibility and legitimacy.
 Shutting down or outright banning a suspicious media outlet, political party, or civil society organisation is
often not an option for a democratic government. Governments should instead focus on involving civil society in the surrounding debate, and let it point out anti-democratic ideas and groups: Confucius Institutes
(2), Disinformation in Sweden (6)
Listen to critical voices. Governments should plan to incorporate critical voices from neutral or friendly actors
into their communication strategy. Governments should anticipate likely lines of argument and take them into
account when formulating strategy, which will both increase trust in democratic processes and leave less room
for hostile foreign influence to alienate groups from the government.
 Domestic criticism and protests are a normal and healthy part of democracy. It will only benefit adversaries
when governments do not take them seriously or try to dismiss them as foreign-sponsored agitation: Civil
disorder in Bahrain 2011 (22)
 There is likely to be criticism at how foreign influence is handled by the government – some will claim that
the government has reacted too harshly and unnecessarily disrupted bilateral relations, while others will
criticise that the government’s stance has been too weak. Governments should anticipate these lines of
argument, and be able to explain in clear terms which considerations led them to choose a specific course
of action: The 2010 Senkaku crisis (8), Zambian elections 2006 (16)
Have specific and achievable end goals. Having realistic and clearly defined strategic aims is vital for coherent
communication and unity of effort. All activities should then be nested under this common purpose. Governments should ensure that both proactive and responsive strategies aimed at countering hybrid threats are based
on clear and achievable goals, which will enable measurement of progress and the evaluation of outcomes.
 Without clearly stated objectives which are time-bound, it is difficult to maximise the use of resources,
maintain coherence and credibility, and sustain public support for prolonged periods of time: Operation
Parakram (24)
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7. Be proactive
A proactive approach would enable governments to maintain dominance over evolving narratives and frame events in a manner favourable to their interests. Instead of merely responding to
threats as they materialise, governments should anticipate events and issues that are likely to be
exploited by adversaries. This can reduce risk by not merely ‘countering’ an adversary’s activities, but pre-emptively steering public discourse in a preferred direction and building resilience,
thus reducing the likelihood of unintentionally reinforcing an adversary’s preferred narrative of
events.
Prepare through scenario-based training. Likely scenarios can be mapped out and possible courses of action evaluated with up-to-date target audience analysis, to get an understanding of the possible information
effects and outcomes of different decisions. Scenario-based training should be grounded in a comprehensive
analysis of the information environment to identify the most appropriate channels of communication and prepare
responses for negative themes that are likely to arise.
 In the event of negative themes such as divisive arguments or disinformation arising, responses with key
facts and nuances of the situation explained can be quickly presented to media and disseminated in order
to mitigate effects of disinformation: Hamas’ use of human shields in Gaza (7), Electronic warfare during
Zapad 2017 (26)
Expect the unexpected. By their very nature, hybrid threats can be complex and adaptive. Therefore, governments need to have the institutional capacity to deal with such evolving security challenges, with systems and
processes in place that are agile enough to adapt to different actors and changing tactics. The right mindset –
both an understanding of hybrid scenarios, and a Strategic Communications approach – would enable governments to quickly detect threats and act in an adequate and efficient manner.
 Based on existing vulnerabilities and tensions with other states – e.g. unresolved border disputes, or stationing of unwelcome foreign troops in the vicinity – governments should anticipate likely scenarios and
themes in order to have response mechanisms and communication strategies in place: The 2010 Senkaku
crisis (8)
Beware of reinforcing adversary narratives. Governments should consider how a proposed action or message might serve an adversary’s narratives. Attempting to directly ‘counter’ hostile narratives can reinforce the
particular framing of a situation in a way that lets an adversary set the agenda and supports their objectives.
Similarly, debunking disinformation can sometimes be counterproductive, as it will give the narrative in question greater prominence. It is therefore important for governments to consider the appropriate frame, medium
and messenger. For instance, whether an action or response is taken by a high-level political actor or by subject-matter experts can have a crucial informational effect.
 By analysing a territorial violation on a purely safety-related and technical level rather than on a political
level, governments can try to de-escalate tensions and alter the perception of an incident: Finnish airspace
violations (12), Electronic warfare during Zapad 2017 (26)
 Governments should consider if their proposed actions and messages could be used to reinforce and amplify an adversary’s narrative – for example, of ‘Russophobia’, ‘Islamophobia’, or ‘East-West status conflict’:
Detention of Eston Kohver (11), Russian espionage in Sweden (27), Religious extremism in the Netherlands (28)
 If a hostile measure is repeatedly used against a state, governments should consider if it is productive to
defensively counter and respond to every single incident. It might be more constructive to develop longterm strategies on a different level altogether, and take proactive approaches that promote a government’s
own narrative: Humanitarian aid in the Russo-Georgian Conflict (9)
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8. Understand the information environment
The ultimate purpose of any hybrid threat is to affect the political decision-making of the target
nation by influencing key target audiences. Adversarial activity may be undertaken to make a
political statement, alter perceptions and attitudes of the general public, degrade levels of trust
and confidence in government, or create confusion and a sense of insecurity. This is why consistent, coherent and factual government communications tailored to different key audiences is
crucial to maintain trust and cohesion.
High-visibility measures. Some hostile measures are specifically designed to be high profile and generate
maximum impact. Such threats might be intended to influence decision-making or public opinion on a specific
issue, undermine trust in government by creating uncertainty and confusion, or to provoke a particular response. Government strategic communications should demonstrate – through both words and actions – that it
has control over the situation; authorities must also have mechanisms in place to ensure that factual information
is distributed to the population to mitigate the spread of rumours and disinformation.
 Disruptive events, such as cyber attacks or electronic warfare activities which target civilian systems, are
often not intended to cause severe damage – which is part of the strategy of staying below the threshold of
any kind of serious reprisal. Rather, these activities might be aimed at sending a political message, achieving certain psychological effects, or making a statement of capability: 2007 cyber attacks on Estonia (3),
Electronic warfare during Zapad 2017 (26), Cyber attacks on ROK & US (29)
Reputation and legitimacy. Public debates on the ethics of ‘right’ and ‘wrong’ are often heavily emotional,
which an adversary can exploit by strategically framing a political issue in legal terms. Legal arguments can
serve both as a source of legitimacy and as a tool to delegitimise an adversary. For instance, in cases of unclear
attribution, an adversary might insist on the principle of ‘innocent until proven guilty’. Similarly, an adversary
might seek to repudiate accusations of meddling in the internal affairs of other countries by employing ‘whataboutism’ and calling out hypocritical behaviour. One way of preventing these lines of argument from having
damaging effects on a government’s legitimacy and reputation, is to display the importance of legal advisors in
decision-making by referencing their counsel in public statements.
 Images and emotions are extremely effective means to influence public opinion and frame the narrative.
First impressions – even when not accurate – usually frame the narrative, which can allow an adversary to
achieve a public relations victory based on a semblance of legitimacy: Hamas’ use of human shields in Gaza
(7), Humanitarian aid in the Russo-Georgian Conflict (9)
Measured response. In responding to hostile measures, governments need to find a way of taking a public
stance vis-à-vis the source nation, while not reinforcing the adversary’s desired information effect. A public
response should not only be aimed at the adversary but should be tailored to the adversary’s target audience.
Government messaging should not just discuss issues that worry the authorities but should address the concerns of the population.
 Media reporting on suspected espionage activities can quickly cause alarm and public concern, which
is complicated by the fact that governments face severe constraints when releasing information on intelligence-related matters. Nations should be careful to avoid cultivating paranoia and make a distinction
between general threat assessments and responses to single events: Russian espionage in Sweden (27)
 Governments often face the challenge of communicating and acting in a way that addresses a threat without
reinforcing in-group vs. out-group perceptions: Religious extremism in the Netherlands (28)
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9. Learn to operate in shades of grey
Hybrid threats can be complex, adaptive and inflict damage on national security before they are
detected. Ambiguity surrounding intent and attribution impairs decision-making and complicates effective responses. Compelling and credible evidence may not be publicly available, and
so the role of government communication becomes particularly important. Official statements
should be specific and coherent, capture the nuances of the situation and give enough factual,
credible information to inspire public confidence in the government. Governments should not
spend too much time on trying to decipher deliberately ambiguous messages and actions, but
instead frame events in a manner favourable to their aims.
Ambiguity can hinder effective responses. Ambiguity surrounding hybrid threats – the difficulty in identifying
intent and attributing responsibility – can considerably slow down decision-making. It can also limit the response measures available to any affected government if public support is needed. Authorities may also not be
able to release all of the information they have, which inevitably leaves room for doubt and alternative narratives
that contest the government’s position.
 Attributing a hybrid threat to a state actor can pose significant challenges and it may take time to establish
compelling and credible evidence. State involvement is rarely black-and-white; the spectrum can range
from state-tolerated to state-encouraged, state-orchestrated, or state-executed activity.10 For example regarding cyber attacks or civil unrest, the degree of state responsibility can be extremely difficult to assess:
2007 cyber attacks on Estonia (3), The 2010 Senkaku crisis (8), Civil disorder in Bahrain 2011 (22), Cyber attacks
on ROK & US (29)
 Connecting actors and groups to hostile foreign governments can be challenging, especially when financial
or political links are not substantial, but interests and goals clearly align: The spread of Salafism in Egypt (5),
Institute of Democracy and Cooperation (15), Communist Party of Bohemia and Moravia (18)
 Assessing hostility can be as difficult as determining attribution. For instance, snap exercises, which could be
interpreted as threatening by neighbouring countries, provide a high degree of plausible deniability: Russian
snap exercises in the High North (1), Snap exercises and Crimea (25), Electronic warfare during Zapad (26)
Attribution impacts the perception of hostility. An activity might not in itself be perceived as hostile or harmful, and only be seen as threatening when it is carried out by a certain actor. Foreign funding of an NGO by a
friendly democratic state actor will inevitably be treated differently than foreign funding by an autocratic state
actor that has been hostile on past occasions. In the absence of credible and compelling evidence, assessments of hostility and attribution ultimately become a political endeavour.
 Strategic context, history, bilateral relations, and common values with the source nation all impact whether
an activity is interpreted as hostile: The spread of Salafism in Egypt (5), Humanitarian aid in the Russo-Georgian Conflict (9), Casas del ALBA in Peru (30)
Counter the threat on your own terms. When adversaries intentionally only give vague or contradictory information in order to confuse and slow down responses, governments can lose valuable time trying to disentangle
and interpret the situation. Governments should not let the adversary dictate the rules of the game, but instead
counter the threat on their own terms.
 Constantly being in the defensive, demanding clarity from the state actor in question, and scrambling to
piece together different bits of information will let the adversary set the agenda. It will also let the adversary
seem more powerful and calculating than they actually might be. Instead, governments should present
closed ranks and unity of purpose, and stress resilience and international support: The 2010 Senkaku crisis
(8), Bronze night riots (19)
10

Jason Healey, “Beyond Attribution: Seeking National Responsibility for Cyber Attacks,” Atlantic Council, 22 February 2012.
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10. Not every activity is a threat
Defining an activity as a threat and attributing it to a state actor is ultimately a political endeavour, and governments should be mindful not to inflate the threat level for political ends, either
deliberately or inadvertently. As hybrid threats target a nation’s weaknesses, it is a challenge
to distinguish hostile influence from legitimate social grievances or failings of the government.
Policy-makers should resist the temptation to blame external actors as a convenient way of
shifting blame for domestic failings. Inflating or misattributing hybrid threats can affect the government’s credibility in the long run and risks unnecessary escalation.
Context affects meaning. Historical context and coinciding events affect how words and actions are interpreted by audiences. An action which is perceived as routine or unremarkable at one moment, can be seen as
hostile under different circumstances.
 A change in strategic context, such as the deterioration of relations between the Russian Federation and the
West, fundamentally affects how events such as territorial violations and military exercises are interpreted:
Finnish airspace violations (12), Electronic warfare during Zapad 2017 (26)
 The level of analysis can also affect interpretation: an event can be seen as normal activity from a bilateral
perspective, and only be interpreted as threatening when placed in a larger historical and strategic context:
Russian snap exercises in the High North (1)
Threat assessment. Governments need to be able to identify why a particular activity is a threat. Regardless of
actual hostile intent behind the activity, governments need to be able to assess if the activity in question has any
harmful effect on national security interests, and measure this on a continuous basis.
 As the impact of foreign influence frequently depends on internal factors, governments must be careful not
to overemphasise the role of foreign hostile activity. In cases relating to social grievances and civil unrest,
too much focus on foreign influence might be perceived as an attempt to deflect from political failings: Civil
disorder in Bahrain 2011 (22)
 Public diplomacy, i.e. the direct interaction of a government with foreign populations, is a fundamental element of international relations. Governments must therefore be able to articulate precisely how a certain
kind of public diplomacy is detrimental to national security interests, and take appropriate measures that
are consistent with democratic values and international norms: Confucius Institutes (2), Chinese public diplomacy in Taiwan (10)
Avoid unnecessary escalation. While hybrid threats can sometimes be designed as precursors to the use of
conventional military force, they are usually calculated as an asymmetric method of influencing another state
without entering into a costly open conflict. A government’s response should find a balance between countering
hybrid threats and over-reacting in a way that could escalate the situation.
 Particularly when a threat exploits ethnic, cultural or religious divisions in a society, inadequate government
responses might easily exacerbate these fractures: Russkiy Mir Foundation in the Baltics (20), Religious extremism in the Netherlands (28)
 Factual and nuanced government communication is especially important to avoid threat inflation due to
alarmism and a tendency to ascribe every negative occurrence to a hostile foreign actor: Zambian elections
2006 (16), Electronic warfare during Zapad 2017 (26), Russian espionage in Sweden (27)
 An apparently hostile activity might be aimed primarily at the perpetrator’s domestic audience, for instance
to distract from domestic problems, or to reinforce a certain narrative. Overreaction would then either only
play into the hands of the source nation, or lead to an escalation that benefits neither party: Finnish airspace
violations (12)
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Analysis of thematic areas
For the purpose of this project, sixteen thematic areas of threat were identified to group case studies together
for analysis. The thematic areas are designed as a typology to help understand the wide range of means and
ways that hybrid activity can manifest itself – military and non-military, conventional and unconventional, overt
and covert, state and non-state. The thematic areas often overlap, as hostile influence usually involves more
than one thematic area.
Grouping the case studies into thematic areas also enables policy-makers and Strategic Communications practitioners to identify case studies relevant to their current problem set. Findings and recommendations from this
research that are specific to a thematic area will be covered in this chapter, with an emphasis on the role of
Strategic Communications in understanding and responding to hybrid threats.
The thematic areas cover actors, channels and means.11 In terms of this research – which has limited itself
to looking at hybrid threats originating from states – an actor might be an institution, political organisation or
religious group that is set up, supported, sponsored or somehow inspired by a state. A channel is the system
or environment that the actor uses – for example, media, cyber, or law – which prescribes certain conditions,
principles, and rules of behaviour; every channel has its own dynamics, particularities, strengths and vulnerabilities. The means describe the specific measures employed by an actor through a specific channel: this could for
instance be disinformation, cyber-attacks or lawfare. Although this might seem like a linear process – an actor
employing a channel by using a specific means – it is not always this clear-cut. For example, an actor such as a
religious organisation might function as a channel to reach certain audiences in another country.

ACTORS
Military forces; criminal
networks; political actors;
religious groups; academic
groups; NGOs; GONGOs

MEANS

CHANNELS

Cyber operations;
disinformation; lawfare;
economic leverage;
bribery; threat or use
of force; espionage;
agitation; territorial
violation

Cyber; media; law;
economy; intelligence;
civil society; politics;
military; culture;
academia

ACTORS, CHANNELS AND MEANS OF HYBRID THREATS (SOURCE: OWN ELABORATION).
11

This decomposition into actors, channels and means is based on the diagram of hybrid influencing elaborated by the Hybrid CoE,
cf. Atte Harjanne, Eetu Muilu, Jekaterina Pääkkönen and Hanna Smith, “Helsinki in the Era of Hybrid Threats – Hybrid Influencing and
the City,”(Helsinki 2018: Hybrid CoE), 6.
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THEMATIC AREAS OF THREAT
Government Organised
THEMATIC AREAS OF THREAT			
Non-Government
Non-Government
Espionage and
Territorial violation
(GONGOs)
Organisations
(NGOs)
infiltration
Territorial
violation
Violation
of the internationally
enshrined legal principle
of territorialOrganisations
integrity which extends
across
the terrains of land, sea and air. Any such violation is considered an act of aggression by the target
if carried outenwithoutAprevious
consent
or knowledge
target
nation.
Violation ofnation
the internationally
not-for-profit
organisation
thatof the A
non-governmental
organisation
Infiltrating organisations or inNon-Government
Organisations
(NGOs)
shrined legal
principle of territoriis officially
independent from nawhich is openly funded, organised
stitutions in order to gain intellinot-for-profit
that isand
officially
independent
from national
anddirected
international
al integrity A
which
extends organisation
across
tional
international
governand/or
by a governmental
government
gence. Infiltrating organisations
but isair.
suspected
to be
funded, organised
directed
by may
a source
hostileagainst
to the target
the terrainsorganisations,
of land, sea and
mental
organisations,
but is or
susand
be acting
the naor institutions which are considnation orisinfluenced
by an ideology
which
that of the target
Any such violation
considered
pected to
be undermines
funded, organised
tional nation.
security interests of another
ered to be legitimate and exploitGovernment
an act of aggression
byOrganised
the tar- Non-Government
or directed by aOrganisations
source hostile(GONGOs)
nation.
ing this legitimacy to promote a
organisation
openly
organised and/or directed by a government
get nation Aif non-governmental
carried out without
to the which
target is
nation
or funded,
influenced
narrative favourable to the source
and mayorbeknowledge
acting against the
national
security
of another nation.
previous consent
by an
ideology
whichinterests
undermines
nation.
Espionage
of the target
nation. and infiltrationthat of the target nation.
Infiltrating organisations or institutions in order to gain intelligence. Infiltrating organisations or institutions which are
considered to be legitimate and exploiting this legitimacy to promote a narrative favourable to the source nation.
Exploitation of ethnic or cultural identities
Exacerbating existing societal divisions in order to influence identity groups to act in the
Exploitation
ofofethnic
Agitation and civil
interests
a hostile state actor against the interests of the target nation.
or cultural
identities
unrest
Media
Lawfare
Media
The deliberate use of media either directly or via an intermediate actor in order to influence audiences
Exacerbating
di- or behavioural
The deliberate
use which
of media
either
describes the hostile use
Encouragement of the citizens of
andexisting
achievesocietal
attitudinal
change
is beneficial
toLawfare
an adversary.
visions in order
to influence idendirectly or via an intermediate acof the legal system against an aca target nation to incite or particiLawfare
tity groups Lawfare
to act indescribes
the interests
toruse
in order
tolegal
influence
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tor by
ordelegitimising
delegitimisingthem,pate
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the hostile
of the
system
against an actor
by damaging or
tyinginup
of a hostile their
statetime,
actoror
against
thea public
andrelations
achievevictory.
attitudinal
or behavtying as
upany
their
time, or winprotests with the aim of underwinning
Lawfare
is broadly them,
understood
exploitation
of real, perceived
12
interests ofor
the
target
nation. instances
ioural
change which
is violations
beneficialin order
ning
public relations
victory.
Lawmining the government.
even
manipulated
of international
law
toaundermine
the target
nation.
fare is broadly understood as any
Agitation and civil unrest to an adversary.
exploitation
Encouragement of the citizens of a target nation to incite or participate
in mass of real, perceived or
even manipulated instances of indemonstrations and protests with the aim of undermining the government.
ternational law violations in order to
Cyber operations
undermine
targetpurpose
nation. 29of achieving
Organised activity that involves the “employment of cyber capabilities
with thethe
primary
13

objectives in or by the use of cyberspace.” The cyber domain describes an “electronic information (data)
14
processing domain comprising one or several information technology infrastructures.”
Religious groups
Coercion through
An actor identified as beingReligious
aligned with agroups
religious institution, movement
or group
that promotes a religious
doctrineor use of force
threat
Cyber operations
Academic
groups
or ideology. This includes the infiltration of existing groups or the creation of new groups which are funded by
sources hostile to the target nation or influenced by an ideology which undermines that of the target nation.
Organised activity that involves
An actor identified as being
An actor identified as being aligned
The threat or use of force to comAcademic groups
the “employment of cyber caaligned with a religious instituwith an academic institution, think
pel the target nation to act in a
An actor identified as being aligned with an academic institution, think tank or educational interest group.
pabilities with the primary purtion, movement or group that protank or educational interest group.
particular way or restrict freedom
This includes the infiltration of existing groups or the creation of new groups which are funded by sources
pose of achieving objectives in
motes a religious doctrine or ideThis includes the infiltration of exof action.
hostile to the target nation or influenced by an ideology which undermines that of the target nation.
or by the use of cyberspace.”30
ology. This includes the infiltration
isting groups or the creation of new
Coercion through threat or use of force
The cyber domain describes an
of existing groups or the creation
groups which are funded by sourcThe threat or use of force to compel the target nation to act in a particular way or restrict freedom of action.
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fluenced by an ideology which unConsidered to be a threat when the dependency lies on a source which is considered to be hostile. The
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target nation 31is dependent upon a source to the extent that withdrawal would have an immediate and serious
nology infrastructures.”
ogy which undermines that of the
effect on the energy infrastructure of the target nation. The dependency can thus be used to economically
target nation.
weaken the target nation or coerce the target nation into acting against its own national interests.
Political actors
Activity which involves a political figure, party or organisation which is suspected to be funded, organised or directed
by a source hostile to the target nation or influenced by an ideology which undermines that of the target nation.
Economic leverage
Energy dependency
Political actors
Economic leverage
Bribery and corruption
The use of economic measures to exert an influence which coerces the target country to act in a way which it otherwise
This can
be acting
to the which
detriment
of the latter’s
in violation
of international
law. receiving or offering of any
Consideredwould
to benot.
a threat
when
Activity
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Thesecurity
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measures
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on corruption
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country
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national interests.

source hostile to the target nation or influenced by an ideology
which undermines that of the target nation.

can be acting to the detriment of
the latter’s national security or in violation of international law.

particular to induce them to act
contrary to their professional obligations and against the national security interests of their own
nation.

12

See: Charles J. Dunlap, Jr., “Lawfare Today: A Perspective,” Yale Journal of International Affairs 3, no.1 (2008): 146; “Is Lawfare Worth Defining?” Case
Western Reserve Journal of International Law 43, no.1 (11 September 2010).
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14

Michael N. Schmitt, Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge: Cambridge UP, 2013).
Michael N. Schmitt, Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge: Cambridge UP, 2013).
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Territorial violation.

Violation of the internationally enshrined legal principle of territorial integrity which extends across the
terrains of land, sea and air. Any such violation is considered an act of aggression by the target nation if
carried out without previous consent or knowledge of the target nation.
Characteristics. A territorial violation can be a violation of soil, airspace or territorial waters of a nation. It can
range from a limited and temporary violation to a large-scale seizure of territory. While on a technical level, a
territorial violation can be clearly identified and defined, there can nevertheless be significant ambiguity surrounding a violation, hampering any assessment on whether or not it was a deliberately hostile act. A territorial
violation by a single aircraft, or by a private entity like a fishing trawler, gives the related state actor the ability to
plausibly deny any hostile intent or involvement. Unresolved territorial disputes and insufficient border security
open up additional opportunities for deliberately ambiguous activities. A territorial violation might be aimed at
provoking a certain government response, influencing public debate, testing defences, or actually changing
borders.
Considerations. In dealing with territorial violations, governments should ensure that the violation is not perceived as a sign of weakness and lack of control, but avoid any unnecessary escalation. Government communication should appreciate that the amount of detail provided, the speed of response and the terminology used
to describe an incident can significantly alter how an incident is framed by media coverage and perceived by the
wider public. For instance, by analysing a territorial violation on a purely safety-related and technical level rather
than on a political level, a government might be able to de-escalate tensions. In determining underlying motivations and the degree of hostility, governments should consider the scale of the violation, the overarching strategic context, historical patterns of behaviour, and the response (or non-response) of the opposite government.
Detention of Eston Kohver (11), Finnish airspace violations (12), Electronic Warfare during Zapad 2017 (26)

Non-governmental organisations (NGOs).

A not-for-profit organisation that is officially independent from national and international governmental
organisations, but is suspected to be funded, organised or directed by a source hostile to the target nation or influenced by an ideology which undermines that of the target nation.
Characteristics. NGOs are independent and non-profit civil society organisations, which can be active in areas such as education, healthcare, development work, public policy, religion, environment, or culture. They can
perform a variety of charitable or social functions, such as acting as an advocacy group, providing a forum of
interaction and debate, or supplying social goods and services that the government is unable or unwilling to deliver. Despite their name, NGOs can receive direct or indirect funding and donations from governments, although
funding usually comes from the public, private businesses and other organisations that support their cause. The
social work of an NGO is not only a powerful source of legitimacy, but also provides the basis for continuous
face-to-face interaction with the public, a vital condition for building trust and influencing public opinion.15 An
NGO can be perceived as threatening by a government if it is deemed to be working in support of a state actor
to push an ideology which undermines the ruling authority, promoting antidemocratic values, or challenging
national unity by increasing social divisions.
Considerations. A vibrant civil society and respect for freedom of speech and cultural exchange are fundamental for a well-functioning democratic society. The ambiguity surrounding links of NGOs to hostile state actors
makes it difficult for governments to counter potentially harmful activities. Almost every NGO is reliant upon
operational and/or financial support, and governments face the challenge of defining the threshold of hostile
interference. Governments should be careful to interfere directly in an NGO’s work, as this would likely harm
the government’s credibility and undermine the very democratic values it aims to protect. In cases where an
NGO provides critical services in healthcare or education that the government has failed to deliver, governments
should focus on addressing these vulnerabilities and improving their policy performance, rather than closing
down NGOs. Before implementing any potential legal regulations of NGOs, such as enhancing financial transparency, governments should carefully consider the second and third order effects that their proposed action
could have on the treatment of NGOs in other countries; for instance, countries such as China, India or Russia
have recently implemented laws to monitor NGO work perceived to be an instrument of hostile interference.
Institute of Democracy and Cooperation (15), Casas del ALBA in Peru (30)

15

Reza Hasmath, Timothy Hildebrandt, and Jennifer Hsu, “Conceptualizing Government-Organized Non-Governmental Organizations,” Paper Presented at
Association for Research on Nonprofit Organizations and Voluntary Action Annual Conference (Washington D.C., USA), 17-19 November 2016.
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Government organised non-governmental organisations (GONGOs).

A non-governmental organisation which is openly funded, organised and/or directed by a government
and may be acting against the national security interests of another nation.
Characteristics. A GONGO can function as a tool of public diplomacy that enables a government to directly
engage with foreign publics and decision-makers. GONGOs can further a government’s interests abroad, for
example by promoting language and culture, interacting with diasporic communities and expatriates, or promoting certain humanitarian, economic, or political goals. A GONGO’s director and management board are often
directly selected or approved by the government. Although a GONGO is initiated, directed and/or funded by a
government, its institutional set-up mirrors an NGO, meaning that it can often circumvent certain laws of transparency and accountability.16 Although a GONGO is clearly connected to a state actor, its set-up can provide a
degree of plausible deniability for the government, which can take credit for well-received GONGO activities, but
still keep the organisation at arm’s length when its work faces criticism.17 A government can perceive a foreign
GONGO as problematic, for example if this GONGO promotes antidemocratic thoughts and values, undermines
the ruling authority, or discourages the integration process of minority groups with historical or cultural ties to
the opposite government.
Considerations. Not all public diplomacy is hostile. GONGOs are an essential part of the relationship between
states; they promote intercultural dialogue and enrich the civil society landscape at home. GONGOs are officially
connected to a foreign state actor, which has an impact on how their activities are perceived by the wider public –
they do not have the same amount of authenticity and credibility that organic civil society organisations and
independent NGOs have. Governments face the challenge of assessing if a GONGO is damaging the democratic
legal order by influencing public opinion or government in a way that undermines the ruling authority. In dealing
with GONGOs, transparency and monitoring processes are vital: governments should scrutinise their funding
channels, institutional set-up and mandate to assess whether a GONGO is propagating political ideas at odds
with democratic values or engaging in other subversive activities.
Confucius Institutes (2), Russkiy Mir Foundation in the Baltics (20)

Espionage and infiltration.

Infiltrating organisations or institutions in order to gain intelligence. Infiltrating organisations or institutions which are considered to be legitimate and exploiting this legitimacy to promote a narrative favourable to the source nation.
Characteristics. Espionage and infiltration are clandestine acts that usually aim to collect valuable information about the target nation, or infiltrating institutions which are considered to be legitimate and exploiting this
legitimacy to promote a narrative favourable to a hostile state actor. Intelligence work relies on covert actions,
and its exposure often has significant consequences for the degree of trust between states as well as between
governments and publics. Adversaries can also try to expose intelligence work of the target nations or their
partners, such as surveillance operations on citizens and organisations, to decrease public trust in government
and intelligence services.
Considerations. In dealing with intelligence work, governments face the challenge of balancing the need for
transparency with operational security. It is often not possible to report on sensitive information without compromising operational security and disclosing methods of intelligence collection. Governments should therefore
work on building public trust in intelligence services. This includes admitting and openly discussing intelligence
failures and providing as much information as possible. Speculation beyond the known facts should be avoided
as this can affect government credibility, and provoke sensational media reporting, thereby risking unnecessary
threat inﬂation. Moreover, a distinction needs to be made between overall threat warnings and evidence that
supports attribution on a case by case basis.
Detention of Eston Kohver (11), Russian espionage in Sweden (27)

16

Stephen W. Kleinschmit and Vickie Edwards, “Examining the Ethics of Government-Organized Nongovernmental Organizations (GONGOs),” Public Integrity
19, 2017: 529-46.
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Reza Hasmath, Timothy Hildebrandt, and Jennifer Hsu, “Conceptualizing Government-Organized Non-Governmental Organizations,” Paper Presented at
Association for Research on Nonprofit Organizations and Voluntary Action Annual Conference (Washington D.C., USA), 17 – 19 November 2016.
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Exploitation of ethnic or cultural identities.

Exacerbating existing societal divisions in order to influence identity groups to act in the interests of a
hostile state actor against the interests of the target nation.
Characteristics. Hostile foreign actors can target pre-existing divisions in the population of another state.
These divisions might be differences in religion, culture, ethnicity, or language. Methods can range from disseminating divisive narratives (either directly, e.g. through public statements, or indirectly, e.g. through media channels, institutions or proxy organisations), to giving material, ideological or organisational support to extremist
groups or even separatist movements in another country.
Considerations. A key challenge for governments facing foreign exploitation of ethnic or cultural identities is
that the core problem – that of social divides or minority grievances – is primarily an internal one. Hostile foreign
influence will simply aggravate these problems by targeting vulnerable audiences and framing divisions in a way
that is harmful to national unity. A government needs to be very precise in its communications when calling out
hostile influence regarding social divisions, as excessive attention to foreign influence might be seen as an attempt to dismiss or discredit legitimate grievances of an ethnic or cultural group. Inconsiderate messaging can
also reinforce in-group/out-group perceptions. The messenger used, and the frame selected, can have a considerable effect on how the message is perceived by different audiences. Countries that feature social groups
with historical, ethnic or cultural ties to potentially hostile state actors should avoid the unnecessary politicisation of contentious issues, either by accident or for political gain. Instead, they should focus on common values,
shared historical experience and an inclusive vision of the future. This will increase the overall sense of national
belonging and frustrate malign efforts to hamper integration or promote separatist ideals.
Chinese public diplomacy in Taiwan (10), Russian language referendum in Latvia (14), Bronze night riots (19)

Media.

The deliberate use of media either directly or via an intermediate actor in order to influence audiences
and achieve attitudinal or behavioural change which is beneficial to an adversary.
Characteristics. Media is a key channel through which the public is provided with an account of world events,
and the means by which most people develop an understanding of an official position. It functions as an array
of different institutions, often independent from government, that scrutinise official government positions. Today, traditional media, such as print and television, are increasingly supplanted by new forms of social media,
including platforms like Twitter and Facebook, and direct messaging applications, such as WhatsApp. In this
networked media environment, journalists have lost their former position as gatekeepers necessary to transmitting political messages to the public. Instead, politicians are now able to directly engage with publics. Adding to
this, connectivity allows for instant messaging with a high degree of reach and audience engagement. This has
consequences for public diplomacy practices. It facilitates the direct engagement with foreign publics, increases reach and impact and makes it difficult to identify the origin of a message and attribute responsibility. Adversaries can manipulate the media environment through different tactics, such as disinformation, agenda-setting,
or information laundering, with the aim to polarise a discussion or confuse the audience. They can also try to buy
or set up media outlets to exert influence on a foreign media landscape.
Considerations. In a globally-connected networked media environment, government responses are significantly restricted by their bureaucratic systems and democratic decision-making rules and processes which
hamper their ability to issue timely, consistent and coherent messages. Statements by regional officials and
even by low-ranking soldiers on the ground can be influential or be exploited by hostile actors to legitimise a
specific point of view. Governments should consider training officials to refrain from making statements which
undermine the overarching narrative, and to be mindful of the impact their individual actions and statements
might have. While accepting that from time to time mistakes will be made, improving an awareness of risks in the
information environment and developing media skills down to the lowest levels of governments will help officials
make statements that are not open to misinterpretation.
Disinformation in Sweden (6), The 2010 Senkaku crisis (8), Civil disorder in Bahrain 2011 (22)
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Lawfare.

Lawfare describes the hostile use of the legal system against an actor by damaging or delegitimising
them, tying up their time, or winning a public relations victory. Lawfare is broadly understood as any
exploitation of real, perceived or even manipulated instances of international law violations in order to
undermine the target nation.18
Characteristics. Legal arguments are strongly intertwined with notions of legitimacy and ethics. Adversaries
can strategically use these characteristics to legitimise their actions or delegitimise their opponents by framing
an action in legal and ethical terms as just or unjust behaviour that requires or impedes a certain course of action, such as an intervention. At the same time, legal conformity does not necessarily lead to the perception of an
action as legitimate or just. Media coverage, particularly images or video footage, that portray shocking or compelling scenes such as human suffering, starvation or police violence, often have a strong emotional resonance
and can either support or undermine legal arguments. Adding to this, hostile actors can use legal arguments to
confuse foreign audiences or simply tie up their time by initiating lengthy legal disputes and processes.
Considerations. The legality of an action is often not straightforward, but dependent on a certain interpretation of the applicability of a legal rule to a certain situation. Moreover, legal arguments are often accompanied
by emotional messages that can support or undermine claims of legality. Governments should appreciate the
functioning of the legal system in defining appropriate behaviour and act in accordance with legal norms, as
non-compliance with international law will inevitably undermine their credibility. In dealing with the misuse of
legal arguments by adversaries, governments should recognise the ambiguity of law and develop the ability to
anticipate different interpretations and possible challenges to their own position. Governments should therefore
conceptualise law as a domain to counter the use of legal instruments when employed in a hostile manner. It is
important to employ legal advisors and communication experts to address lawfare issues and use their guidance to underpin a line of argument when addressing the public.
Hamas’ use of human shields in Gaza (7), Humanitarian aid in the Russo-Georgian Conflict (9)

Agitation and civil unrest.

Encouragement of the citizens of a target nation to incite or participate in mass demonstrations and
protests with the aim of undermining the government.
Characteristics. Civil unrest, in the form of mass protests, strikes or riots, can be caused by political, economic
or social grievances. Foreign agitators can incite or aggravate civil unrest in a number of ways, in order to undermine the government. For example, they can use proxies and surrogates, infiltrate disaffected groups, give
material or organisational support to allied organisations, or encourage protesters by making public statements
that serve to legitimise their cause. They can also use social media to agitate groups and induce protesters into
violent behaviour, which is particularly difficult to trace back to foreign governments. Often, the goal of fostering
civil unrest is to provoke the government into overreacting and responding in a heavy-handed way, to create a
narrative of government repression.19
Considerations. While peaceful protests are a fundamental part of a healthy democracy, they can affect public
order and safety if they escalate and turn violent. Foreign instigators can exploit the concerns and grievances of
citizens, especially of vulnerable groups or minorities, and encourage them to channel these in a violent rather
than political manner. Governments suspecting a foreign government of having incited or escalated civil unrest
should beware of scapegoating a foreign government, while not taking legitimate grievances seriously. Governments should promote political inclusion, and show they are responsive to domestic criticism and address
vulnerabilities, such as economic inequality. They should provide channels and means for disaffected groups to
voice their concerns in legitimate and constructive ways. Governments should also consider training their security forces to be aware of the information effect of their actions, especially of the effect that images and videos
of inordinate use of force can have when distributed quickly over social media.
Bronze night riots (19), Civil disorder in Bahrain (22)

18

See: Charles J. Dunlap, Jr., “Lawfare Today: A Perspective,” Yale Journal of International Affairs 3, no.1 (2008): 146; “Is Lawfare Worth Defining?” Case
Western Reserve Journal of International Law 43, no.1 (11 September 2010).

19

John A. Wickham, Jr., and Mildred E. Hedberg, “Field Manual No. 19-15: Civil Disturbances,” US Armed Forces, 25 November 1985.
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Cyber operations.

Organised activity that involves the “employment of cyber capabilities with the primary purpose of
achieving objectives in or by the use of cyberspace.”20 The cyber domain describes an “electronic information (data) processing domain comprising one or several information technology infrastructures.”21
Characteristics. As public and private physical infrastructure become more networked and reliant on information technology, they become increasingly vulnerable to cyber attacks. Adversaries can employ cyber operations to target critical infrastructures, such as banking or healthcare systems. Such disruptive attacks are often
designed to be overt and aimed at high public visibility, for which they do not need to be particularly sophisticated – such as denial-of-service attacks, computer viruses or website defacements. Covert cyber operations
aimed at espionage, by contrast, often remain undetected for a long time.
Considerations. The difficulty of attributing a cyber attack hampers a government’s ability to respond in an
effective and timely manner. In dealing with the increasing threat of cyber operations, governments should
both prepare effective communication strategies for immediate crisis response, as well as enhance their
capabilities and methods to investigate and communicate attribution findings.22 Communication strategies
need to be included in civil contingency plans to calm the population and distribute essential information
immediately to mitigate the spread of rumours and disinformation. Governments should increase cyber literacy
amongst government officials, spokespeople and among the media, to ensure factual, coherent and credible
communications.
2007 cyber attacks on Estonia (3), Cyber attacks on ROK & US (29)

Religious groups.

An actor identified as being aligned with a religious institution, movement or group that promotes a religious doctrine or ideology. This includes the infiltration of existing groups or the creation of new groups
which are funded by sources hostile to the target nation or influenced by an ideology which undermines
that of the target nation.
Characteristics. Religion can be instrumentalised by a state actor in various ways. It might set up, direct and/
or give financial or operational support directly to religious institutions, or to civil society groups, political actors, media outlets or other institutions that promote a particular religious ideology. A government might also
subsidise or otherwise facilitate the education and training of clerics and religion teachers abroad, or provide
foreign audiences with educational materials such as books on the religious ideology it is aiming to promote.
Underlying motives of a government could be to further a transnational religious movement out of ideological
conviction, or to promote a certain world view that bolsters the government’s legitimacy at home and abroad.23
A government might also use religious language as a channel to reach and influence certain foreign audiences
for political purposes. Religious activity can become a security concern when it threatens the democratic legal
order by promoting antidemocratic aims or means, such as the rejection of state authority.
Considerations. Freedom of religion constitutes one of the core principles of a pluralist democratic society.
Governments face the challenge of balancing the right to freely practice religion with a potential risk to national
security interests. A hostile state can use religious groups to undermine the ruling authority. Religious activity is
usually built on a strong unifying narrative that promotes a distinct worldview, implicating certain values, beliefs
and practices. Messages based on a sense of community and belonging facilitate emotional resonance and
positive identification, which adversaries can exploit to exacerbate social differences. In dealing with a potential
hybrid threat involving a religious actor, governments should ensure a careful message design that avoids reinforcing social cleavages. It is important that governments de-link religion from the specific threat to avoid the
perception that an entire religious group is targeted; they should also try to trace funding flows or an alignment
of interests between a religious group and a foreign government.
The spread of Salafism in Egypt (5), Serbian Orthodox Church (17), Religious extremism in the Netherlands (28)

20
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Michael N. Schmitt, Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge: Cambridge UP, 2013).
Michael N. Schmitt, Tallinn Manual on the International Law Applicable to Cyber Warfare (Cambridge: Cambridge UP, 2013).
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John S. Davis II, Benjamin Boudreaux, Jonathan William Welburn, Jair Aguirre, Cordaye Ogletree, Geoffrey McGovern, Michael S. Chase, Stateless Attribution: Toward International Accountability in Cyberspace (Santa Monica, CA: RAND, 2017).
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Academic groups.

An actor identified as being aligned with an academic institution, think tank or educational interest group.
This includes the infiltration of existing groups or the creation of new groups which are funded by sources
hostile to the target nation or influenced by an ideology which undermines that of the target nation.
Characteristics. State actors can aim to influence academic groups, such as university lecturers or think tanks,
within the target nation to co-opt the brand of independent scientific or educational institutions. By setting up or
supporting such groups, adversaries can try to influence audiences through the guise of objective and neutral
centres of expertise. This provides their messages with a high degree of authority and makes it more likely that
domestic publics or policy-makers accept their point of view based on perceived impartiality. Academic groups
that are aligned to the source nation can also be used as a channel to exert influence on diaspora student communities that study at foreign universities.
Considerations. Independent academic research plays a crucial role in every democratic society by evaluating government policies and providing advice and expertise. International academic exchange is a source of
success for high-ranking universities around the world. Many academics receive scholarships or funding from
governments, which makes it difficult to assess the threshold of malign interference. It is a challenge to protect
higher educational institutions against such influence while safeguarding their independent status and ensuring
their role as free centres of advice and expertise. Democratic governments should encourage educational and
cultural exchange, while protecting the integrity of their higher educational systems. In cases where an academic group has frequently engaged in promoting opinions at odds with fundamental democratic values, governments should seek dialogue with university leadership or unions. These should encourage that academic groups
disclose any partnerships or sources of funding to guarantee transparency. This ensures that their research
can be discussed against the background of any potential bias. While the decision of closing down academic
institutions should lie with the respective universities, governments can raise awareness and warn against foreign academic groups becoming an integral part of domestic educational institutions, and ask universities to
critically engage with their programmes and academic methods.
Confucius Institutes (2), Institute of Democracy and Cooperation (15)

Coercion through threat or use of force.

The threat or use of force to compel the target nation to act in a particular way or restrict freedom of
action.
Characteristics. Military force posture and presence, such as the build-up of troops at an international border,
ordering large snap exercises, or the development of certain capabilities such as nuclear weapons, is usually
planned with certain information effects in mind to send a message of intimidation, deterrence or reassurance.
The threat of force can also be implicit in political statements and can have a significant impact on another
country’s domestic public debates and decisions related to security and defence.
Considerations. Governments face the ambiguity as to whether military measures are aggressive or defensive
in nature, and so need the ability to synthesise traditional military intelligence with analysis of the information
environment. Snap exercises provide adversary governments with a high degree of plausibility, and an excuse
to circumvent the OSCE Vienna Convention’s stipulations on transparency and troop numbers. When trying to
understand the desired information effect, governments should take into account that timing and context can
significantly influence how military activity is perceived. For instance, a snap exercise might be perceived as
normal on a bilateral level but be part of a worrying trend on a wider strategic level. An airspace violation can be
treated as a purely technical and safety-related matter in one year, and as a clear threat in another, depending on
the state of bilateral relations at the time. Government communication – i.e. the frame, the wording, and level of
urgency – has a considerable impact on how military posture or threatening comments are received by the wider
public, and whether or how they impact security-related debates and decisions, such as NATO membership.
Russian snap exercises in the High North (1), Operation Parakram (24), Snap exercises in Crimea (25)
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Energy dependency.

Considered to be a threat when the dependency lies on a source which is considered to be hostile. The
target nation is dependent upon a source to the extent that withdrawal would have an immediate and
serious effect on the energy infrastructure of the target nation. The dependency can thus be used to
economically weaken the target nation or coerce the target nation into acting against its own national
interests.
Characteristics. Energy-related dependencies on another state can be dangerous if this induces or coerces
the government into making decisions that negatively affect national security interests. A hostile actor can withdraw the supply of critical energy resources, such as oil or gas, with the aim of coercing the target nation into
taking a desired course of action. Moreover, the awareness of a dependency or a credible threat by an adversary
can already have an indirect influence on decision-making. Overreliance on a single energy source and a failure
to ensure supply diversification can exacerbate energy dependency. Poor governance performance and state
capture in energy policies hampers the development of a coherent strategy on energy security.24 Furthermore,
energy dependency is often not just a bilateral issue, as the decisions of single countries can affect the energy
security of an entire region. What may not be considered as a threat to an individual state’s national security can
affect the resilience of broader global governance structures.
Considerations. Democratic governments must balance value, reliability, and security in the provision of its energy. Decision-makers should be attentive to the possible vulnerabilities of energy policies and monitor lobbying
in this area to make sure that the protection of national security is taken into account when taking decisions on
energy supply. Governments face the additional challenge that most critical energy infrastructure is in private
hands, which makes it more difficult to regulate and protect energy infrastructure.25 One way of addressing
this issue is the establishment of Public-Private Partnerships (PPPs), which are “long-term contracts between
a public agency or public sector authority and a private sector entity.”26 This is not always an easy endeavour,
since business and national security interests often diverge, and both public and private entities are reluctant to
share information and know-how. In these cases, effective communication can help raise public awareness, get
stakeholders to agree on the nature of the problem, and generate sufficient political will-power to develop a joint
approach to energy security that balances both business and security interests.
South Stream Pipeline (13)

Political actors.

Activity which involves a political figure, party or organisation which is suspected to be funded, organised or directed by a source hostile to the target nation or influenced by an ideology which undermines
that of the target nation.
Characteristics. Adversaries can support ideologically aligned political groups, such as parties, their youth organisations, or individual politicians to influence democratic processes and decision-making. Tactics can range
from open support, such as through public statements or high-level visits, to covert actions, such as secret
funding, infiltration or bribery.
Considerations. In the absence of a clear link between a political actor and an adversary, the line between
legitimate democratic debate and subversive activity which damages the national interest may be unclear. It is
often difficult to distinguish whether a political actor’s alignment of interest or ideology with a hostile state actor
is the result of foreign influencing such as funding, or simply stems from independent pragmatic calculations or
convictions. Political actors suspected of working against the national interest are often best addressed by civil
society and media organisations rather than the government, to avoid the impression of a biased, politically-motivated persecution of a particular party or politician. Governments should avoid directly attacking a political
opponent and rather focus on strengthening the legal frameworks around elections to ensure a fair campaign
and political debate.
The spread of Salafism in Egypt (5), Zambian elections 2006 (16), Communist Party of Bohemia and Moravia (18)
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Economic leverage.

The use of economic measures to exert an influence which coerces the target country to act in a way
which it otherwise would not. This can be acting to the detriment of the latter’s national security or in
violation of international law.
Characteristics. Economic dependencies on another state can become a threat if this induces or coerces the
government into making decisions that negatively affect national security interests of the target nation. Economic leverage can be exerted on the target nation through economic sanctions, such as import and export
embargoes or tariffs, or withdrawing the supply of critical goods, but also through incentives, such as trade preferences, development aid, or export of energy resources, high tech products or military equipment.27 Economic
sanctions can also be employed as a tool of ‘signalling and deterrence’ to communicate discord with the target
nation’s policies or issue a general statement of capability that is intended to grant credibility to future threats
of coercive measures.28
Considerations. Governments face the challenge of balancing values, business interests and security concerns in their foreign relations. Adversaries that hold economic leverage over another state can affect a change
in behaviour even without having to resort to explicit threats, as the sheer awareness of potential sanctions or
other hostile measures can suffice to change government’s decision-making. Hostile economic measures can
often be implemented with a high degree of plausible deniability, as measures such as the imposition of tariffs
can be framed as a purely economic decision detached from the political matter at hand. Governments should
develop long-term strategies to assess economic and political dependencies, resist ‘easy cash’ and build strategic alliances with partner nations to reduce the risk of the exploitation of economic leverage by hostile actors.
US Transit Center at Manas (4), The 2010 Senkaku crisis (8), Pakistani involvement in Yemen (23), Zambian elections
2006 (16)

Bribery and corruption.

The receiving or offering of any undue reward by or to an actor within the target nation in order to influence their behaviour, in particular to induce them to act contrary to their professional obligations and
against the national security interests of their own nation.

Characteristics. Pervasive and systemic corruption in a state poses a significant vulnerability to hostile foreign
influence. An adversary might attempt to destabilise or weaken another country by systematically promoting
corrupt behaviour and criminal networks, thus making the country harder to govern and decreasing trust in the
government. Corruption can also function as an enabling factor for other hostile measures: a kleptocratic government is more likely to make decisions that undermine the country’s national security interests for the personal
gain of a few politicians, for example on matters related to energy security.
Considerations. Corruption is first and foremost a domestic problem, which is often merely exploited by foreign
actors. As corruption is fundamentally intertwined with a lack of transparency and poor governance, it can be
difficult to trace these types of hostile foreign influence. The fact that the very institutions designed to counter
these types of hostile foreign influence – including security forces, the judiciary and elected politicians – may
themselves benefit from the corrupt system or otherwise be under the influence of criminal networks, hinders the
effective countering of such threats. Systemic corruption decreases public trust in democratic institutions in the
long run, as it causes frustration with the lack of accountability and transparency, and disillusionment with political processes. A key issue for a government is to muster enough political will to fight corruption in earnest, and
tackle this domestic vulnerability to foreign influence. Governments also need to credibly display this political
resolve to the public, for example by using show cases of high-level punitive action for their information effect,
to regain credibility and trust among the population. This should be accompanied by sincere efforts to increase
transparency and create a robust legal framework. Government should also consider allocating higher salaries
to judges and conducting amnesty programmes for lower-level corrupt business-people.
Criminal networks in the Donbas (21)
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Richard N. Cooper, “Is ‘Economic Power’ a Useful and Operational Concept?,” Weatherhead Center for International Affairs, Working paper series no. 04-02,
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CASE STUDY
SUMMARIES
This section contains summaries of 30 case studies
analysed using a standardised framework. Cases were
selected because they were assessed as featuring
behaviour which could be considered as having the
characteristics of hybrid threats.
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1.

TIME PERIOD:
March 2015

THEMATIC AREA:
Coercion through threat or use of force

NATIONS INVOLVED:
Norway, Russian Federation

RUSSIAN SNAP EXERCISES IN THE
HIGH NORTH
SUMMARY

KEY POINTS

On 16 March 2015 the Russian Federation began a combat readiness
test (‘snap exercise’) of its Northern Fleet and force elements located
in its Western Military District. The scale of the exercise was much
larger than originally announced, and coincided with the Norwegian
exercise Joint Viking in Finnmark (the northernmost part of Norway)
and the US exercise Dragoon Ride. Since both of these exercises were
announced well ahead of time, it is reasonable to assume that the Russian snap exercise was timed as a defensive move or as a response
to these exercises.

 The case study highlights the importance of strategic context:
whether one considers the exercises in the context of NATO activities
and the conflict in Ukraine or just as a bilateral issue has an impact on
how different audiences understand events.
 From Norway’s perspective, a high level of military activity, including

the conduct of such exercises in the High North, was considered to
be routine. Norway treated this series of events as part of accepted
normality and did not identify the combat readiness tests as an exceptional or significant threat.

There remains considerable debate as to whether the readiness exercise violated the Vienna Document, a confidence and security-building measure agreed upon with the OSCE. Norway stated at the time
that it was monitoring the situation, and did not submit a complaint
to the OSCE. However, the consistent use of such snap exercises to
circumvent requirements for notification runs counter to the spirit of
the agreement and undermines its provisions.

 NATO, by contrast, regarded the increase in Russian snap exercis-

es as a breach of the spirit of the Vienna Document. This highlights
the need to consider the differences between NATO narratives and
national strategic interests, which in turn reinforces the importance
of messaging which is coherent and mutually supportive at the international level.

Readiness tests are often assessed as being a threat to national security, since they have precluded a number of past conflicts, most notably in Ukraine.1 In this case it is assessed that the exercises did not
pose a threat to Norwegian security interests, but rather they were part
of conventional geopolitics in the High North. While there seems to be
a discrepancy between Norway and NATO’s position on the exercises,
this ostensible discrepancy is itself part of the conventional balance of
power in the region.

 An effect does not necessarily have to be a change in behaviour, but

could also be the maintenance of the status quo, i.e. considering a high
level of military activity to be ‘normal’.

CONTEXT
 The High North. The ‘High North’ is of significant geostrategic
value to Russia; home to the Northern Fleets’ strategic nuclear submarines
and supporting base infrastructure. Beyond its immediate geostrategic
importance, the High North is rich in mineral, energy, and marine living
resources. In any conflict, it would be expected that Russia would defend
this region by deploying forces into northern parts of Norway, the Barents
Sea, and the Norwegian Sea.
 Increase in exercises. Russian snap exercises, also referred to
as readiness exercises, have increased in number since 2013, as part of
Russia’s military reform and modernisation plans, as well as the turn to
(and reintroduction of) power politics and great power competition. Russia
has previously used such exercises as a deception tool prior to the use of
offensive military operations.2
 Cooperation. The Vienna Document 3 is a Confidence and Security-Building Measure (CSBM) agreed upon with the OSCE in 1990, which
requires participating states to notify each other ahead of time about major
military activities such as exercises. According to a strict application of the
text, exercises carried out without prior notifications to the troops involved
are an exception to this rule.

Baltic Fleet repels simulated missile attack near Kaliningrad on 18 March 2015.
IMAGE – Ministry of Defense of the Russian Federation.

KEY ACTORS
Russian Ministry of Defence
Norwegian Ministry of Defence
Norwegian Parliamentary Foreign Relations and Defence Committee
Norwegian Intelligence Service
Norwegian Joint Headquarters

General Sergey Shoygu Russian Minister of Defence (since 2012)
Alexey Meshkov Russian Deputy Foreign Minister (2012 – 2017)
Colonel-General Vladimir Shamanov Commander Russian Airborne
Troops (2009 – 2016)
Ine Eriksen Søreide Norwegian Defence Minister (2013 – 2017)
Jens Stoltenberg NATO Secretary General (since 2014)
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NARRATIVES
Russian government

Norwegian government

NATO

 New challenges demand exercises, particularly of Russian strategic formations in the north.

 All nations periodically conduct military exercises, including readiness exercises.

 The purpose of this exercise is to test the
Northern Fleet’s readiness and capability to
protect Russian interests in the Arctic region.

 This exercise, although large, was within the
scope of what is considered normal, and thus
not considered a threat.

 These Russian snap exercises run counter
to the spirit of the Vienna Document, and are
a serious concern (exercises are discussed in
context with Russian aggression in Ukraine).6

 Russia is concerned about the number of
NATO exercises, particularly in the north-eastern region of Europe, which increase tensions
and destabilise the region.4

 Norway will register any deviation from what
is considered to be normal, although it does not
seem as though Russia should have provided
advance notification for this exercise.5

KEY EVENTS
9-18 Mar 2015

16-21 Mar 2015

19-20 Mar 2015

20 Mar – 1 Apr 2015

Norwegian exercise Joint Viking,
planned since 2013 and with 5,000
troops takes place in western
Finnmark.

Russian MoD announces start of snap exercises, initially
limited to the Northern Fleet and other units of the Western Military District. The combined size of the Russian
exercises grows to include 80,000 personnel, 12,000
pieces of heavy equipment, 65 warships and 220 aircraft.
Exercises expand to include the Eastern and Southern
Military Districts in the east (Sakhalin, Kurils) and west
(Kola, Arctic Isles, Kaliningrad, Crimea and Black Sea).

European Council Summit; leaders
align existing sanctions to implementation of Minsk agreements.

US Exercise Dragoon Ride, 120
vehicles and 500 personnel.

STRATEGIC LOGIC

MEASURES
DIPLOMATIC.

It is reasonable to assume that Russia factors the timing of Norwegian
and NATO exercises into their planning process ahead of snap exercises.
Hence, this exercise in particular can be understood as a response to exercises Joint Viking and Dragoon Ride – all of which are part of the continual
‘dialogue’ of exercises between actors. In addition to the obvious and immediate benefits of improving military capability, this particular readiness
exercise might have had other underlying strategic logics, such as also
being a domestic show of force to boost national pride, a part of Russia’s
strategic deterrence against what it sees as NATO aggression, or as a reminder to neighbouring states not to stray too far from Russian interests.
Exercises can also be part of an effort to normalise military activity at this
scale. At a time of discord between Russia and the West, the underlying
core logic could arguably be to demonstrate Russia’s determination not to
alter their course under Western pressure.

Strategic deterrence of NATO; typical power politics

(High North).

INFORMATION. Frequent updates about exercises after commencement; portrayal of exercise as a natural response to NATO behaviour.

MILITARY. Conducting a snap exercise to test readiness levels without

prior notification and expanding the scope of the exercise. Conducting exercises for which the would-be adversary can only be NATO and/or the US.

INTELLIGENCE. None, but it is reasonable to assume that they were
attentive to NATO nation responses during the exercises.

LEGAL. Taking advantage of the flexibility and room for interpretation in
the terms of the OSCE’s Vienna Document.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 High North as Norway’s most important strategic area of responsibility.7

 This snap exercise can be interpreted as a demonstration of Russia’s
ability to achieve dominance in the Kola Peninsula and environs, particularly against the type of force concentration demonstrated in exercise
Joint Viking.

 Maintenance of the international rule of law, institutions, regulations and
norms that regulate behaviour (e.g. Vienna Document).
 Predictability and consistency of relations with Russia, as well as further
cooperation with Russia based on common interests.

 Exercises might be perceived as threatening, because Russia has previously used exercises to shape the operational environment for offensive
operations against neighbouring states.

VULNERABILITIES

 Norway’s official position at the time was that the exercises posed no
direct threat to Norway.

 Asymmetry of Russian-Norwegian relations in terms of military capability, which is why Norway aims to make the High North an area of multilateral
cooperation.

EFFECTS

 This snap exercise did not force Norwegian authorities to deviate from
‘business as normal.’

 Unresolved border disputes in the High North, especially regarding the
delimitation of littoral states’ Exclusive Economic Zones (EEZs) and the
definition of extension of their continental shelves beyond the EEZs. Norway and Russia, however, reached an agreement on a maritime boundary
in the Barents Sea in 2010.

 An effect does not necessarily have to be a change in behaviour, but also
the maintenance of the status quo. Russian intent might simply have been
to normalise these kinds of snap exercises in the High North.
 Discrepancy between Norwegian reactions (exercises do not pose a
threat to national security) and NATO reactions (snap exercises as serious
concern and at odds with the spirit of the OSCE Vienna Document), as
NATO considers not only bilateral relations but overall regional trends.
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2.

TIME PERIOD:
2004 – present

THEMATIC AREA:
GONGOs, Academic groups

NATIONS INVOLVED:
People’s Republic of China;
involving 146 countries around the world

CONFUCIUS INSTITUTES
SUMMARY
a structural unit within a host university, and employ a system of double
directorship.

The Confucius Institutes (CIs) are non-profit educational institutions
funded by the Chinese government, with the stated purpose of promoting Chinese language and culture. They were brought forward as a
means to tell China’s story to the world, but also to demonstrate to the
domestic population how China is welcomed and respected globally.
Since the launch of the Confucius Institutes programme in 2004, the
large-scale initiative has been described as a Chinese ‘soft power’ success. The Confucius Institutes have secured a number of partnerships
with universities in 146 countries around the world, including in NATO
member states. In 2017, there were 525 Confucius Institutes at colleges
and universities, as well as 1,113 Confucius classrooms at primary and
secondary schools.

However, the motives behind this large-scale initiative and the procedures of installation in host countries have attracted criticism, in particular the lack of transparency concerning the university contracts,
hiring policies and financial aspects. Moreover, reports of self-censorship on sensitive political and historical topics (such as Tibet, Taiwan,
or the Tiananmen Square protests of 1989) by both Chinese teachers
and local university professors have raised concerns about intellectual
freedom. Several scandals in 2014 involving instances of censorship
cast light on the hard-line approach applied by the previous Director
General, and the tight control exerted by the CI’s governing body Hanban and the Chinese Ministry of Education. The controversy resulted
in the non-renewal of CI contracts in several universities in the US
and Europe and greatly contributed to the perception of CIs as an
instrument of Chinese influence.

The CI initiative resembles other cultural institutes like the United
Kingdom’s British Council or the German Goethe Institut in the ways
it provides language training and promotes culture (e.g. through cooking courses or calligraphy classes, and celebrating Chinese holidays).1
Unlike these other cultural associations, however, the CIs are set up as

KEY POINTS
 Institutions such as the CI should not be seen as inherently hostile –
public diplomacy remains a key component of increasing understanding and cooperation between nations. Concurrently, attention
should be paid to instances where national security interests might
be affected – such as audiences being exposed to a world view at
odds with democratic values. The Confucius Institutes should be
viewed as acting in accordance with the official Chinese position and
in line with larger Chinese strategies of soft power.
 The domestic goals of the Confucius Institutes are as important as
the effects desired through the use of public diplomacy to influence
foreign audiences. China’s government is trying to spin the ‘World Welcomes China’ narrative in order to legitimise its rule through the image
of acceptance and sympathy abroad.
 Such organisations must be treated solely as sources for language and cultural exchange; the lack of academic freedom precludes any claims to wider expertise. A stricter administrative and
financial division within the host universities should be applied in
order to ensure academic freedom. Sources of funding, as well as
underlying political objectives, should be made transparent to the
public, media and academia.

CONTEXT
 Worldwide presence. The first Confucius Institute was established in 2004 in Seoul, South Korea,2 although the first pilot project was
launched earlier that year in Tashkent, Uzbekistan.3 In the following 13
years, the number of CIs globally reached 525 Confucius Institutes at colleges and universities, as well as 1,113 Confucius classrooms at primary
and secondary schools in 146 countries (2017). 173 of the Institutes are
located in Europe and 110 in the United States of America.4

the work of the CIs in the US, the National Association of Scholars also recommended an immediate closure of all Confucius Institutes in 2017.6
 China and Soft Power. ‘Soft Power’, as defined by American
political scholar Joseph Nye in the late 1980s, “occurs when one country
gets other countries to want what it wants […] in contrast with the hard
or command power of ordering others to do what it wants.”7 President
Xi Jinping said in 2014 that “we should increase China’s soft power, give
a good Chinese narrative, and better communicate China’s message to
the world,” although it is unclear whether they refer to Nye’s concept of
soft power or have their own definition. China’s soft power tools include
infrastructure and aid programmes, but also more traditional tools like
educational exchanges and international media outlets, as well as the
Confucius Institutes. 8

 Calls for closure. Both the Canadian Association of University
Teachers and the American Association of University Professors (AAUP)
called for the closure of all Confucius Institutes, with the AAUP stating in
2013 that the CIs “function as an arm of the Chinese state” and “advance a
state agenda in the recruitment and control of academic staff, the choice of
curriculum, and in the restriction of debate.”5 In a 187-page report analysing

KEY ACTORS
Confucius Institute Headquarters (Hanban) a corporate body affiliated
to the Chinese Ministry of Education

Xu Lin former Director General of Hanban, left in 2014 after censorship
scandal
Ma Jianfei Secretary of the Party Committee of Hanban (Director General
level; the Director General position has been empty since the censorship
scandal)
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NARRATIVES
Chinese government

Critics of the Confucius Institutes

 ‘The world welcomes China’: Confucius Institutes are much welcomed
across the globe.
 Host institutions are the primary initiators in setting up the CIs.
 The CI initiative is the biggest international legacy of President Hu’s rule.

From various Western NGOs, think tanks, government officials and academics:
 Suspicion of CIs, ‘better-safe-than-sorry’ approach.
 Academic institutions can become too dependent on Hanban money,
which can lead to (self-)censorship on sensitive political issues, and thus
limit freedom of expression.
 By decreasing the outreach of competing narratives (e.g. from Taiwan,
Tibet), the CIs have the potential to influence public opinion in the long run.

KEY EVENTS
24 Nov 2004

Aug 2011

Jul 2013

Jul 2014

2014 – 2015

Dec 2017

First Confucius Institute is established in
Seoul, South Korea.

The total number
of CIs worldwide
9
reaches 353.

McMasters University, Canada, does not renew Hanban
contract after a Falun Gong
affiliated CI teacher calls
discrimination on religious
10
grounds.

Hanban Director General orders the removal of an advert
for a Taiwanese Foundation at
EACS conference. The censorship scandal triggers calls
for closing of CIs.

Several universities
in Europe and the US
decide not to renew
CI contracts.

The total number of
CIs worldwide reaches
525.

STRATEGIC LOGIC
In order to establish a Confucius Institute, Hanban requires the host institution to establish a partnership with an educational institution in China,
making it appear more as a local initiative than an organisation established
by an outside actor. Once the partner institution is approved by Hanban,
both organisations appoint a director of the soon-to-be established Confucius Institute, thus abiding by the principle of double directorship stipulated
by China. It is likely that the Chinese side initially viewed the cooperation

between the universities and the principle of double directorship as a
means of reassuring the partners abroad.11 Ironically, this policy resulted in
almost instant suspicion from the Western partners. Drawing on the image
of universities as the beacons of freedom of expression and academic
thought, the partner institutions may risk becoming a point of entry for
Chinese political agenda in the West.

MEASURES
DIPLOMATIC. The work of CIs is intertwined with that of the diplomatic corps, especially the Cultural Affairs Office. Almost every event organised by CIs (festivals, concerts, language competitions) is attended by
representatives from the Chinese Embassy at the Ambassador or Consul
General level. The establishment of a CI requires an official application
from the host institution: when the host institution is reluctant, the initiative
of the establishment is unofficially expressed by the Chinese side, lobbying for the institution to apply for CI status. In more strategic cases, the
Ministry makes use of diplomatic channels to convey the message that an
application for establishment coming from a local entity would be highly
appreciated.12

FINANCIAL. CIs typically receive a minimum of USD 100,000 in annual
support for programming.13 The CIs are obliged to report their annual projects and accounts to Hanban for approval. The CIs are jointly financed by
the Chinese Ministry of Education and the host university. Most of the CIs
are not self-sustainable.
INTELLIGENCE.

Speculation over industrial espionage have been
made in the US, and universities with cutting-edge technology were encouraged to exercise caution when cooperating with CIs. Hanban has
strongly denied this.

LEGAL. The degree of integration of the Confucius Institutes into the
everyday academic work of the universities is determined by contracts
signed between the involved institutions. In some cases, the legal framework gives the Institutes influence over academic goal-setting, potentially
endangering academic freedom.

INFORMATION.

Teaching and opportunity marketing (e.g. scholarships) contribute to the CI’s successful informational impact. The space
for China-related discussion is very narrow, as no meaningful exchange on
China’s interior or international problematic issues is allowed.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

 The asymmetry of resources invested by the CIs in the popularisation of
China’s official world view decreases the outreach of competing narratives
(e.g. those of Taiwan).
 Potential self-censorship on the side of the host university (e.g. in 2013,
Sydney University cancelled a lecture by the Dalai Lama, reportedly to
avoid damaging its ties with China, including funding for its CI).14

 Sovereignty of foreign policy and internal mechanisms making the foreign policy decisions.
 Integrity and consistency of internal public opinion of external actors
(countries).
 Integrity and consistency of academic thinking related to research on
China.

EFFECTS

VULNERABILITIES

 General aim of the popularisation of Chinese culture and especially Chinese language has been achieved, as CI courses reach hundreds of thousands of people worldwide.
 Increased visibility of China in host countries.
 Minimisation of the cultural impact of opposing organisations by monopolising the narrative on Chinese culture.
 Hanban is facing massive public relations challenges following suspicious attitudes towards CIs that have dominated both the Western media
as well as academia since the 2014 scandals.

 Academic institutions often face severe financial constraints. They will
therefore often welcome the generous funding from Hanban to provide
educational training they would otherwise not be able to offer.
 The policy of establishing a CI within an existing university and injecting
the funds and the management into the host university make the university
more vulnerable towards a Chinese political agenda.

THREATS

 The boundaries of what CIs should and should not promote in terms
of Chinese culture abroad are rigorously predetermined in operational
guidelines, and are politically non-neutral. The agenda of Hanban, if not
analysed critically, has the potential to influence the host country’s public
opinion on China’s sensitive political issues.
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3.

TIME PERIOD:
April – May 2007

THEMATIC AREA:
Cyber operations

NATIONS INVOLVED:
Estonia, Russian Federation

2007 CYBER ATTACKS ON ESTONIA
SUMMARY
In April and May 2007, Estonia was the target of a coordinated cyber
attack. Over a three-week period, government and parliamentary
portals, ministries, news outlets, internet service providers, major
banks, and small businesses were all targeted, predominantly by a
Distributed Denial of Service (DDoS). The cyber attack coincided with
the Estonian government’s decision to relocate the Soviet-era ‘Bronze
Soldier Memorial’ in Tallinn, which led to significant civil disturbance in
both Estonia and Russia.

to cooperate with the Estonian investigation in the aftermath of the attacks, which likely encouraged the perpetrators.
The attacks caused some disruption and economic cost to Estonia.
Perhaps more importantly, though, they exposed Estonia’s vulnerabilities, and demonstrated the potential of cyber attacks to cause far more
lasting damage if intended. However, the incident also demonstrated
Estonia’s capabilities and resilience in countering the cyber attacks.
Ultimately, the shock caused by the cyber attack led to a significant
strengthening of cyber defence capabilities, institutions and legislation
in Estonia, the European Union, and NATO.

Much of the malicious network traffic showed signs of political motivation and Russian-language origin. The Russian government denied any
involvement, blaming ‘patriotic’ pro-Russian groups and individuals.
However, the cyber attacks were accompanied by hostile political rhetoric by Russian officials, unfriendly economic measures, and a refusal

KEY POINTS
the Estonian government and EU and NATO allies, as well as to damage
the reputation of the Estonian government in the eyes of Estonia’s Russian-speaking population and global public opinion. The cyber attacks
almost certainly targeted the government’s ability to provide effective
and calming strategic communication to domestic and foreign audiences during the crisis.

 Ambiguity was a key feature of this cyber attack. As the attacks were
apparently carried out independently by individuals using their own
resources, any state sponsor responsible for orchestrating the attack
was able to disguise themselves and deny involvement. This underscores the requirement for governments to achieve political consensus
on attribution in a timely manner based on the available evidence and
be able to communicate this in a clear and understandable way to the
general public.

 In this case, as well as in similar cyber attacks on Lithuania (June
2008), Georgia (July/August 2008), and Kyrgyzstan (January 2009),1 cyber activity was integrated and synchronised with a wide spectrum of
other measures, such as economic or diplomatic pressure, with the
result of increasing strategic effects.

 In addition to the physical effect on infrastructure, cyber attacks have a
significant psychological dimension. In this case, attackers could have
inflicted significantly more damage within the cyber domain if desired,
but it was highly likely that a key objective was to test the responses of

CONTEXT
 Distributed Denial of Service (DDoS). DDoS attacks are one
of the most common forms of cyber attacks. The attacker will spread malicious software to vulnerable computers, e.g. through infected emails and
attachments, and so create a network of infected machines (called a botnet).
The attacker can then command the botnet to bombard a certain website
or online service with traffic, until the site crashes under the sheer load of
requests.2 DDoS attacks, by their nature, do not usually cause extensive or
even irrecoverable damage, but can cause considerable disruption.

 The Bronze Soldier Memorial. The Bronze Soldier is a controversial Soviet-era war memorial built at the site of a number of war graves.
For many Estonians, the memorial symbolises a time of occupation, deportation and grief. The government stated that moving the statue and the
remains from the centre of Tallinn to a cementary was more suitable and
would help societal unity.

KEY ACTORS
Ministry of Defence of Estonia
CERT-EE Estonia’s Computer Emergency Response Team
NATO

Toomas Hendrik Ilves President of Estonia (2006 – 2016)
Urmat Paet Minister of Foreign Affairs of Estonia (2005 – 2014)
Andrus Ansip Prime Minister of Estonia (2005 – 2014)
Vladimir Putin President of the Russian Federation (2000 – 2008, 2012 – present)
Sergei Ivanov First Deputy Prime Minister of the Russian Federation (2007 – 2008)
Sergey Lavrov Foreign Minister Russian Federation (since 2004)
Jaap de Hoop Scheffer NATO Secretary General (2004 – 2009)

NARRATIVES
Estonian government

NATO

Russian government

 The Bronze Soldier memorial is divisive due to different interpretations of history; its relocation to a cemetery will help national unity.
 The cyber attacks are a blatant attack not only on Estonia’s sovereignty, but also on the entire EU and NATO.3
 The Russian government is at least indirectly responsible for these
cyber attacks.4,5,6
 Estonia countered the attack very effectively.
 There is an urgent need to adapt and expand national and international law to address new threats such as cyber attacks.

 Cyber attacks are a serious security issue.7
 NATO is providing technical assistance and political
solidarity for Estonia.8

 The Estonian government’s decision to move
the Bronze Soldier memorial is disrespectful and
sacrilegious, and will have serious consequences for bilateral relations.9,10
 Claims that the Russian government orchestrated the cyber attacks are false.11 Independent
‘patriotic’ Russian groups and individuals were
involved in the cyber attacks.
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KEY EVENTS
10 Jan 2007
Government
announces plan
to relocate Bronze
Soldier Memorial.

26 – 27 Apr
Excavation works
begin around the
Bronze Soldier
Memorial. Peaceful
protests soon turn
into violent riots.

27 Apr

28 Apr

First wave of
Coordinated fightuncoordinated cyber
back effort of MoD toattacks on high-profile
gether with CERT-EE
websites begins
begins, supported by
(targeting major political other CERTs around
websites and media
Europe.
outlets).

4 May

9 May

19 May

Jan 2008

Second, more sophisticated and coordinated wave
of cyber attacks, this time
also targeting banks (esp.
Hansabank and SEB Eesti
12
Uhisbank).

Attacks peak on
Russian ‘Victory
Day.’

Cyber attacks
abruptly and
simultaneously
cease.

Estonia indicts
one of the responsible hackers.

STRATEGIC LOGIC
The attacks appeared to be spontaneous and self-organised, with ‘patriotic’ non-state actors claiming involvement. If the attack was indeed orchestrated by a state actor, the difficulty of attributing responsibility for
cyber attacks made it easy for a state actor to credibly deny involvement.
However, the synchronisation of the cyber operations with other strategically ambiguous measures, hostile statements by Russian officials, and the

Russian government’s lack of support for Estonia’s efforts to resolve the attacks indicate that this was very likely a coordinated act of hostility, and that
the cyber attacks – if not directed by the state – were at the very least not
discouraged. It is reasonable to assume that there was a strong focus on
how Estonia (and its partners) sought to manage a response to the attack.

MEASURES
DIPLOMATIC. Public statements by President Putin and other officials
harshly criticised Estonia’s plans to relocate a Soviet-era war memorial.
Protesters besieged Estonia’s Embassy in Moscow for a number of days.

FINANCIAL. Targeting banks and other financial institutions indicated
that attackers were aware of the vulnerability of e-services to DDoS disruption. The web-interfaces for internet-based services of the two biggest
banks in Estonia were offline for up to 90 minutes, and foreign money
transfers were temporarily unavailable.14

INFORMATION. By targeting media and many other websites, the cyber attack aimed to prevent Estonian citizens from obtaining information
(i.e. news, updates from the government, bank balance) in the way they
were accustomed. By interrupting, or making less reliable and instant, the
access to information, the attack targeted Estonia’s reputation as a digitally-advanced state.

INTELLIGENCE. It is reasonable to assume that intelligence gathering on vulnerabilities and specific target identification occurred, as the
attacks were disciplined in nature, and effects were restricted inasmuch
as they did not cause existential or irrevocable damage. Given the likely
involvement of organised criminal networks, the identification and clearance of these individuals, as well as monitoring and payment would have
required reliable intelligence activity.

MILITARY. There were no accompanying military exercises, movement
of forces, or provocative actions. Falling short of the threshold for invoking
Article V was likely a strategic imperative.

LEGAL. Ambiguity was a key characteristic of this attack. Although it
was clearly illegal under national and international law, the aftermath of
such an attack is almost impossible to prosecute given the difficulty of
identifying responsible individuals living in Russia – even if such evidence
were gathered, it would likely be inadmissible because of the way it was
obtained, and would reveal intelligence collection capability.

ECONOMIC. Increased friction at the Russian-Estonian border includ-

ed lengthening of border checks, the severing of rail links due to unscheduled ‘repairs’ and the cancellation of orders from Russian businesses. The
Russian First Deputy Prime Minister called on Russians to boycott Estonian
goods and services in response to the relocation of the monument.13

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Liberal democratic systems such as Estonia depend upon the free flow
of information.

 Use of hijacked resources, and criminal networks with smart command
and control. In the 2007 cyber attack, a combination of professional attackers and entry-level users of DDoS and other tools created a smokescreen.

 Actual and perceived political stability, good governance, and security.
Public confidence in the government, military and security structures.

 Exploitation of identity politics, different understandings of history, a
largely symbolic act to cause civic unrest.

 Estonia was, and is, one of the world’s most digitally connected societies,15 and is critically dependent on the internet and related services.

 Disrupted information flow, which threatened to have a psychological
effect on citizens and the confidence of businesses and investors.

 It is critical to national security to minimise the vulnerability of information
systems, and ensure the security of national databases and registries.16

EFFECTS

 Although the direct effects of the cyber attacks were contained, the
incident demonstrated the ability of hostile state actors to inflict asymmetric damage and disruption without needing to draw on conventional
and escalatory forms of force. The attack was first and foremost an act of
communication.

 Estonia’s reputation as a business-friendly state, where inner- and inter-state movement of funds is safe and reliable, is an important resource
for the country.
 National unity, minimisation of friction between different societal groups,
especially regarding the significant Russian-speaking community.

 Polls showed that public confidence in the government actually increased after the Bronze Soldier riots,18 although trust of Russian-speakers
in the government decreased and social divisions increased.

VULNERABILITIES

 Estonia’s highly developed information infrastructure simultaneously
made the country vulnerable to disruption from cyber attacks.

 Increased resilience, capability and capacity of Estonia (as well as other
states and international organisations such as NATO). Increased international cooperation over cyber defence.

 DDoS attacks, the predominant form of attack used here (although other attack types were employed as well), exploit the vulnerability of unprotected websites and web-enabled resources to succumb to the direction
of massive amounts of internet traffic. Automated and reactive measures
could have been put in place to prevent this vulnerability.

 Implementation of a national cyber security strategy 2008-2013.
Establishment of a ‘Cyber Defense League’ and the NATO Cooperative
Cyber Defence Centre of Excellence (both initiatives had been planned
before the attack, but gained new importance in the aftermath).19

 Around 330,000 of Estonia’s 1.3 million inhabitants are ethnic Russians,17
many more have Russian as their first language. The Russian Federation
has a history of manipulating this community to strategic benefit by promoting instability.
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4.

TIME PERIOD:
2001 – 2014

THEMATIC AREA:
Economic leverage

NATIONS INVOLVED:
Kyrgyzstan, United States (US),
Russian Federation

US TRANSIT CENTER AT MANAS
SUMMARY
In 2001, the US established an air base1 at Manas International Airport
in Kyrgyzstan as an air mobility hub to support Operation Enduring
Freedom – Afghanistan (OEF-A). This base was of strategic importance to the US and its allies, with responsibility for the aerial refuelling
of coalition aircraft, airlift of supplies and equipment, movement of
coalition personnel and building partnerships with the Kyrgyz population.2 Although the facility was costly, it provided much safer and
more reliable access to Afghanistan than the routes available through
Pakistan.
Kyrgyzstan received significant remuneration for the lease, securing
USD 318 million in direct investment, 3 as well as indirect financial and
non-financial benefits. Russia, however, increasingly pressured Kyrgyzstan to close to the Transit Center at Manas (TCM), wary of a longterm US military presence in the region. Russian offers of financial and
economic assistance were intertwined with verbal threats to restrict
US-Kyrgyz relations, especially concerning economic cooperation.

Russia also attempted to shift Kyrgyz public opinion against the US
facility, in particular through Russian media channels, which focused
extensively on accidents related to the base and frequently fabricated
or exaggerated negative aspects of the Transit Center.
Kyrgyzstan was thus caught in an apparent dilemma between US
and Russian assistance. For over a decade, the Kyrgyz government
balanced these opposing pressures with some success. Successive
Kyrgyz Presidents used the increasing Russian pressure and growing anti-American public opinion in Kyrgyzstan as bargaining chips in
their efforts to increase US payments. However, mostly as a result of
rampant corruption prevalent in the national government, Kyrgyzstan
failed to use this cash injection to minimise its economic vulnerabilities. Despite intense efforts by the US to keep the Transit Center open,
including a wide range of outreach efforts towards the Kyrgyz population, a parliamentary vote in 2013 ended the lease with the US government and the facility was closed in 2014.

KEY POINTS
 While the Russian Federation used primarily economic instruments
as leverage, this was integrated with diplomatic and informational
measures. Identifying and countering any potential threat requires the
ability to assess adversarial activity across the full spectrum of military
and non-military means.
 Economically vulnerable states should pursue long-term strategies
that minimise their economic vulnerabilities or be prepared to accept
risk concerning their national security interests. Earning “easy cash”
without further positive implications can escalate into further economic
and political dependence on external powers.
 It is likely that public opinion was a significant factor in the political
decision to close the base. If a country is assessed to be vulnerable to
outside influence, every effort should be made to identify and understand those key target audiences which hold the balance on domestic
consent for government policy.
Photo by Staff Sgt, Travis Edwards, U.S. Air Force/Released

CONTEXT
 Kyrgyzstan. Like all former Soviet territories, Kyrgyzstan was subject
to Soviet policies of collectivisation, Russification, and economic integration with the wider USSR. These policies left a legacy of Russian language
and by extension, consumption of Russian-language mass media, as well
as close political and economic links with Russia. Kyrgyzstan is one of the
poorest countries in the region. The state has been heavily dependent on
Russia, although Chinese economic influence has been growing in recent
years.

 Financial Aspects. The Kyrgyz government negotiated with the
US to increase payments from the agreed figure of USD 2 million to USD
17.4 million in 2006, rising to USD 60 million annually from 2009.5 The airport also collected a fee of USD 7,000 for every take-off and landing, and
all of the fuel was purchased locally. The US provided assistance to Kyrgyzstan, such as infrastructure improvements, economic development,
and counter-terrorism initiatives.6 Overall, the Transit Center at Manas contributed about USD 40 million per year to the Kyrgyz economy from its first
year, and employed around 500 Kyrgyz nationals.7

 The Transit Center at Manas. The Transit Center was located
at the Manas International Airport, a civilian installation situated 20km
north of the capital, Bishkek. The US base shared the airport’s 4,200-metre
runway. On average, 1,200 to 3,500 coalition troops passed through Manas
every day, and between 6 and 13 million pounds of cargo passed through
the base every single month.4

 Corruption surrounding the TCM. Most of the US payments
were syphoned off by the regime, flowing to private companies with close
links to the Kyrgyz government, and never reached the Kyrgyz population.
Technically, these contracts did not violate any US laws or procedures,8
but the lack of transparency in these financial transactions had a significant
impact on domestic political discourse.

KEY ACTORS
Russian Ministry of Foreign
Affairs
US Department of Defense
US Department of State

Askar Akayev President of Kyrgyzstan (1991 – 2005)
Kurmanbek Bakiyev President of Kyrgyzstan (2005 – 2010)
Almazbek Atambayev President of Kyrgyzstan (2011 – 2017)
Vladimir Putin President of Russian Federation (2000-2008, 2012-present), Prime Minister (1999 – 2000, 2008 – 2012)
Dmitry Medvedev President of Russian Federation (2008 – 2012), Prime Minister (since 2012)
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NARRATIVES
Kyrgyz government

Russian government

US government

 Kyrgyzstan receives substantive economic advantages from allowing the US to use the
Manas facilities (since 2001).
 The US needs to provide more economic incentives if it wants to continue using the Manas
facility (since 2006).
 Kyrgyzstan needs Russia politically and economically; therefore Russia’s interests have to
be respected (since 2011).
 There is no requirement for US troops to be
at a civilian airport just outside the capital (since
2011).

 The base at Manas is destabilising regional
security.
 Kyrgyzstan needs to choose between the US
and Russia. Economic cooperation with Russia
will far outperform closer cooperation with the
US.
 The US has hidden and hostile intentions with
the facility.

 The TCM is crucial for the US and its mission
in Afghanistan.
 The TCM has no negative impact on Kyrgyzstan, but actually contributes to regional
stability.
 Kyrgyzstan receives meaningful economic aid
in exchange for allowing the use of the Manas
facilities.

KEY EVENTS
12 Dec 2001

23 Oct 2003

14 Jul 2006

3 Feb 2009

13 May 2009

Kyrgyz parliament
agrees that the US
can use Manas
International Airport
to establish TCM for
Operation Enduring
Freedom.

Russia’s Kant Air
Base in Kyrgyzstan
opens.

US lease is renewed.
Annual price raised
from USD 2 million
to USD 17.4 million,
plus USD 150 million
9
assistance.

While in Moscow, Kyrgyz President Bakiyev
announces intention
to close TCM. Russia
promises Kyrgyzstan
USD 2 billion of credit
assistance and USD
150 million of financial
10
assistance.

Kyrgyzstan and US
sign new agreement,
annual lease is raised
to USD 60 million,
along with pledge
of USD 36.6 million
investment in the
11
airport.

30 Oct 2011
Almazbek Atambayev is elected
President; he pledges to close TCM
when US lease runs
out in 2014.

3 Jun 2014
TCM closes.

STRATEGIC LOGIC
Russia used a number of measures to pressure Kyrgyzstan to close the US
base at Manas. It employed both carrots and sticks – financial and economic assistance combined with hostile rhetoric – to further its interests,

especially concerning economic cooperation. Russia also attempted to
influence Kyrgyz public opinion against the US base through Russian-language media.

MEASURES
DIPLOMATIC.

reports of possible Russian cyber attacks against Kyrgyzstan,14 but linkage
to the TCM is not proven.

Kyrgyzstan announced significant decisions regarding
the TCM preceding or following visits of Russian officials or during visits to
Russia. Russian officials publicly criticised Kyrgyz decisions that contradicted Russian positions.

MILITARY. In 2003, Russia established its own air base (Kant) in Kyrgyzstan, likely as a symbolic counterbalance to the US base.

INFORMATION.

Russian state and private media are widespread in
Kyrgyzstan. The closure of the TCM was a popular topic amongst Russian-language media, much more so than in the Kyrgyz media.12 Russian
and Russian-language media often fabricated or exaggerated negative aspects of the US Manas facility, emphasising accidents, the negative impact
on the environment, and focused on rumours surrounding fuel dumping,
US espionage, and drug-trafficking from Afghanistan via Manas.13 One
incident, in particular, was widely reported by Russian media: in 2006, a
local truck driver was fatally shot at an entry control point by a US serviceman, which caused outrage among the population. In 2009, there were also

ECONOMIC/FINANCIAL.

Economic and financial instruments
were primary elements of Russian influence. Kyrgyz decisions relating to a
possible closure of the TCM were preceded or succeeded by announcements of Russian assistance (in 2009, Russia agreed to provide a USD 2
billion credit and financial aid worth USD 150 million,15 and in 2012 Russia
agreed to write off Kyrgyzstan’s debt of USD 489 million16). Russia also
pressured Kyrgyzstan to join the Eurasian Economic Union (EEU), which
would compensate for the loss of US financial aid and further integrate
Kyrgyzstan into a Russian-centred economic space.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Consolidation of democracy and the values associated with it.
 Peace and security in the country and the surrounding region.
 Economic sovereignty, economic sustainability and development.
 Sovereignty of the information space.

 Risk of democratic backsliding.
 Closure of the Russian market to Kyrgyz companies and individuals; reduction or halting of economic and financial assistance from Russia; further dependence on Russia.
 Influencing of public opinion through misinformation (either deliberate or
due to lack of journalistic standards).

VULNERABILITIES

 Corruption of political elites, which also affected the money flows surrounding the TCM.
 Regional instability, terrorist activity in the wider region.
 Weak national economy, economic dependence on Russia (close links in
trade, investment, ownership of assets, and workplaces for Kyrgyz expats).
 Poor journalistic standards; strong presence of Russian-language mass
media in Kyrgyzstan, which might decrease the reach of alternative points
of view.

EFFECTS

 Democratic backsliding: Kyrgyzstan’s participation in the War on Terror
provided international legitimacy, and the international community noticeably muted human rights concerns.17
 Despite extensive outreach efforts to the local population by the Mission
Support Group at Manas, Kyrgyz public opinion gradually tilted against the
TCM over the years (likely resulting from dissatisfaction over corruption,
negative reporting on the TCM, and the context of deteriorating US-Russian relations).
 Increased bargaining power of Kyrgyz government vis-à-vis the US due
to pressure from Russia and domestic public.
 Cooling of US-Kyrgyz relations after the closure of the TCM; Kyrgyzstan
has since re-approached Russia, which partly compensated Kyrgyzstan
for the loss of US payments.
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5.

TIME PERIOD:
Ongoing, particular focus on 2011 – 2014

THEMATIC AREA:
Religious groups; Political actors

NATIONS INVOLVED:
Kingdom of Saudi Arabia (KSA), Egypt

THE SPREAD OF SALAFISM IN EGYPT
SUMMARY
channels, reaching people more easily than local mosques and organisations, and the work of Salafi charities, which reached millions
of poor Egyptians by providing them with essential services such as
food, healthcare and literacy classes. Although KSA support of these
media outlets and charities was not originally perceived as a national
security threat by authorities, the Egyptian government started to take
measures to control foreign funding from 2008 onwards.

The Kingdom of Saudi Arabia (KSA) has supported Salafi charities,
websites and media channels as well as the Salafi Nour Party in Egypt.
This support has taken various forms, ranging from ideological guidance to material assistance. Money is believed to come mainly from
members of the Saudi royal family, businesspeople, or religious leaders
via Muslim charities, rather than through official state channels.1,2 The
KSA likely pursues two main goals in promoting a sympathetic religious
ideology in its neighbouring country – firstly, countering the Muslim
Brotherhood, which it perceives to be a domestic and regional threat,
and secondly, influencing Egypt’s internal debates and political processes. This dynamic should be seen in the broader context of EgyptKSA relations, as well as the interconnectedness of political power
struggles and religious movements in the region.

After the revolution, the previously apolitical Salafi movement developed a political arm, the Nour Party, which was surprisingly successful in the country’s first democratic elections, coming second after the
Muslim Brotherhood’s party. Accusations of covert funding from the
KSA have been frequent (although not yet backed by hard evidence),
and the Nour Party has openly supported or pushed for policies favourable to the KSA (e.g. handover of two Egyptian Red Sea Islands to the
KSA; position on Syria).

In the years before the revolution in 2011, the spread of Salafism in
Egyptian society was greatly facilitated by a number of Salafi TV

KEY POINTS
 Tracking money flows presents a significant challenge since donations often come from private individuals, and Egypt suffers from a severe lack of transparency and widespread corruption.

 Existing divisions in society are a vulnerability which can be readily
exploited by malign influence. In the case of Egypt, widespread poverty and youth unemployment have provided a key target audience for
KSA-sponsored Salafi ideologues. Their vulnerability to Salafi jihadism
also provides a national security threat to Egypt.

 Foreign funding is not always perceived as a threat. Foreign funding
debates in Egypt usually revolve around western funding, rather than
funding from the Gulf.

CONTEXT
 Egypt-KSA relations. For much of the latter half of the 20th century, Egypt and the KSA have had a close relationship; this was mainly due
to the fact that Egypt relied on the KSA for security, political and economic
support, while the KSA have counted on Egypt as a strong and experienced
military force to counter what they perceive to be an expansionist Iran.3 The
KSA supported President Mubarak until he was deposed in 2011. Bilateral
relations took a downturn after the Muslim Brotherhood came to power in
Egypt, and the Saudi government allegedly gave General Sisi USD 1 billion
to overthrow the Morsi government.4

 Salafism in Egypt. Contemporary Salafism originated in Egypt in
the late 19th century as an intellectual movement aiming to rediscover a
purer and more literalist interpretation of Islam which adherents believe the
early Muslims practised.5 Salafism has many similarities to Saudi Arabian
Wahhabism. Salafism in Egypt draws its support mainly from the poor.6
Some estimates indicate that Salafis control around 4,000 mosques in
Egypt (3.5 per cent of all mosques) and have over three million followers
(3.2 per cent of Egypt’s population).7 Salafis are often described as an apolitical, “quietist” movement8 – unlike the Muslim Brotherhood, which has
strong political aspirations – which may be a key reason why the Egyptian
government tolerated Salafism for a long time to counter the influence of
the Muslim Brotherhood.9

KEY ACTORS

Salafi Call Egypt’s largest Salafi society
Nour Party the ‘Party of Light’; political party founded by Salafi Call after the 2011
revolution
Muslim Brotherhood transnational Sunni Islamist organisation
Egyptian Ministry of Awqaf in charge of religious endowments, has administrative
control of Egyptian mosques and regulates religious discourse through state-approved
imams and sermons

Hosni Mubarak President of Egypt (1981-2011)
Mohamed Morsi President of Egypt (2012-2013)
President Abdel Fattah al-Sisi President of Egypt (since
2014)
Abdullah bin Abdulaziz Al Saud King of Saudi Arabia (20052015)

NARRATIVES
Major Egyptian Salafi
groups
 Promotion of ultra-conservative
positions, but renouncement of
violence.
 Denying receiving financial support from Gulf states.
 Call for non-participation in the
2011 protests during the ‘Arab
Spring’.

Salafi Nour Party

Egyptian government

KSA government

 Frequent support of KSA-friendly policies (even when these contradict Egyptian policies).
 More recently, maintaining that
Sisi’s government is conducting
a hostile media campaign against
the Nour Party.

 Foreign funding of political parties is illegal and undermines national security.
 The KSA is hardly mentioned in
the context of foreign funding; discussions usually revolve around
western funding.
 Promotion of moderate Islam,
especially the teachings of Al
Azhar University.
 Wariness of ultraconservative
Salafi teachings.

 Support for the coup that removed Mohamed Morsi from
power; antipathy towards Muslim
Brotherhood.
 Denial of government funding for
Egyptian Salafis.
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KEY EVENTS
2005

2006

Muslim
Brotherhood
(MB) wins 20
per cent in
parliamentary
elections.

Government
grants licenses
to air to Salafi
TV channels,
likely to counter
10
MB influence.

25 Jan
2011

11 Feb
2011

5 Jun
2011

Nov 2011 –
Jan 2012

3 Jul
2013

Sep – Nov
2013

Oct – Dec
2015

Egyptian
Uprising
begins; ‘Salafi
Call’ society
discourages its
followers from
taking part in
protests.

Mubarak steps
down. Many new
media companies
and satellite
channels (many
of them Salafi) are
founded in the
following months.

Salafi Nour
Party is officially
licensed.

Parliamentary
elections, MB’s
party wins 47.2 per
cent, Nour Party
wins 24.3 per cent.
Both enter into an
uneasy ‘marriage
of convenience’.

The MB’s Morsi
is deposed in
a coup led by
General Sisi;
the Nour Party
supports the
coup.

The Nour Party
unsuccessfully tries to
preserve Islamic
references in
the Egyptian
constitution.

Parliamentary elections, Nour Party wins
only 11 seats and
accuses government
of arresting its members and conducting
a hostile media
campaign

STRATEGIC LOGIC
The KSA’s likely aim of promoting Salafi ideology in Egypt and other countries is “to consolidate their political and ideological influence by establishing a network of supporters capable of defending the kingdom’s strategic and economic interests.”11 Another motivating factor for promoting
Salafism might also be the KSA government’s fear of the growing strength
of the Muslim Brotherhood, which it perceives as both a domestic and regional threat and which is supported by Qatar, as well as regional rivalry
with Iran. Egypt’s Salafis have taken up many of the tactics of the Muslim

Brotherhood to spread their ideology, by building public trust and support
through providing basic services such as food and education to the poor.
The rural poor have been the main constituency of the Salafi Nour Party,
which promotes many KSA-friendly policies. Money rarely flows via official
government channels, but mostly comes from Salafi charities and private
individuals residing in the KSA, usually in the form of “zakat” (alms to the
poor, one of the five pillars of Islam).

MEASURES
INFORMATION.

MILITARY/INTELLIGENCE.

Egyptian Salafi groups benefit from a combination
of educational, scholarly, and ideological support from the KSA. A large
amount of free Wahhabi literature is distributed in mosques and other public institutions.12 Adnan al Khtiry, a well-known KSA cleric, gave a speech
in Egypt in 2011 in which he urged Egyptian voters to support the Nour
Party and other Islamist candidates.13 Satellite channels have become very
popular and effective in spreading Salafism, featuring prominent preachers
that often reach a celebrity-like status. Many of these Salafi-themed TV
channels are believed to receive private funding from Gulf states, or are
owned by Saudi investors.14,15

Some Salafi Jihadist groups
re-emerging in the Sinai Peninsular since 2011 have been accused of receiving financial support from the KSA’s intelligence service and certain
Wahhabi charities.16

ECONOMIC/FINANCIAL. ‘Salafi Call’, the Nour Party’s parent organisation, is believed to be the biggest Egyptian recipient of funds from
the KSA, and it is estimated that 30 per cent of these funds were/are transferred to the Nour Party to win political votes.17,18 While direct financial ties
have not been proven, there are many recorded instances of unusually high
spending by the Nour Party (in particular during election campaigns) which
have given rise to that suspicion. Many Egyptian Salafi NGOs and charities,
which provide essential social services and education to the population,
receive funding from Gulf countries, especially the KSA.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

 Over-reliance on Gulf money. Easy cash allows the government to put off
highly necessary but painful reforms. Economic dependency has also been
used as leverage by the KSA on several recent occasions (e.g. territorial
bargaining in 2017: planned handover of two Egyptian Red Sea Islands to
the KSA in exchange for aid and investment).20

 Political self-determination, independent political processes free from
foreign interference.
 Domestic security, especially since one of President Sisi’s main sources
of legitimacy lies on his pledge to eradicate terrorism.
 Economic development and stability, which President Sisi is attempting
to achieve through some reforms.
 Economic independence and energy security.
 Cohesion and unity between different societal groups.

EFFECTS

 Growing popularity of Salafism in Egypt, presumably achieved in part
thanks to the work of Salafi charities, and the wide reach of Salafi TV channels and websites.
 Development of political Salafism after the 2011 revolution. The astounding success of the newly formed Nour Party in the first free elections is
likely due to hidden sources of funding which allowed it to compete in almost every district with significant resources. The Nour Party’s declining
influence since then can be attributed to internal fighting and splits within
in the party, and President Sisi’s efforts to keep the party at arm’s length.
 Gradual and visible increase in religious conservatism over the last
twenty years in Egypt, as well as increased sectarian violence.21
 Growing awareness of the Egyptian government of the threat posed by
Salafi extremism. Counter-efforts include the promotion of more moderate
alternatives, closure of some Salafi TV channels, investigations of NGOs
over foreign funding, and removal of certain Salafi books from Egyptian
mosques.

VULNERABILITIES

 High unemployment rate and lack of opportunities, especially for young
people. Over a quarter of Egyptians live under USD 2 per day.19 Poverty and
unemployment are fertile ground for religious extremism.
 Crippled economy since the Arab Spring, which makes Egypt more vulnerable to outside influence, and KSA offers of support become more attractive.
 Shortage of foreign exchange (not least due to loss of tourism income
due to instability).
 High levels of corruption and a lack of political will to fight it (many Egyptians believe that Salafi political parties would be less corrupt).
 Rapid population growth (but decrease of resources and arable land).

THREATS

 Growth of Salafi and other militant jihadi groups (terrorist attacks have
steadily grown in numbers and have become more sophisticated).
 Regional instability, especially in neighbouring Libya and Sudan. Arms
smuggling across the Libyan border.
 Growing sectarianism: extremist Salafi ideology contributes to growing
divisions in society and encourages anti-Shia and anti-Coptic sentiments.
 Foreign sponsoring of a political party is a threat to any country’s independent decision-making process.
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6.

TIME PERIOD:
June – July 2015

THEMATIC AREA:
Media

NATIONS INVOLVED:
Sweden, Russian Federation

DISINFORMATION IN SWEDEN
SUMMARY
The report used statements from the County Governor of Gotland
and a well-known military commentator, but removed context, and
mistranslated and distorted their remarks. Sputnik did not quote the
original source but instead referred to third-party sources in different
languages. Although Sputnik’s low readership figures suggest that this
article had no wider effect in itself, the incident provides an excellent
example of the systematic means by which Swedish domestic media
debates are used as part of wider influence strategies by pro-Russian
actors.

In June 2015, a Swedish government proposition for a new National
Defence Policy triggered a nation-wide debate about rebuilding Sweden’s ‘total defence’ capacity and the remilitarisation of the strategically important island of Gotland. During this domestic debate, a report by
a US think tank, the Center for European Policy Analysis (CEPA), also
stimulated pro-NATO discourse, claiming that Sweden was not able to
defend itself against a qualified opponent without NATO support.
Joining the debate, Sputnik published the English-language news article “Sweden Getting Ready to Fire Missiles at Russian Troops from
Gotland Island”, suggesting that Sweden intended to attack Russia.

KEY POINTS
 The laundering of information describes the technique of taking
original source material and ‘laundering’ it through intermediaries to
obscure their origins. Typical methods include the deliberate mistranslation of key statements and the removal of context. Misquoting is commonplace in news media, but in this case, it is almost certain that the
distortion of the source was not a product of an editorial process, but a
deliberate attempt to deceive and part of a systematic effort to further
polarise Swedish debates on national security.
 Through framing and agenda setting, single incidents of disinformation can be used to influence a country’s public debate about national
security and should be understood within the longer-term development
of strategic narratives.
 In this case, officials repeated many lines that – in the context of
systematic disinformation activities – were open to exploitation by hostile actors. Minor changes to original quotes are enough to alter their
meaning significantly. This underlines the need for training across government to improve awareness of information-based threats and develop media presentation skills at the lowest levels of national authorities.

CONTEXT
 Sweden and NATO. Although Sweden is not a NATO member, it
actively cooperates in peace and security operations and exercises with
NATO and NATO nations. Discussions about formal membership regularly
resurface and are heavily polarised in public debate. In 2014, public support for membership increased to almost 50 per cent,1 likely in response to
Russian aggression in Ukraine.

 Gotland. The island of Gotland occupies a strategically important location along shipping lanes from St. Petersburg, Helsinki, Tallinn, Riga and
Stockholm to Copenhagen and the North Sea. In June 2015, the Swedish
government announced that a permanent battle group would be based at
Gotland beginning in 2018.
 Pro-Kremlin media. Sputnik is a media organisation established
in 2014 by the Russian government-controlled news agency Rossiya Segodnya and operates in over 30 languages. It is widely considered to be
a major source of systematic disinformation.2 The Swedish language site
was launched in April 2015 and closed in March 2016. Stories are often
re-writes of existing material from major bureaus and other national news
outlets, with alternative narratives drawn from right-wing sources.3

 Swedish defence policy 2016–2020. The government’s
proposition 2014/15:19 on defence measures was approved by the Swedish parliament with a majority of 75 per cent on 16 June 2015. The proposal
outlined a series of measures aimed to strengthen Sweden’s defence –
alongside political, diplomatic, and economic tools under the rubric “total
defence” – against a perceived threat from Russia. It includes an increase
in defence expenditure of 10.2 billion SEK (around USD 1.3 billion).

KEY ACTORS
Swedish Ministry of Defence

Peter Hultqvist Swedish Minister for Defence (2014 – present)

Sputnik News

Cecilia Schelin Seidegård County Governor of Gotland (2010 – present)

Center for European Policy Analysis (CEPA) a
non-profit think tank dedicated to the study of Central
and Eastern Europe; partly funded by NATO

Peter Mattsson Lecturer at the Swedish Defence University; one of the foremost commentators for the Swedish press on Russian military
Viktor Tatarintsev Russian Ambassador to Sweden (2014 – present)
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NARRATIVES
Swedish government

CEPA

Russian government

 Russia is a potential threat to Sweden, but
should not be exaggerated.

 US involvement is vital for regional security in
the Baltic Sea.

 There is an irrational fear of Russia in
Sweden; key communicators in Sweden are
aggressive and warmongering.

 NATO membership is a multifaceted issue.

 Russian military activity in the Baltic Sea is a
security threat.

 Swedish defence of Gotland is important for
regional security in the Baltic Sea.

 Allied defence of Gotland is vital for regional
security in the Baltic Sea.

 The US is demonising Russia to encourage
Swedish NATO membership.
 Sweden’s increased defence spending is
destabilising the Baltic Sea.

KEY EVENTS
16 Jun 2015

24 Jun 2015

28 Jun 2015

30 Jun 2015

15 Jul 2015

16 Jul 2015

Swedish Parliament
approves total
defence measures
policy.

CEPA publishes
report on Baltic
security, claiming
that Russian military
exercises had
included scenarios
for the seizure of
Gotland. This report
stimulates public
debate in Sweden.

Governor of Gotland is
quoted in Expressen:
“It’s very necessary
to have a permanent
defence here. We need
people on the ground
prepared for a possible
invasion.”

Governor of Gotland
speaks on a panel
at Almedalen: “We
usually say that we
are an aircraft carrier.
You can launch a
war [on mainland
Sweden] from
Gotland.”

Sverige Radio quotes
Governor of Gotland
(articles in Russian and
German): Gotland “could be
used as an aircraft carrier
in the middle of the Baltic
Sea, which could be used
by Russia during a possible
invasion of the Baltics.”
Summary of article appears
in Russian news agency
Regnum.

Sputnik (in French):
“Swedish Official: The
Island of Gotland is
Well-Placed to Bomb
Russia.”

17 Jul 2015
Governor of
Gotland issues
clarification of
her comments.

Sputnik (in English):
“Sweden Getting
Ready to Fire
Missiles at Russian
Troops from
Gotland Island.”

STRATEGIC LOGIC
The technique used in this case study of disinformation is the laundering
of information. This describes a process similar to money laundering – the
process of legitimising dirty money by obscuring its illegal origins –
adapted to the information environment. In this case, the process is
reversed, by taking information and laundering it through intermediaries
to deliberately distort the original meaning. These intermediaries cite
authentic sources but do so with minor changes to the text and by

removing the original context and meaning. Sputnik then refers to these
intermediaries as its sources for the falsified quote. The result is a “dirty”
quote that has been “laundered” via intermediaries to appear legitimate.
Fake news and disinformation sources may also be legitimised through
this process and the Sputnik article should be seen as part of a broad
range of disinformation techniques.

MEASURES
DIPLOMATIC. Russian politicians and diplomats frequently intervene
in Swedish domestic affairs regarding NATO and Baltic Sea security.4
The Russian President and Foreign Minister have openly warned Sweden
against NATO membership.5

MILITARY. Russia has a long history of violating Swedish airspace and

waters. This has contributed to an increased sense of threat to national security that places public concerns about Russia at only a marginally lower
level than the threat from international terrorism.7

INFORMATION. Sputnik is one example of how disinformation is used
with the aim of undermining Swedish society and weakening confidence in
public and private sector institutions.6

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Effective Swedish defence, outlined the government’s proposition
2014/15:19, which emphasises the concept of “total defence” to stress
the necessity of collaboration between military and civilian defence,
with a particular focus on the roles of government agencies and local
government.

 Skewing of debates also threatens to lead to stronger social divisions
regarding polarised topics.

 Public debates surrounding political decision-making on defence matters. In this case, the debates concern the level of threat from Russia, Sweden’s relationship with NATO, the level of funding of the Swedish military,
and the relationship between Gotland and the Swedish mainland.

 Hostile influence on domestic political debates by spreading
disinformation (here: through mistranslation and removing statements
from their original context) by news sources like Sputnik. This is especially
concerning when debates surround issues of national security.

EFFECTS

 Increased government and public awareness of the threat posed to
national security by Russian information warfare. Many initiatives related
to countering disinformation and fake news, bursting filter bubbles, and
source criticism have been launched in Sweden or have been supported
by Swedish actors.

VULNERABILITIES

 Open and democratic debate can also turn into a weakness when actors deliberately seek to leverage pre-existing ideological divisions (e.g.
sentiments regarding immigration or NATO) to suit other ends. Polarised
domestic debates are fertile ground for foreign influence.

 This specific Sputnik article discussed here does not seem to have
had any effect in influencing debates or decisions (except for potentially
reinforcing certain minority opinions). CEPA’s report was far more effective in setting the agenda for Swedish discussions on NATO membership
by increasing public awareness. Sputnik lifted a narrative that may fit
with conspiracy theories about Swedish aggression against Russia and
re-militarisation.

 The territorial vulnerability of Gotland and the debate about remilitarising
the island is exploited in the Sputnik article discussed here.
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7.

TIME PERIOD:
2008 – 2014

THEMATIC AREA:
Lawfare

NATIONS INVOLVED:
Israel, Palestine

HAMAS’ USE OF HUMAN
SHIELDS IN GAZA
SUMMARY

KEY POINTS

Hamas, an Islamist militant group and the de facto governing authority
of the Gaza Strip, has been using ‘human shields’ both defensively
and offensively in conflicts with Israel since 2007. According to the
Statute of the International Criminal Court (ICC), the war crime of using
human shields encompasses “utilizing the presence of a civilian or
other protected person to render certain points, areas, or military
forces immune from military operations.”1 Hamas has launched
rockets, positioned military-related infrastructure-hubs and routes,
and engaged the Israeli Defense Forces (IDF) from, or in proximity to,
residential and commercial areas.

 The use of human shields can be considered an example of ‘lawfare’ –
i.e. the use of the legal system against an enemy by damaging or delegitimising them, tying up their time or winning a public relations victory.4
 Even if a targeted strike may be justifiable from a legal perspective,
first impressions frame the narrative. Public opinion tends to be influenced more by images depicting the suffering of innocent civilians than
by well-thought-out legal arguments.
 National governments should be able to justify their position publicly and reveal their adversary’s use of civilians in combat. This can
only be accomplished by thoroughly documenting incidents, preparing
supportive messages, and working across multiple channels to convey
those messages.

The strategic logic of human shields is based on an awareness of
Israel’s desire to minimise collateral damage, and of Western public
opinion’s sensitivity towards civilian casualties. If the IDF uses lethal
force and causes an increase in civilian casualties, Hamas can utilise
that as a legal instrument, accusing Israel of committing war crimes,
which could result in the imposition of a wide array of sanctions.
Alternatively, if the IDF limits its use of military force in Gaza to avoid
collateral damage, Hamas will be less vulnerable to Israeli attacks.
Moreover, despite the Israeli public’s high level of support for the
Israeli political and military leadership during operations, civilian
casualties are one of the friction points between Israeli left-wing and
right-wing supporters.

 Priority should be given to information activities aimed at the very
civilians who are used as human shields, in order to undermine the
adversary and convince civilians to actively or passively refuse to serve
as human shields. Such activities need to be coherent and consistent
and coordinated.

Israel’s efforts to avoid civilian casualties have been multifaceted: the
IDF imposed restrictions on the use of force in the vicinity of civilians
and focussed on precision airpower to reduce the risk of collateral
damage. Moreover, the IDF has taken to warning residents to evacuate
prior to an impending air strike (by dropping leaflets, phoning residents,
or firing missiles without explosive warheads onto the roof), although in
doing so they lose the element of surprise, and Hamas frequently used
the warning to encourage civilians to gather at the targeted site. As part
of a wide range of legal safeguards within the IDF’s operational chain of
command, the IDF’s international law unit (the “Dabla”) has to approve
each target to ensure compliance with international law.2 Moreover, the
IDF has taken pains to explain their targeted strikes to both internal
and external audiences, in particular via social media.3 Nevertheless,
Israel has not managed to dominate the narrative, with many international organisations and foreign governments accusing Israel of using
disproportionate force.

IMAGE – SHUTTERSTOCK

CONTEXT
 Use of human shields. Hamas is not the only militant organisation using human shields – it was in fact inspired by Hezbollah’s strategy in Lebanon.5 Other Palestinian organisations such as the Islamic Jihad
Movement in Palestine, the Popular Resistance Committees (PRC), or the
Humanitarian Relief Foundation (IHH) have also resorted to human shields.
Even the IDF have used human shields in the past; however this practice

was declared unlawful by the Israeli Supreme Court, and several officers
were court-martialled for applying the technique.6 Typical uses of human
shields include launching attacks from densely populated civilian areas,
locating military infrastructures in civilian areas, or protecting terrorists’
houses and military facilities.

KEY ACTORS
Ismail Haniyeh former Prime Minister of the Palestinian National Authority,
current head of Hamas Political Bureau in Gaza, has frequently encouraged
Palestinians to act as human shields (e.g. to climb to the roofs of houses
targeted by the IDF)
Khaled Mashal head of Hamas Political Bureau (1996 – 2017)

Hamas Palestinian fundamentalist Sunni organisation that has been designated by the US, the EU and other countries as a terrorist group
Israeli Defense Forces (IDF)
Israel Security Agency (Shabak / Shin Bet) monitors terrorist activity in
the Gaza Strip and the West Bank
Israel Ministry of Foreign Affairs
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NARRATIVES
Hamas

Israeli government

 Israel commits war crimes and is indiscriminately killing Palestinian civilians.
 The Palestinian people support Hamas unconditionally, even if that
means risking their lives.7
 It is the Palestinian people’s religious and national duty to serve as human shields, in order to serve the resistance and support its cause.8
 Israel’s early warning messages before an airstrike are psychological
warfare.9

 Israel uses military force to protect its citizens in light of Hamas’ aggression. It only targets Hamas’ military facilities and militants.10
 Civilian casualties are caused by Hamas’ use of human shields to protect
its assets. Israel actively engages in all possible efforts to avoid harming
civilians, including alerting them before strikes.11 The IDF often cancels
planned strikes when there is a risk to civilians.
 The Palestinian population in the Gaza Strip is subjected to Hamas’ terror and does not support the movement’s use of human shields.12

KEY EVENTS
2007
Hamas takes full
control of the Gaza
Strip.

27 Dec 2008 –
18 Jan 2009

15 Sep
2009

Mar
2012

14 – 21 Nov
2012

8 Jul – 26 Aug
2014

Gaza War (Operation Cast
Lead), armed conflict
between Palestinians in the
Gaza Strip and Israel. Over
1,000 deaths. Surge in the
use of human shields by
Hamas.

UN Fact Finding Mission on
the Gaza Conflict publishes
‘Goldstone Report’, accusing
both IDF and Palestinian mili13
tants of war crimes. Israeli
government accuses report
of bias.

Operation Returning
Echo, a five-day IDF
operation in the Gaza
Strip, consisting largely
of targeted air strikes.

Operation Pillar of Defense,
an eight-day IDF operation
in the Gaza Strip. IDF kills
key Hamas militant leaders
and destroys weapons and
bases.

Israel-Gaza Conflict (Operation Protective Edge),
Israeli military operation in
the Gaza Strip. Over 2,000
deaths.

STRATEGIC LOGIC
The dense, heavily populated Gaza Strip provides the ideal setting for a terrorist and paramilitary organisation. The region consists of a variety of populated areas both organised and unorganised, temporary and permanent,
aboveground and under the surface. Those areas, comprising of cities and
refugee camps (which are even more densely populated), enhance the defender’s advantage. Hamas’ defensive and offensive strategies are based

on leveraging these advantages in combat with the IDF, inspired by Hezbollah’s strategy in Lebanon.14 The objective of this strategy is to maximise the
IDF’s casualties while protecting Hamas’ forces and infrastructure from the
IDF’s military supremacy. This strategy accepts the possibility of civilian
casualties, and even leverages these for internal and external propaganda.

MEASURES
DIPLOMATIC. Incidents of civilian casualties are recorded by Hamas,
and the (frequently manipulated) footage disseminated across a wide array of
media channels (esp. social media, satellite TV channels).15 During the fighting itself, Hamas’ aims its communications efforts mainly at the local Palestinian population to build resilience; post-conflict communications are aimed
primarily at the international community to cause reputational damage to Israel and limit its strategic choices by controlling the narrative. The use of human shields is aimed at earning points in the global arena, by delegitimising
Israel’s use of force, creating continuous pressure through international institutions (e.g. UN and EU) and NGOs, and promoting sanctions and prosecution
by international tribunals. Since the international community does not recognise Hamas as the political representative of the Palestinian people, its diplomatic activities are usually carried out by third-party states and pro-Palestinian organisations (e.g. presenting ‘proof’ of alleged war crimes).

ECONOMIC. Hamas uses the damage caused to civilians and civilian
infrastructure as a justification to raise funds from its donor nations (e.g.
Qatar, Turkey) and other allies. Hamas also uses (and pays) civilians to
dig tunnels, which are a primary source of revenue, commodities, arms
and fighters for Hamas, and conceals their entry points beneath civilian
buildings.16
LEGAL. Hamas aspires to exploit Israel’s commitment to normative and
explicitly defined international law. Using human shields provides Hamas
with a win-win scenario: if the IDF uses kinetic force and the number of
civilian casualties surges, Hamas can accuse the IDF of committing war
crimes; if the IDF limits its use of force to avoid collateral damage, Hamas
will be less susceptible to Israeli attacks. Hamas operates effective mechanisms to gather any potentially incriminating information that could prove
that the IDF committed war crimes in Gaza. Once evidence is gathered,
Palestinian supporters (usually lawyers) will file complaints against Israel
in courts of European nations. Hamas skilfully manages to prolong reputational losses for Israel through the time it takes to have cases heard and
adjudicated to their advantage.

MILITARY. Use of primary military force from within densely populated

areas (e.g. launching of rockets and mortar shells), from which Hamas conducts operations while blending in with the local population (e.g. wearing
civilian clothing). Hamas thus responds to the IDF’s military and technological supremacy by creating an asymmetric equation, leveraging terrain
advantages and using civilian populations to protect their military assets.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Effective defence of Israeli territory and the lives of its citizens.
 International reputation as a country that abides by international law.
 Good relationships with Israel’s allies.
 Unity within Israeli society during and after military operations.

 Human shields limit the IDF’s ability to effectively combat Hamas with
their technological and military supremacy. The launching of attacks from
heavily populated areas also makes critical Israeli infrastructure more vulnerable to rockets and mortar shells.
 Increased divisions within Israeli society over civilian casualties.
 Increased tension between Israel and its allies over excessive force.

VULNERABILITIES

 From a purely military perspective, Israel’s commitment to international
law limits its ability to freely terminate the threats posed by Hamas.
 Civilian casualties are one of the friction points within Israeli society: although the Israeli public generally supports its political and military leadership during operations, left-wing groups will usually question the outcomes
of the operations.
 Dependency on international support as a cornerstone of Israel’s foreign
policy.

EFFECTS

 Over the years, Israel’s public image has suffered tremendously due to reports and images of civilian casualties. Hamas efforts in controlling the narrative have been successful. Almost every large-scale conflict in the Gaza
Strip resulted in an international investigation committee, usually led by the
UN, to examine whether IDF operations were lawful. Even Israel’s closest
allies (e.g. UK, Germany, France) have widely criticised Israel’s actions.
 The IDF put certain limitations on the use of force17 and developed more
accurate means to strike individuals and infrastructure. It has also taken to
warn civilians residing in the proximity that an attack is approaching, thus
allowing civilians to evacuate, but limiting the effect of a surprise attack.18
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8.

TIME PERIOD:
September – November 2010

THEMATIC AREA:
Economic leverage,
Territorial violation

NATIONS INVOLVED:
People’s Republic of China (China); Japan;
Republic of China (Taiwan); United States (US)

THE 2010 SENKAKU CRISIS
SUMMARY
rhetorical threats, the encouragement of popular protests across China, and the arrest of four Japanese nationals in China for allegedly
photographing military targets. All these measures were implemented
with various degrees of ambiguity. Short-term, China wanted to force
Japan to release the detained trawler captain; long-term, China wanted
to demonstrate its ability to use a potent economic instrument as deterrent and as coercive measure or for punishment.
The Japanese government came under strong domestic criticism for
the way it dealt with the crisis, in particular for releasing the Chinese
captain after several weeks without indicting him. Citizens took to the
street to protest both China’s behaviour and the “weakness” of the
Japanese government. Video footage proving the deliberate nature of
the boat ramming was not released to the wider public, likely out of fear
of further diplomatic clashes with Beijing.1 The footage was eventually
leaked online and led to increased criticism of the Japanese government for keeping details of the incident from the public.

The Senkaku Islands are a group of five uninhabited islands and three
islets located in the East China Sea. They are under the administrative
control of Japan, but are also claimed by China and Taiwan. The Senkaku Islands are of great economic value due to rich fishing grounds and
significant oil and gas deposits in the surrounding exclusive economic
zone (EEZ). The islands are also of great geostrategic value, facilitating
control over the East China Sea.
In September 2010, a Chinese fishing trawler refused Japanese Coast
Guard (JCG) requests to leave Senkaku territorial waters. After a standoff, the trawler rammed two JCG vessels and after a 40 minute chase,
the JCG boarded the Chinese trawler and arrested the 15 man crew
and captain. The captain was later tried under Japanese domestic law.
In response, China drastically curbed its rare earth elements (REE)
exports to Japan, whose high-tech oriented economy is very dependent on Chinese REE imports. These hostile economic measures were
accompanied by a number of other escalatory measures, including

KEY POINTS
 This was an example of a small incident which escalated into an in-

 In response to such flexible and adaptive StratCom approaches, na-

ternational diplomatic crisis. While it is highly unlikely that the Chinese
fishing trawler was acting under direct command of Beijing, the incident
was still readily exploited for strategic gain.
 Adversarial measures relied heavily on ambiguity. The two key aspects included the informal nature of the embargo on REE and the involvement of a non-state actor (civilian fishing vessel) as catalyst for
the conflict.

tions should focus on the consistency and coherence of government
messaging, rather than trying to decipher deliberately ambiguous statements and actions.
 Analysing the 2010 Senkaku crisis from the perspective of 2017, it
very much resembles an initial engagement used to test the opponent’s
defences and potential international reaction. The political tensions between China and Japan resurged in 2012 and remain elevated, with the
islands as one focal point of the confrontation.

CONTEXT
 The role of the US in the dispute. The US-Japan Treaty of
Mutual Cooperation and Security (TMCS) provides a legal framework for
stationing of US military bases in Japan, and commits both parties to assist
each other in case either of them is attacked on Japanese territory. However, the Senkaku Islands are only covered implicitly in treaty, and the US
does not formally take sides in the Senkaku dispute. In August, just before
the crisis, Japanese media reported unverified sources claiming that the
Obama administration was unwilling to include the Senkaku Islands under
the protection of the TMCS, which prompted speculation in Japan about the
strength of US security guarantees.2

reach the islands by sea have sometimes reignited bilateral tensions; Tokyo committed to a “deport-not-detain” policy. In the months prior to the
September 2010 crisis, violations by illegal fishing increased considerably.
 Rare Earth Elements (REE). REEs, a set of 17 chemical elements, are a critical component in the production of a wide range of technologically advanced civilian and military products. Since the early 2000s,
production has been dominated by China: in 2009, Japan depended on
China for around 90 per cent of its REE needs.3 From the mid-2000s, China
began to impose production and export quotas on the domestic REE industry, citing environmental concerns. In July 2010, the amount of planned
REE exports for H2 2010 was slashed by 72 per cent compared to the same
period in the previous year.

 EEZ violations. Japan treated past territorial violations by illegal
fishing in the exclusive economic zone of the islands as a criminal matter
rather than a political issue. Occasional stunts by anti-Japan activists to

KEY ACTORS
Wen Jiabao Premier of China (2003 – 2013)
Naoto Kan Prime Minister of Japan (2010 – 2011)
Seiji Maehara Foreign Minister of Japan (2010 – 2011)
Wu Den-yih Premier of Taiwan (2009 – 2012)
Barack Obama President of the United States (2009 – 2017)
Hillary Clinton Secretary of State of the United States (2009 – 2013)
Robert M. Gates Defense Secretary of the United States (2006 – 2011)

Ministry of Foreign Affairs of China
Baodiao Movement A social movement in China, Hong Kong and Taiwan
that defends Chinese sovereignty over the Diaoyu/Senkaku islands
Ministry of Foreign Affairs of Japan
Japanese Coast Guard (JCG)
Ministry of Foreign Affairs of Taiwan
US Department of State

NARRATIVES
Chinese politicians and state-controlled media
(unified front)

Taiwanese government

 Criticism of Japan’s actions in the Senkaku/Diaoyu area; calling for
de-escalation and calm approach.
 Assertion of Taiwan’s claims to the islands as part of greater Chinese
territory, while also distancing Taiwan’s diplomatic position from that of
China.

 Japan’s actions are illegal and unreasonable.
 The Senkaku Islands are rightfully China’s.
 China has not imposed any REE embargo.
 Both parties should be careful not to escalate this situation; Japan and
China need each other and should work together to compromise.

US government

Japanese political elite
(divided, criticised each other)

 Proposing US as potential mediator; bilateral talks to solve the dispute.
 No public confirmation of US obligation to defend the Senkakus under
TMCS, but reaffirmation of general support for Japan.

 Reaffirmation of Japan’s right to the Senkaku Islands; fervent anti-Chinese rhetoric.
 Underlining the necessity to prevent escalation and find a solution.
 Criticism of Naoto Kan’s handling of the crisis, “national humiliation.”
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KEY EVENTS
7 Sep 2010

7-14 Sep

8-18 Sep

11 Sep

19 Sep

20 Sep

21 Sep

24 Sep

2 Oct

29 Nov

Chinese fishing
trawler rams two
Japanese Coast
Guard vessels.
JCG detains
captain and
crew.

Japanese
Ambassador
is summoned
6 times to
meet highlevel Chinese
officials.

Anti-Japanese protests
across China (Beijing
Shanghai,
Hong Kong).

China suspends
talks with Japan
on joint exploration of gas and
oil resources in
East China Sea.

China suspends ministerial and provincial-level
contacts with
Japan.

4 Japanese
nationals are
arrested in China
for allegedly trespassing military
zone and taking
photos.

China unofficially
restricts
shipments of
unprocessed REE
exports to Japan
(e.g. salts, oxides,
metals).

Japan
releases
Captain
Zhan
Qixiong.

Large protests
across Japan
against the
gov’s handling
of crisis
and China’s
behaviour.

REE shipments
to Japan are
fully restored.

STRATEGIC LOGIC
China’s behaviour was characterised by a significant degree of escalation
both vertically (the severity of measures) and horizontally (the number and
diversity of measures).
China’s actions were highly ambiguous. As the captain of the civilian fishing
trawler was reportedly drunk4 at the time of the incident, the Japanese were
unable to attribute political responsibility to China for the incident, nor prove
that the action was a result of a planned hostile political action conducted

by a proxy. The detention of four Japanese individuals was arranged so that
there was no direct evidence of a connection with the detention of the Chinese captain. The disruption of REE shipments to Japan was also highly ambiguous, as it was (a) officially denied by Beijing, (b) a manipulation of the work
pattern of the customs officials, (c) introduced in circumstances conducive to
supply disruption (i.e. post drastic reduction of REE export quotas).

MEASURES
DIPLOMATIC. Frequent summoning of the Japanese Ambassador by
the Chinese MFA. Suspension of bilateral contacts on ministerial and provincial level. Tolerance of anti/Japanese protests across China.

strictive measures). Variety of threats to Japanese economic interests (including calls for boycotts of Japanese products and for the disruption of
Japanese business operations in China through blockades or even vandalism of Japanese-owned assets).6 Suspension of several bilateral economic initiatives (including joint exploration of natural resources in East China
Sea). Transport of equipment to offshore platforms located in disputed part
of the EEZ in the East China Sea.7

INFORMATION.

Coordinated anti-Japan campaign by Chinese
state-controlled media.

MILITARY. No use of conventional military capabilities, but use of par-

INTELLIGENCE. Given the extensive links between the China state se-

amilitary units (vessels belonging to the Fisheries Law Enforcement Command) to challenge Japanese control over Senkakus. Vessels reached contiguous zone, but did not violate territorial waters.

curity apparatus and various Chinese nationalist groups, it is likely that Beijing played an instrumental role in supporting and organising anti-Japanese
protests in Hong Kong and Taiwan, in particular the Baodiao movement.8

ECONOMIC.

Restriction of REE export quotas (2 months before the
crisis, Beijing announced a massive reduction of REE export quotas for H2
2010 by 72 per cent compared to H2 2009, which created a fragile situation
for Japanese importers). Disruption of REE shipments to Japan from 21
September5 (Chinese customs officials refused to process new orders and
prevented dockers from loading shipments which were already processed;
Chinese authorities repeatedly denied having imposed any additional re-

LEGAL. Detention of four Japanese nationals on 20 September for allegedly trespassing into a military zone (the dubious nature of the charges
and the coincidence with Japan’s 19 September decision to extend the arrest of the Chinese captain indicate that this was a component of Beijing’s
countermeasures).

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

 Coverage of Senkaku Islands by the Japan-US security treaty (TMCS).
 Enforcement of effective control around the Senkaku Islands, demonstrating Tokyo’s de facto ownership. Ensuring desired geostrategic position of Japan in the East China Sea.
 Stability of the high-tech manufacturing sector.
 Maintenance of public order and cohesion of Japanese society.
 Maintaining credibility of the official narrative regarding the Senkaku Islands (“Senkakus are legally part of Japanese territory,” “no territorial disputes exist,” “Japan is capable of effectively enforcing control over area”).

 Demonstration of Tokyo’s lack of effective control over the area by increased number of incursions and maritime confrontations. Tolerance of
Chinese incursions might result in Beijing establishing a quasi-permanent
presence of para-military units of fishermen militias and coast guard.
 Formation of a unified anti-Japanese front between China and Taiwan
over Senkaku Islands.
 Disruption of Japan’s high-tech manufacturing sector.
 Drainage of gas reserves from the disputed EEZ in the East China Sea.
 Mishandling of the crisis might create a political precedent, negatively
affecting Japan’s position in its other territorial disputes.

VULNERABILITIES

EFFECTS

 Weakened domestic position of PM Kan and the ruling DPJ party (barely
survived leadership challenge in August). Presence of militant pacifist and
nationalist factions in Japanese society, both groups could be exploited by
a potential adversary to impose political cost on the Japanese government.
 Trilateral and asymmetric nature of the territorial claims (Japan’s claims
are contested by both China and Taiwan; anti-Japanese sentiment could
bring China and Taiwan closer together).
 Deterioration of US-Japanese relations following the DPJ’s victory in the
2009 elections: DPJ had demanded more equal relations with US. Ambiguity surrounding US commitment to defend Senkaku Islands.
 Anti-Japanese sentiment in the region due to Japan’s WWII history. Significant constraints on use of military force (i.e. Article 9 of Japanese Constitution). Lack of permanent military or administrative infrastructure on the
islands. Private ownership of three out of five Senkaku Islands, which may
prevent Tokyo from exercising optimal level of control.
 Significant economic reliance on China.9 High and quasi-structural dependence on Chinese supply of REE.

 Transformation of the Senkaku issue into a domestic political problem
that severely weakened the government (PM Naoto Kan eventually resigned in 2011). The Senkaku Islands became an emotionally-loaded issue
for the Japanese public. The 2010 crisis set a chain of events in motion
which led to the 2012 Senkaku crisis (which was much more severe than
the 2010 crisis).
 Significant deterioration of China-Japanese relations. Strengthening of
nationalist anti-Chinese sentiment in Japanese society.10
 Short-term disruption of the Japanese manufacturing sector due to REE
shortage. Massive short-term global REE price increase, followed by a
medium-term decrease. Implementation of a variety of REE supply diversifications strategies (e.g. increased REE recycling, seeking alternative
sources of supply and substitutes, developing further strategic reserves).
However, China managed to maintain its position as dominant REE supplier to Japan. Relocation of REE processing operations of several large
Japanese companies to China, to limit the risk of supply disruptions.
 Domestic and international press coverage of the Japanese government
during crisis was more negative than positive. The vague rationale of releasing the Chinese captain was perceived as sign of political inconsistence or even diplomatic incompetence.

THREATS

 The Japanese government was put in a delicate position where potential
(real or perceived) under- or over-reaction would likely provoke a domestic
political crisis. Social unrest due to perceived weakness of government.
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9.

TIME PERIOD:
1990 – 2008

THEMATIC AREA:
Lawfare

NATIONS INVOLVED:
Georgia, Russian Federation

HUMANITARIAN AID IN THE RUSSOGEORGIAN CONFLICT
SUMMARY
between the laws surrounding territorial sovereignty and the imperative
to provide effective relief to civilians.
In the larger context of the Russo-Georgian conflict, Russia’s provision of humanitarian assistance played merely a secondary or indirect
role, since other measures adopted by Russia (e.g. ‘passportisation’,
economic assistance, arms supplies and eventually full military intervention) presented a direct and far more severe challenge to Georgia’s
national security. However, humanitarian assistance was of great
diplomatic and information value, as it enabled Russia to portray itself
as a neutral actor motivated by considerations of civilian protection.
The humanitarian activities were also used to strengthen the political
and social ties between Russia and the Abkhaz and South Ossetian
populations and to weaken their allegiance to the Georgian state.
Russia’s ‘humanitarian’ activities demonstrated Georgia’s incapability to prevent Russian intervention in its domestic affairs and physical
territory, as well as its inability to assert its authority over Abkhazia
and South Ossetia.

During the Russo-Georgian conflict of 2008, the Russian Federation
used ‘humanitarian’ assets in support of the separatist populations
of Abkhazia and South Ossetia, two regions of Georgia which both
declared independence in the early 1990s. The Russian government
provided “significant quantities of food, water, medications, water
purification facilities, diesel power plants, tents and other material
resources,”1 and set up refugee camps. On 11 and 12 August 2008,
two large convoys were sent to South Ossetia’s capital, transporting,
amongst other things, “two mobile field hospitals […], 58 tons of food
supplies, 31 power generating stations, potable water and more than
200 rescue workers.”2
The Russian government used what it termed ‘humanitarian assistance’ as an instrument to pursue broader policy goals that were not
humanitarian in nature. Moscow relied on relief efforts and the language of humanitarianism to present itself as a neutral and impartial
actor and to justify its continued support for the residents and de facto
authorities of Abkhazia and South Ossetia, despite Georgian protests
against its continued involvement. Russia thus exploited the tensions

KEY POINTS
 The instrumental use of law is not limited to armed conflict but also
occurs in peacetime. The term ‘lawfare’ may be too narrow, if applied
to describe the (mis)use of law as a substitute for conventional military
means, to capture the instrumental use of legal arguments outside of
armed conflict and the military context.

designed to promote a narrative of legality and legitimacy, rather than
to make a compelling legal case.
 Western nations and institutions should conceptualise law as a domain to counter the use of legal instruments when used in a hostile
manner. This would also foster a more dynamic approach to the use of
law and legal argument to counter hybrid threats.

 There is a close link between legality and legitimacy, and between
legal justifications and broader strategic narratives. Legal arguments
can serve both as a source of legitimacy and as a tool to delegitimise an
adversary. In the Georgian scenario, Russia used the law in an instrumental manner as part of a broader narrative, and its arguments were

CONTEXT
 Secessionist regions in Georgia. Georgia gained independence from the USSR in 1991, although it immediately faced armed secessionist movements in the regions of South Ossetia and Abkhazia, which
were actively supported by Russia. Particularly since the so-called Rose
Revolution in November 2003 led to a pro-Western political environment
in Georgia, Russian support of the secessionist regions is widely understood to be motivated by geopolitical considerations aimed at countering
Western influence. The Russian Federation has a long history of providing
humanitarian aid and assistance to the separatist regions, stretching back
to the conflicts of the early 1990s.

Russian intervention on 8 August and to active hostilities in the Abkhaz
zone from 9 August. Armed conflict between Georgia and Russia lasted
until 12 August. Approximately 850 people were killed and up to 3,000
wounded;3 around 138,000 people were internally displaced.
 International legal framework of humanitarian assistance. The international community has not developed a single over-

arching legal regiment to regulate the provision of humanitarian aid and
assistance in a comprehensive manner. Different legal rules and considerations apply in times of peace and under the law of armed conflict. In the
absence of armed conflict, the legal regulation of humanitarian assistance
is caught between two competing imperatives: respect for the sovereignty
of the affected state and the need to provide effective relief to the civilian population. A key question is whether or not humanitarian assistance
falls foul of the principle of non-intervention in the absence of the territorial
state’s prior consent.

 The 2008 conflict. From 2004 to 2008, relations between Georgia
and the two separatist regions deteriorated sharply, as did Russo-Georgian relations. Violence intensified in the first half of 2008, followed by mutual accusations of preparations for war. Large-scale hostilities broke out
between the Georgian and South Ossetian sides on 7 August, leading to

KEY ACTORS
United Nations Security Council
EMERCOM Russia’s Ministry for Civil Defence, Emergencies and
Elimination of Consequences of Natural Disasters

Dmitry Medvedev President Russian Federation (2008 – 2012)
Sergey Lavrov Foreign Minister Russian Federation (since 2004)
Vyacheslav Kovalenko Russian Ambassador to Georgia (2006 – 2008)
Vitaly Churkin Russian Permanent Representative to the UN (2006 – 2017)
Mikheil Saakashvili President of Georgia (2008 – 2013)
Irakli Alasania Ambassador of Georgia to the UN (2006 – 2008)
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NARRATIVES
Russian government

 Russia is acting for humanitarian reasons as
an impartial and neutral actor.
 Georgia is an aggressor in this conflict and
Russia is acting in self-defence. Russia is acting
in conformity with international law, Georgia is
not.4

Georgian government

 Russia is an aggressor in this conflict and is
violating international law.
 Russia’s humanitarian motives and its claim to
be an impartial actor are false.5
 Russia’s core justification for intervention – a
commitment to protect Russian citizens living in
Georgia – are a pretext for other strategic aims.
 Russia is striving for de facto absorption of
South Ossetia and Abkhazia.

Western states and IOs

 Russia is failing to respect Georgia’s political
independence and territorial integrity and is violating international law.6
 Rejection of Russia’s claim that it was acting
in and against Georgia for humanitarian reasons
or in the capacity as an impartial facilitator.7

KEY EVENTS
Dec 1990 –
Jun 1992
Armed conflict between
Georgian government
and separatists, after
South Ossetia declares
itself an independent republic within the USSR.
Ends with Sochi agreement and peacekeeping
operations.

Aug 1992 –
Sep 1993

Jun
2004

Jun
2005

Armed conflict
Russia
The mayor of
between Georgian
delivers
Moscow sends
government and Abk- humanitari- a humanitarian
hazian separatists, af- an aid at the convoy to South
ter Abkhazia declares
request of
Ossetia.
its secession. Ends
the South
with ceasefire and CIS
Ossetian
peacekeeping force.
authorities.

Nov
2006

7 Aug
2008

8 Aug
2008

Referendum in South
Ossetia reaffirming
independence from
Georgia (backed by
99 per cent of voters).
Russia begins granting
Russian citizenship to
South Ossetians.

Georgian
forces attack
South Ossetia’s
capital.

Russia launches a largescale invasion
of Georgia.

11 Aug
2008

12 Aug
2008

First Russian
Second
humanitarian
Russian
convoy reaches humanitarian
South Ossetia. convoy reaches South Ossetia. Russia
and Georgia
agree to a
cease-fire.

STRATEGIC LOGIC
effective manner.9 However, several indicators suggest that Russia’s humanitarian efforts were not motivated exclusively by humanitarian concerns, but
fed into its diplomatic and legal justification for military intervention. Humanitarian assistance thus enabled Russia to create a narrative of impartiality
and preoccupation with civilian protection, reinforcing its claim to be acting
in self-defence and in accordance with an international mandate.

Russian humanitarian assistance to Abkhazia and South Ossetia reinforced
its image as a neutral arbiter both domestically and internationally, and reinforced its standing among the Abkhaz and South Ossetian populations. The
scale of Russian aid indicates it was not simply a token gesture. Many aid
agencies, including UNICEF,8 credited EMERCOM with responding to the
urgent needs of the South Ossetian population quickly and in a reasonably

MEASURES
DIPLOMATIC/INFORMATION. Russia’s Permanent Representa-

ECONOMIC. Russia has long played a vital role in the economic sustainability of Georgia’s breakaway regions. In April 2008, President Putin
ordered the strengthening of trade, economic, social and cultural ties with
the authorities in Abkhazia and South Ossetia.

tive to the UN claimed that Russia’s actions against Georgia were necessitated both by the dangers faced by Russian citizens as well as by the
need “to provide humanitarian assistance to refugees and other innocent
civilians in desperate situations.”10 This narrative of purely humanitarian
assistance was somewhat undermined by actions that cannot be seen as
humanitarian, such as Russia’s deployment of railway troops as part of its
assistance to the Abkhaz authorities.11 Russia’s broader narrative of protecting Russian nationals living in Georgia and of self-defence are reflected
in Russia’s citizen and passport policy, which enabled the majority of Abkhaz and South Ossetian residents to become Russian nationals en masse
through a simplified procedure.12 The protection of nationals and the provision of humanitarian assistance thus formed mutually reinforcing strands.

LEGAL. Russia employed legal arguments to support its actions in
Georgia, including to justify humanitarian assistance. It repeatedly acted
without the full consent of Georgia when providing aid to the secessionist
regions. Russia thus exploited the tensions between the laws surrounding
territorial sovereignty and the imperative to provide effective relief to civilians. The dividing line between the instrumental use and abuse of law is
narrow; moreover, the law of belligerent occupation, to the extent that it applies to Russia, compelled Moscow to carry out humanitarian relief action.

MILITARY.

Following the outbreak of hostilities in 2008, Russia deployed several thousands of regular forces into Georgia. Nothing suggests
that Russia abused humanitarian aid to obtain a military advantage.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Excerpt from Georgia’s National Security Concept (2006): “Infringed
territorial integrity, that is, the existence of uncontrolled territories within
Georgian borders, hampers Georgia’s transformation into a full democracy. Therefore, reintegration of the state and restoration of the rule of law on
the whole territory of Georgia is one of the top priorities of the national security policy. The state reintegration policy envisages participation of Abkhazia and the former Autonomous District of South Ossetia in developing
the constitutional order of Georgia.”13

 Strengthening of political and social ties between Russia and the separatist regions at the expense of weakened allegiance to the Georgian state.
 Undermining of Georgia’s international standing by demonstrating its inability to prevent Russian interference in its internal affairs.
 Worsening of Georgia’s relationship with Russia by increasing tension
and carrying the risk for violent confrontation.
 Legitimisation of Russia’s actions in the eyes of third parties.

EFFECTS

VULNERABILITIES

 Moscow’s humanitarian actions demonstrated Georgia’s incapability to
prevent Russian intervention and its inability to assert its authority in the
secessionist regions.
 Before 2008, the Georgian government responded to similar humanitarian activities by issuing official protest, or taking practical action (e.g.
subjecting a Russian convoy to customs procedures in 2004).
 In 2008, Georgia did not take any action to stop Russian humanitarian
relief efforts, but continued to call Russia’s narrative of humanitarianism and
neutrality into question. Georgian efforts seem at least to have convinced
third parties, such as Western nations, which questioned Russia’s narrative.

 The unresolved political status of Abkhazia and South Ossetia, and especially the fact that Georgia never established its full authority over these
regions, rendered Georgia particularly vulnerable to Russia’s actions.
 The Georgian government could not stop Russia from providing humanitarian aid without running the risk of escalation, or playing into the hands
of Russia by strengthening Russian narratives.
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10.

TIME PERIOD:
2004 – Present

THEMATIC AREA:
Exploitation of ethnic
or cultural identities

NATIONS INVOLVED:
People’s Republic of China (China);
Republic of China (Taiwan)

CHINESE PUBLIC DIPLOMACY IN
TAIWAN
SUMMARY
through exchange programmes, workshops and expositions, providing
economic and legal incentives making it easier for the Taiwanese public
to invest or work in the Mainland, encouraging your people to study
in the Mainland (for example through subsidised housing), as well as
various efforts at influencing Taiwanese media.

The People’s Republic of China’s ‘One China’ principle – which sees
Taiwan as an integral part of China – is a fundamental part of its foreign
policy. China makes its ‘One China’ principle a non-negotiable aspect
of its relations with other countries, part of a campaign to isolate Taiwan diplomatically in an attempt to force the Taipei government to negotiate. The aim of reunification with Taiwan is included in the Communist Party of China’s 2049 ‘National Rejuvenation’ centenary goals.1,2

In recent years, Taiwanese opinion polls indicate the results of these
efforts have been mixed.3,4 While Chinese efforts do not seem to have
increased public support for reunification or curbed Taiwan’s growing
sense of national identity, this should be viewed within the context of
China’s broader presence on the international stage, its increasing
economic and military might; ambitions to ‘rejuvenate and reunify the
great Chinese nation’; and continued refusal to rule out the rule of force
to achieve reunification.

In parallel to a number of more coercive measures (including employing
diplomatic pressure and economic leverage), China pursues its ‘One
China’ policy through public diplomacy – the means of engaging with
foreign publics in service of the national interest – in an attempt to persuade the Taiwanese public of the benefits of ‘One China’ subordinated
to Beijing. This public diplomacy includes promoting cross-Strait ties

KEY POINTS
Taiwan has no such domestic consensus on national identity. Political parties in Taiwan differ over where Taiwan’s roots lie, disagreeing on whether Taiwanese identity and language should mirror that of
Mainland China, or whether a distinctly Taiwanese identity should be
nurtured.

 Opinion polls in Taiwan have shown that Chinese public diplomacy
and soft power efforts in Taiwan have not led to more support for unification, nor a growing sense of pan-Chinese identity. A reason for this
might be the generational gap: in particular the younger generation no
longer have strong family and cultural ties to the Mainland. Some segments of the Taiwanese population might find China attractive from a
pragmatic point of view – young people in particular are more open to
studying and working in the Mainland – but China’s political culture and
socialist market economy are lacking appeal.

 Public diplomacy is a process of ‘government to people’ communication through engagement with foreign publics, using words and
deeds to shape public opinion, but there should be boundaries. Such
activities should be deemed hostile if they attempt to influence the
population in a way that threatens to be hurtful to the target nation or
undermines the ruling authority.

 Mainland China, not least due to its autocratic system, is able to pursue its coercive measures and public diplomacy efforts with governmental coherence and a unifying narrative of ‘One China’. In contrast,

CONTEXT
 Taiwan and Mainland China. Ever since the Chinese Civil
War resulted in the incumbent Kuomintang (KMT) fleeing to the island of
Taiwan while the victorious Communist Party set up a communist state
in 1949, Taiwan and China have operated under two different authorities,
each claiming to be the legitimate ruler of greater China. In 1992, a historic
meeting took place in which leaders from each side of the Taiwan Strait
met and forged an agreement on the existence of one China which became
known as the ‘1992 Consensus.’ While China’s commitment to the principle
of ‘One China’ has been unwavering since the founding of the People’s Republic of China in 1949, Taiwan’s successive governments have been more
ambivalent, most especially in recent years.

 Chinese coercive measures. In addition to the public diplomacy efforts discussed in this case study, China has long employed more
coercive measures in pursuit of its ‘One China’ policy: China actively pressures countries to formally accept the ‘One China’ principle as a prerequisite for official relations with China, leaving Taiwan increasingly isolated
on the world stage. The ‘One China’ policy is also promoted in global civil
society and business; for instance, multinational corporations such as airlines or hotel chains have faced strong pressure from Beijing not to list
Taiwan as an independent country.5 Taiwan is also heavily dependent on
China economically (China receives 40 per cent of Taiwan’s exports), giving
China leverage over Taiwan. China’s strong and growing military presence
and refusal to rule out the use of force if peaceful means fail provide a
threatening backdrop to its public diplomacy efforts.

KEY ACTORS
State Council Information Office (SCIO) the ‘nerve centre’ of China’s public diplomacy apparatus, monitors Chinese media/internet as well as external communications
Public Diplomacy Division located within the Chinese Ministry of Foreign Affairs’
Information Department
Taiwan Affairs Office Chinese agency which implements Taiwan-related policy dictated by the State Council, including trade, media and cultural activities
Kuomintang (KMT) major Taiwanese political party (currently in opposition), leading
Pan-Blue coalition parties which support eventual unification with Mainland China
with the ROC as the legitimate government, advocates a Taiwanese identity rooted
in Mainland China
Democratic Progressive Party (DPP) current majority ruling party, anti-communist
and pro-independence, advocates a distinct Taiwanese identity
Mainland Affairs Council Taiwanese government agency tasked with Mainland-related affairs
Taiwanese Ministry of Culture promotes Taiwanese cultural and creative industries
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Xi Jinping President of the People’s Republic of China (since
2013)
Hu Jintao President of the People’s Republic of China
(2003 – 2013)
Tsai Ing-Wen President of Taiwan (since 2016), DPP, advocates
maintaining the status quo in cross-strait relations
Ma Ying-Jeou President of Taiwan (2008 – 2016), Kuomintang,
largely pro-unification
Chen Shui-Bian President of Taiwan (2000 – 2008), DPP (first
non-Kuomintang President), pro-independence

NARRATIVES
Chinese government
 China will never allow any part of Chinese territory to
separate from the Mainland in any form.6
 Taiwan is an inalienable part of China and recognition
of this is vital for any country wishing to maintain official
relations with China.
 The Chinese government has the right to resort to any
means necessary to safeguard territorial integrity and
achieve the reunification of the two sides of the Strait.7
 Reunification is part of ‘the great rejuvenation of the
Chinese nation” (President Xi’s vision for China).8

Taiwanese Kuomintang
(Pan-Blue coalition)

Taiwanese DPP (Pan-Greens)

 Mainland China and Taiwan are both
parts of the Chinese nation, and the government in Taipei is the legitimate ruler of
this territory.9 Status quo is favoured for
now.10
 Taiwanese identity is of Mainland Chinese origin; the official Mandarin language
brought over in 1949 should remain.

KEY EVENTS
3 Nov 1992

May 2000

2004

Mar 2008

‘1992 Consensus’ after
a semi-official meeting
between Taiwan and
the Mainland in which
the One-China principle is agreed on (no
agreement on legitimate ruler).

The pro-independence DPP’s
Chen Shui-Bian
becomes the first
non-KMT politician to serve as
president.

China’s MFA
establishes
a Division
of Public
Diplomacy.

The KMT’s Ma
Ying-Jeou is
elected president, advocates
better relations
with China.

Mar – Apr
2014
Activists stage
a 3-week occupation of
Taiwan’s legislature against a
proposed trade
deal with China
(‘Sunflower
Movement’).

 Taiwan is a separate country from Mainland
China and should be recognised as such.11
 Taiwanese identity is distinct from Mainland China (e.g. indigenisation policies of
2000-2008). Why should Beijing Chinese
be spoken in a non-Mainland nation? What
about dialects of Southern Chinese spoken
in Taiwan by the settlers from the 17th century onwards, and languages of the original
inhabitants and tribes pushed into the mountains by the settlers?

Jan 2016

28 Feb 2018

DPP’s Tsai IngWen is elected
president, advocates status quo
(independence).

China implements
measures to make
it easier for Taiwanese to invest,
work and study in
the Mainland.

Dec 2016 – May
2018
5 countries switch
diplomatic relations
from Taiwan to China
in exchange for economic benefits.

STRATEGIC LOGIC
China’s efforts of achieving reunification by winning the ‘hearts and minds’
of the Taiwanese people take various forms. First, China directly targets the
Taiwanese public with public diplomacy to promote a latent pan-Chinese
identity and increase public support for reunification. Secondly, China uses
economic incentives to boost economic ties between China and Taiwan

and Taiwanese reliance on the Mainland as well as showing the Taiwanese
public the benefits of closer relations with China. Finally, China has implemented various legal measures to better facilitate Taiwanese engagement
with China.

MEASURES
DIPLOMATIC. China’s Taiwan Affairs Office (TAO) frequently makes
public statements on the ‘One China’ principle, and – in place of official
diplomatic visits – senior TAO personnel pay official visits to Taiwanese
nationals studying or working in the Mainland.

ECONOMIC/FINANCE. China has created a range of incentives
and programmes aimed at bringing Taiwanese businesses and citizens to
the Mainland to open up businesses and work, including sponsored workshops in the Mainland, subsidised housing, tax breaks, and even financial
grants for Taiwanese youths.14 There have also been alleged financial links
between the Mainland and the pro-China ‘Chinese Unity Promotion’ party
via the Triad gangs; investigations on this are ongoing in Taiwan.15

INFORMATION. China encourages pro-Mainland businesspeople to
buy Taiwanese media outlets, exerts pressure on Taiwanese media outlets
which have investments or plan to invest in the Mainland, and purchases
advertorials in Taiwanese media to promote pro-China narratives.12 China
also organises programmes and exchanges to develop closer ties between
the Chinese and Taiwanese public and promoting a pan-Chinese identity,
directed by the TAO.13

LEGAL. In March 2018, China implemented 31 legal measures making
it easier for Taiwanese people to study, work and invest in the Mainland.16

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Deterrence and defence against any hostile military action.17
 Ensuring US presence and commitment to Taiwan and the region.
 Good cross-Strait relations to ensure peace and stability, and avoiding
actions that Beijing could regard as provocative and use as an excuse to
react.18
 As many international allies as possible, and a strong economy to balance against China.

 Further isolation on the world stage.
 Continued refusal of China to rule out the use of force against Taiwan,
and risk (however unlikely) of abandonment by the US.
 China’s economic clout presents a threat as China increasingly focuses
on the commercial and business interests of unification, or at least of encouraging closer ties with the Mainland.
 Influencing of public opinion through the Chinese strategy of encouraging pro-Mainland businesspeople to buy Taiwanese media outlets and
purchasing advertorials in Taiwanese media.19 This renders the public more
susceptible to pro-Mainland narratives and could reverse the maturing
sense of Taiwanese national identity.

VULNERABILITIES

 Reliance on other countries for political support against potential Chinese assertiveness and in favour of Taiwanese autonomy.
 Taiwan’s military is far smaller than China’s and is heavily reliant on the
US for protection.
 Economic reliance on China, which is Taiwan’s largest trading partner.
China’s economic superiority enables China to leverage influence with Taiwan and third-party countries.
 Small, yet vocal, pro-Beijing and pro-reunification political parties and
civil society groups. Social, familial ties between Taiwan and China.
 Taiwan’s free press is vulnerable to outside financial and editorial influence, e.g. through sponsored content.

EFFECTS

 The number of countries recognising Taiwan has decreased due to targeted Chinese efforts (five switched allegiance in the last two years).
 China’s policies and economic incentives have successfully increased
Taiwanese economic dependence on China and facilitated greater numbers of Taiwanese people working in the Mainland. Especially young people are more pragmatic in their views of China-Taiwan relations and are
open to working in the Mainland.20
 Despite China’s public diplomacy efforts, polls have not shown an increase in pro-reunification views. Instead, a growing sense of national
identity has been discernible, with an increasing number of people identifying as ‘Taiwanese’ rather than ‘Chinese’ or both ‘Taiwanese and Chinese’.21
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11.

TIME PERIOD:
February 2014 – September 2015

THEMATIC AREA:
Territorial violation;
Espionage and infiltration

NATIONS INVOLVED:
Estonia, Russian Federation

DETENTION OF ESTON KOHVER
SUMMARY
that the FSB was aware of his duties and location.3,4 Based on publicly
available information, it is almost certain that Kohver was detained during a planned operation by professionals who targeted him at a specific
location, and that at some point there was an incursion into Estonian
territory from the Russian side of the border.5,6 Meanwhile, the Russian Federation maintained that Kohver had crossed the border into
Russian territory and was engaged in espionage activity.7 The different
versions of events put forward by both sides caused confusion and
escalated an isolated local event into a diplomatic row.
A month later, in September 2015, Kohver was exchanged for Alexei
Dressen, a convicted Russian spy and former official of the Estonian
Secret Service. The swap took place some days before the visit of
President Vladimir Putin to the United States on a bridge over the Piusa river which separates Russia’s western Pskov region and Estonia’s
Põlva county.8

On 5 September 2014, Eston Kohver, an employee of the Estonian Security Service (KAPO),1 was abducted at gunpoint by unidentified assailants in the border region between Estonia and Russia. The Estonian
government maintained that a group of people had come across the
border into Estonian territory to detain Kohver while he was working on
an investigation into cross-border smuggling and a corruption case in
the Pskov region.2 He was later formally detained by the authorities of
the Russian Federation and transferred to a prison in Moscow, where
he remained prior to trial proceedings in Pskov. On 19 August 2015,
Kohver was sentenced to 15 years in prison. 13 years of the sentence
was judged for espionage and 2 years for illegal crossing of the border
and carrying a weapon in Russian territory.
According to the Estonian Ministry of Interior, Kohver met with Federal
Security Service (FSB) officials several times at the border control point
due to the investigation he was working on, therefore it is highly likely

KEY POINTS
 The Russian government framed events as that of a ‘Cold War’ status
conflict with the West, portraying Western countries, especially NATO
nations, as being hostile to Russia. This narrative of status conflict
supported the interests of the Russian political establishment, which
needs a well-established adversary to distract attention away from domestic issues. It reinforced the national image that President Putin has
curated, that of international respect being rightfully restored to Russia
as a powerful actor in the international system.
 Cases of espionage are usually handled outside of the public eye, but
as Russian TV covered the story soon after the detention, the Estonian
government was prompted to respond, initially playing down the incident and suggesting that it was not politically motivated but the work of
local Russian commanders involved in the smuggling trade.9
 The case highlights the importance of understanding how threats in
the information environment constantly evolve with changes in strategic context, and that relatively minor incidents can be framed by an
adversary to sustain a narrative beneficial to their strategic aims.

IMAGE – The bridge exchange on 27 September 2015.

CONTEXT
 East-West relations at the time of the incident. The
status conflict between Russia and the West escalated in late 2013 when
the EU-Ukraine agreement was stopped by President Yanukovich, pro-European demonstrations started in Kiev and there were rising tensions due
to the Russian annexation of Crimea, conflict in Ukraine and downing of

MH-17.10 Two days before the detention of Kohver, US President Obama
visited Estonia and made public statements about support to the Baltic
nations. On the day Kohver was detained, the NATO Wales summit declaration condemned Russia’s intervention in Ukraine and leaders agreed to
reverse the decline in national defence budgets.

KEY ACTORS
Federal Security Service of Russian Federation (FSB) state security organisation and successor of the KGB. Related primarily to
internal security, but also plays a role in overseas espionage efforts
Estonian Internal Security Service (KAPO) responsible for maintenance of national security through collection of information and
implementation of preventive measures as well as investigation of
offences11
Estonian Ministry of Foreign Affairs

Eston Kohver employee of the Tartu Department of Estonian Security Police
Maxim Gruzdev contact that Eston Kohver was expected to meet at the border.
Gruzdev was a Russian resident with double citizenship (Estonian and Russian)
Jevgeni Aksyonov public attorney appointed by Russian Federation to defend
Kohver
Alexei Dressen native Russian-speaking former KAPO official of Volga German
origin, who was born in Riga in 1968
Uno Puusepp a former KGB employee, later a KAPO technical specialist for ten
years
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NARRATIVES
Russian government

Estonian government

European Union

 Kohver was detained in the territory of the
Russian Federation.12

 Eston Kohver, an Estonian official, was kidnapped in the territory of Estonia and forcefully
taken to the Russian Federation.14

 Russia’s actions were a clear violation of international law and it should act to fulfil international obligations.17

 Kohver planned to hire an FSB employee
called ‘Ivanov’ to work against Russia and for
Estonia and the West.
 This investigation was carried out in strict
compliance with Russian law and under the
rules of criminal procedure, international law
and the rights of an Estonian citizen.13

 The borderline was unguarded during the
incident and tracking units were switched off
presumably due to the ongoing anti-smuggling
operation Kohver was involved in.
 There was a backup security team to support
Kohver, but the team was unable to interfere
during the kidnapping.15 The Estonian Border
Guard arrived at the scene within minutes and
identified traces of a struggle and evidence that
someone had come from the Russian Federation and went back there.16

KEY EVENTS
18 Feb 2014

3 Sep

4-5 Sep

5 Sep

19 Aug 2015

27 Sep

Estonia and Russia
sign a new version
of the border treaty;
conflict in Ukraine
puts the ratification
of the treaty on hold.

US President Barack
Obama visits Estonia.

NATO Summit in
Wales, announcement of defence
budget increase and
condemnation of
Russian involvement
in Ukraine.

Kohver is kidnapped
on the border
between Russia and
Estonia.

Kohver is sentenced
to 15 years in prison.

Kohver is exchanged for
a convicted Russian spy
and former official of the
Estonian Secret Service.

STRATEGIC LOGIC
It is unclear if the actions undertaken by the Russian Federation were intended to be limited in scope and simply got out of hand, or were deliberately calculated to create strategic tension. Despite attempts by Estonia to
downplay the event, the incident was exploited by the Russian media, with
domestic coverage promoting a ‘Cold War’ narrative and Estonia used to
represent NATO as an organisation inherently hostile to Russia. It is difficult
to identify if the Kremlin wanted to elicit any specific response from Estonia because the Russian Ministry of Foreign Affairs was mostly unresponsive as events unfolded. The periods of significant media attention from

Russian media (press releases on detention, the demonstration of belongings related to Kohver, the swap operation and documentary on Puusepp)
were mostly aimed at Russian domestic audiences. The main aim appears
to have been to present the West as hostile to Russia and signal to NATO
nations that cooperative security can be a messy business. It is also possible that Russia wanted to gain a bargaining chip to be exchanged for an
FSB spy, or that it was simply testing a Western / Estonian response to a
border incursion.

MEASURES
DIPLOMATIC. Russia kept a low diplomatic profile during the period

and Dressen had echoes of an exchange in 1962, when Soviet spy Rudolf
Abel (Vilyam Fisher) was traded for Gary Powers from US Air Force on
the Glienicke Bridge of Havel River. In contrast to Kohver and his family,
which did not appear in the media or made any public statements, Alexei
Dressen gave several interviews and comments to the Russian media after
his release. Russian media presented events to domestic audiences as a
way of confirming the narrative that Western secret services conduct Cold
War-style operations against them, with Estonia serving the role of ardent
supporter of the West (US and NATO), who actively participate in anti-Russian provocation.

of detention. The few comments made by the Russian Foreign Ministry and
commentary tended to refer to the case as a criminal matter not worthy
of such international attention, suggesting an attempt to allow room for
de-escalation of the whole affair.18 The Embassy of the Russian Federation
in Estonia drew parallels between the detention of Kohver and the detention of Yaroshenko and Seleznev in the United States, which reinforced the
narrative of status conflict with the West.19

INFORMATION.

Russian media coverage was relatively low profile
apart from three phases: Immediately following the detention (including
the demonstration of Kohver’s belongings on TV), when former employee
of KGB and later KAPO Uno Puusepp appeared in a documentary of him
shown on the Russian channel NTV, and during the swap operation at the
Piusa River. The detailed media reports on the bridge exchange of Kohver

INTELLIGENCE / LEGAL. The operation during which Kohver was

detained was pre-planned and carried out by professionals and they were
aware of Kohver’s location.20 The FSB admitted responsibility for the act
but did not acknowledge it occurred on Estonian territory.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 The 2010 Estonian National Security Concept defines internal security
as aiming to guarantee a safe living environment and a society which is
resilient to respond to threats.21
 Protection of constitutional order.
 Guarding the external border.
 Combating international organised crime.
 Development, preservation and protection of common values associated
with social cohesion and a sense of security.

 Risk of diplomatic row escalating to include other measures.
 Lack of unified response to incident from NATO allies could affect cohesion and unity of the alliance.
 Russian press release on Kohver’s detention that prompted the Estonian
government to respond, unusual in intelligence cases.

EFFECTS

 Estonia invested significantly in modernising its border security despite
this being an issue of low political importance with limited economic
benefit.22
 Fuelling of a Cold War-style East vs West narrative.
 Increased perception of risk of similar incidents occurring in other nations sharing borders with Russia and fear of escalation.
 Reinforced public support for Estonian Security Services.

VULNERABILITIES

 Inadequate border security and criminal activities such as unlawful border crossing, human trafficking and smuggling.
 Unclear legal status of the Estonian-Russian border (which is also the de
facto NATO and EU border).
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12.

TIME PERIOD:
May – October 2014

THEMATIC AREA:
Territorial violation

NATIONS INVOLVED:
Russian Federation, Finland

FINNISH AIRSPACE VIOLATIONS
SUMMARY
the run-up to Finland and Sweden signing Host Nation Support Agreements with NATO in September 2014.

From March 2014 there was a marked increase in close military encounters between Russia and NATO nations and partner nations, occurring on a regular basis and over a wide geographic area. These
included airspace violations, near-miss mid-air collisions and maritime
encounters.1 In the same year NATO scrambled in response to more
than 100 aeroplanes in European airspace, more than three times than
it did in the previous year.2,3 Some incidents could be considered routine or low risk, but high risk incidents have a high probability of casualties or a direct military confrontation.

During and after the incursions, Finland kept its communication and
information channels with Russian representatives open, which decreased the risk of escalation and spontaneous reactions of actors. As
public debate and statements of Finnish officials focused strongly on
technical and safety issues of incursions, the possibility for cooperation and progress with Russia regarding agreements increased. Even
though the Finnish response managed the impact of the incidents with
regard to escalations of Finland-Russia relations, they put pressure on
the Finnish government to address military and border safety issues
and increased the focus of public debate on possible Russian threats
if Finland were to join NATO. Significantly in the later part of 2014, Russia’s unpredictability and actions in Ukraine increased public debate
around NATO membership in Finland, more so than violations.

Finland experienced two phases of such violations with two occurring
in May and three in August 2014. In addition to the increased risk of
collision with civilian aeroplanes, incidents were evaluated as threatening by Finnish officials concerning the stability of the relationship
between Finland and Russia. Furthermore, they were referenced in the
Finnish debate on potential NATO membership, in particular during

KEY POINTS
 The airspace violations that occurred in Finland were part of an increase in close military encounters between Russia and the West in
2014, ranging from routine to high risk. High risk incidents have a high
probability of casualties or a direct military confrontation and have a
severe risk of escalation.4
 Airspace violations are an example of how force posture, through
the use of airpower, can be used to achieve strategic effects. The
framing of such incidents affects the way in which they are interpreted
by audiences. National authorities need to be responsive, specific and
consistent when communicating about such events, in order to mitigate the risk of unintended escalation.
 The violations of Finnish airspace in 2014 were barely covered in
Russian media but covered extensively in Finland. Russia’s silence indirectly created confusion within Finland as the public looked to the
politicians for answers which were not provided by media or political
commentary.

 According to both linguistic analysis and public polling, at no point
did Finnish public opinion stray from the status quo of non-membership
of NATO. Seeded in Finnish media is a public expectation to maintain
balance and a wariness towards Russia’s potential reactions (verbally
linked to Russia’s unpredictability). This is seen to limit the NATO
debate from straying too far from the status quo of non-membership.
IMAGE – Finnish Karelia Air Command F-18 / SHUTTERSTOCK

CONTEXT
 Airspace violations. An airspace violation occurs when a pilot
enters controlled airspace without appropriate clearance. The term ‘violation’ does not necessarily imply a deliberate act. Such violations are
usually committed by ‘non-cooperative’ military aircraft which have no
flight plan in the ATM (Air Traffic Management) system, no communication
with civil ATC (Air Traffic Control), no active transponder or no coordination
with civil ATC.

 Flight transponders. Transponders transmit the plane’s identifying letters and/or numbers, call sign, the transponder’s serial number,
altitude, air speed, and heading, as well as GPS coordinates. The presence
of transponders makes the data public and available not only to pilots and
air traffic controllers, but to everyone with an internet connection. Not all
Russian military aircraft have a ‘transponder’ on board. Russian military
planes are equipped with transmitters that automatically transmit encoded
data to Russian military radars.

KEY ACTORS
Russian Embassy Helsinki
Russian Ministry of Defence
Karelia Air Command
Finnish Border Guard (Division under Interior Ministry)
Finnish Foreign Ministry
Finnish Defence Ministry

Carl Haglund Finnish Defence Minister (2012 – 2015)
Sauli Niinistö Finnish President (2012 – present)
Erkki Tuomioja Finnish Foreign Minister (2000 – 2007 and 2011 – 2015)
Alexander Stubb Finnish Prime Minister (2014 – 2015)
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NARRATIVES
Russian government

Finnish government

 Rejection of any account of incidents which blame the Russian military for risky or
unprofessional behaviour.

 These violations are serious and further steps will be taken,
including stepping up air surveillance.

 Not only Russian aircraft, but also aircraft of all NATO countries fly over the Baltic
Sea without switching on their identification devices. The number of such flights by
NATO over the Baltic Sea is twice that of Russian planes.5

 Formal request for the Russian authorities to provide
clarification of violations.6
 We wish to seek agreement to ensure that no flight will be made
without transponder.7

 Amplifying reliance of Finland on bilateral economic ties in messaging, particularly
following EU economic sanctions against Russia in July 2014.

 Rhetoric is centred around ‘unpredictability’ of Russia.

KEY EVENTS
20 May 2014

21 May

31 May

18 Jun

23-29 Aug

4 Sep

28-30 Oct

2 violations of
airspace by
Russian aircraft,
one intercepted
by Karelia Air
Command.

Request by Finnish
MOD to Russian
authorities to
8
clarify violations.

Finnish President
confirms that Karelia
Air Command was
unable to respond,
acknowledges
scarcity of Defence
9
Forces resources.

Defence Minister
states that Finland’s
NATO membership
would not be a threat,
makes case for
increased defence
10
spending.

3 violations of
airspace by Russian
aircraft, ignoring
requests to leave
airspace. Finnish Air
Force is put on alert,
enabling an increase
in surveillance
11
flights.

Finland and
Sweden sign Host
Nation Support
agreements with
NATO, allowing
NATO troops to
assist them in case
of emergency.

7 Russian aeroplanes
conduct a mission over the
international airspace of the
Gulf of Finland, intercepted
by the NATO Baltic Air
Policing Mission.
NATO calls the activity
‘significant military
12
manoeuvres.’

STRATEGIC LOGIC
Ambiguity is a significant factor in this case study. The airspace violations
may have been a deliberately hostile act intended as a demonstration
of both Russia’s military capability and their will to act in the air domain
outside of the accepted rules of international aviation. The Russian Federation may not have intended to violate Finnish airspace and may have
been merely negligent within an assessed margin of risk, but there is no
evidence to indicate that they acted to prevent violations or regretted such

incidents when they occurred. When taken in context with an overall increase in military activity at that time, it is assessed that the Russian Air
Force was authorised to act more aggressively towards NATO nations and
partner nations such as Sweden and Finland. It is also likely that the Russian Federation was assessing patterns of response by testing the preparedness of specific military capabilities and the capacity for international
cooperation.13

MEASURES
DIPLOMATIC. Statements from Russian government/military officials,
denying allegations of airspace violation. Violations can be interpreted as
being political messages, especially when they occur close to important
diplomatic events (e.g. Obama visit, NATO Summit Wales). Incidents can be
interpreted as as a way of putting Finland under pressure to sign a bilateral
agreement which would risk undermining NATO and EU unity.

MILITARY.

Russian military aircrafts entering Finnish airspace, often
with their on-board transponders turned off (allowed since military aircrafts
are not bound by the International Civil Aviation Organisation’s rules of the
international airspace) and without filing flight plans.14

ECONOMIC. Following the July 2014 EU sanctions against Russia,
Russian narratives re-focus on Finland’s bilateral economic reliance on
Russia.

INFORMATION.

By denying any wrong-doing and not commenting
on the timing of the incidents, Russia created doubt about what had happened, why it had happened and what the next move might be.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Constructive dialogue with Russian Federation.

 Airspace violations pose a direct threat to civilians in cases where they
do not issue a flight plan or maintain contact with civilian air traffic control,
which has caused several near-collisions. These incidents carry a risk of
escalation, the consequences of which could be a serious deterioration of
relations and escalation of measures on both sides.

 The option of NATO membership is continuously evaluated based on
national security and defence policy interests. Any defence development
should not create any practical impediment to a future military alignment.
 Intensification of Nordic defence cooperation, especially with Sweden.

 Demonstration of Russian capability to use force has propaganda-related aim of intimidation and coercion. Political messaging: further integration/NATO membership of target can/will cause further actions by Russia.

 Maintaining the functioning of Finnish society based on transparency,
extensive liberties and rights, whilst ensuring sufficient government control
and emergency management capacity.

EFFECTS

 Increased Finnish attention to the possible effects of NATO membership
for Finnish and regional security, including a 2016 assessment report of the
Finnish Ministry for Foreign Affairs.16

VULNERABILITIES

 With specific reference to incident management, scarcity of the resources of the Defence Forces of Finland slows tracking and response time to
violations, in some cases making the Finnish Air Force unable to respond
if a violation occurs.15

 Increased support for Finnish Defence Forces (although difficult to isolate from other factors such as Crimea).

 Lack of bilateral agreements on air safety.

 Increased military spending/availability of forces to the NATO Baltic Air
Policing mission, consequently increased ability of the Alliance to maintain
a high tempo of operations in reaction to Russia’s actions.17

 Lack of public information on ‘due regard’ – the behaviour required of
pilots while near civilian aircraft.
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13.

TIME PERIOD:
2007 – 2014

THEMATIC AREA:
Energy dependency

NATIONS INVOLVED:
Russian Federation, Bulgaria

SOUTH STREAM PIPELINE
SUMMARY
South Stream was an offshore gas pipeline project designed to deliver
natural gas from the Russian Federation through the Black Sea to Bulgaria, Serbia, Hungary, Slovenia, Austria, Italy, Croatia, Macedonia,
Greece, and Turkey. It was a controversial project, posing a direct
threat to the viability of the EU-backed Nabucco pipeline, planned
to connect the EU to gas reserves in the Caspian Sea. In November
2007, Gazprom signed an agreement with the Italian energy company
Eni to establish a joint project company. Bulgaria signed a preliminary
agreement with Russia in January 2008, with energy companies from
other nations involved following soon after.
Gazprom already supplied a third of EU gas, and the Nabucco pipeline
was intended to decrease this dependency. In 2009, Ukraine, Hungary, Romania, Poland and Bulgaria also reported gas shortages,
prompting concerns around Russian economic leverage and energy
blockades on Eastern and Central European nations.1
Apart from the controversial methods used to advance the project,
its overall ownership structure directly violated the EU’s Third Energy Package passed in 2009.2 Instead of amending the project to
comply with EU law, Gazprom and the Russian government lobbied

participating EU member states to ignore EU legislation and exclude
South Stream from applicable EU regulations, suggesting that the
project was never intended to be constructed or operated according
to EU rules.
A new Bulgarian government with historic and financial ties with the
Kremlin took office in April 2012 and accelerated work on the South
Stream project despite the obvious contradiction with EU regulation
and opposition from Brussels. In April 2014, the Bulgarian legislature
amended the country’s energy law in a way which challenged EU
regulations and gave legal authority to the South Stream ownership
structure, creating friction between the EU Commission and the Bulgarian government. As Gazprom was already exporting to Bulgaria
via Ukraine, the situation raised questions as to whether Gazprom
was more interested in creating internal differences in the EU than
opening new markets. Following pressure from opposition parties
and the EU Commission, Bulgaria’s government finally backed down,
and in December 2014, President Putin announced the cancellation
of the project.

KEY POINTS
prohibiting a project such as South Stream, several EU countries still
supported it for domestic reasons in defiance of EU law.

 South Stream was not financially viable, which indicates its motivations were more geopolitical: to provide political and economic leverage over CEE states; consolidate European dependence on Russian
energy exports; exert control over Ukraine without threatening other
customers and to undermine the Nabucco pipeline as an alternative
supply option.3

 There is a significant risk of ‘state capture’ in large energy infrastructure projects. State capture is a type of political corruption where external actors influence a state’s decision-making to their own advantage
and the detriment of the national interest.4 This highlights the importance of understanding the impact of business interests on state functions at local, regional and national levels, particularly through corporate lobbying. Transparency and accountability are crucial in ensuring
that such large projects are subject to enough public scrutiny.

 ‘Pipeline diplomacy’ is a powerful Russian foreign policy tool to
leverage strategic influence and weaken the EU through non-military
means. South Stream demonstrated Russia’s intent to use economic leverage to undermine the enforcement of the EU’s legislation and
energy policies. Despite the explicit energy policy and legislation

CONTEXT
 Russian influence in Bulgaria. Several political parties in
Bulgaria have long fostered financial, political, geopolitical and strategic
relations with Russian politicians. Russia-linked corruption is still prevalent in Bulgaria, as with many former Soviet-aligned states. Gazprom is
the sole provider of natural gas for Bulgaria while the Russian companies
Rosatom and Lukoil dominate the nuclear energy sector and oil industry,
respectively. 5 The annexation of Crimea in 2014 put Russia under closer
observation especially after rumours that Gazprom sent a draft to the Bulgarian Ministry of Energy of the legal amendments proposed in Parliament
two weeks later.

 European energy security. In 2014, 38 European countries
carried out energy security stress tests to simulate disruption in Russian
gas imports. The results concluded there was a possibility of a substantial impact, mostly in eastern member states and the Energy Community
countries of Albania, Bosnia and Herzegovina, Georgia, the former Yugoslav Republic of Macedonia, Kosovo, Moldova, Montenegro, Serbia and
Ukraine.6,7

KEY ACTORS
Alexander Novak Minister of Energy of Russia (2012 – present)
Sergei Shmatko Minister of Energy of Russia (2008 – 2012)
Alexei Miller CEO of Gazprom
Boyko Borisov Prime Minister of Bulgaria (2009 – 2013; 2014 – 2017;
2017 – present). Founder of political party GERB
Plamen Oresharski Prime Minister of Bulgaria (2013 – 2014). Member of
the Bulgarian Socialist Party

Gazprom Russia’s largest natural gas company
Ministry of Energy of the Russian Federation
Bulgargaz Bulgaria’s largest natural gas distribution company. The majority of the gas is purchased and imported from Russia through Gazprom
contracts8
European Commission
Eni Italian multinational oil and gas company
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NARRATIVES
Russian government

Bulgarian government

European Commission

 South Stream is a significant contribution to
providing Europe with energy security and will
allow Gazprom to create alternative and secure
natural gas supply routes to consumers.9

 South Stream will provide a direct connection
to gas sources and is beneficial to Bulgaria. Bulgaria will be a ‘regional hub’.

 South Stream is part of Russia’s long-term
strategy to leverage influence in the EU and is
in conflict with EU law; therefore it should be
opposed.11

 With the abandonment of this project, the EU
will not benefit from Russian gas.
 Bulgaria is ‘deprived of the possibility of behaving like a sovereign state’.10

 It will eliminate transit risks, and secure uninterrupted Russian gas supplies to millions of
European consumers.

 We will not accept any blackmailing on energy
matters. Bulgaria is not a small country, it has
the whole of Europe behind it.12

 South Stream will improve the European
energy map and be an integral part of the EU’s
energy security system.

KEY EVENTS
Jun 2007

Jan 2008

May 2009

Sep 2009

Nov 2013

Apr 2014

Apr 2014

Jun 2014

Dec 2014

Italian Eni
and Russian
Gazprom
announce
plans to build
a new pipeline
to connect
Russian gas to
South-eastern
Europe.

Russian
government
signs a variety of
agreements with
Bulgaria, Serbia,
Greece, and Italy.

Gas companies
from Russia,
Italy, Bulgaria,
Serbia, and
Greece sign
agreements for
construction.

EU Third Energy
Package (TEP)
enters into
force.

Serbia hosts
welding
ceremony.

Russia files a
complaint with
the World Trade
Organization
against the EU
2009 energy
market laws.

The European
Parliament adopts
a non-binding
resolution to
oppose South
Stream.

Bulgaria halts
construction for
non-compliance
with the European
rules on energy
competition and
public procurements.

Russia cancels
South Stream,
blaming Western
sanctions and
lack of EU construction permits.

STRATEGIC LOGIC
South Stream would provide the Russian Federation with political and
economic leverage in South-eastern and Central Europe, increase European dependence on Russian energy exports, diversify transit capacity
by bypassing Ukraine and undermine the Nabucco gas pipeline project. It
is likely that the Russian side planned to force a compromise with the EU

using the demand for gas as a bargaining chip and to present the project as
a fait accompli because construction had started. This approach ultimately
failed following a collapse in negotiations between the EU and the Russian
government because of Russia’s aggression in Ukraine.13

MEASURES
DIPLOMATIC. Statements of exaggerated profits and unsubstantiated
costs propagated by Russian and Bulgarian officials, even from the Presidents of the two countries.14

ECONOMIC. As the leading gas supplier and recipient of a third of
Bulgarian exports, Russia had the upper hand in negotiations over the project.17 Russia controls a third of Bulgarian economic output.18 Russia supplies a quarter of the EU’s gas needs, but 80 per cent of that of Hungary.19

INFORMATION.

The repetition of unsubstantiated figures to cause
confusion, outward fabrication of facts such as the stage of contract signing and secret meetings between the Bulgarian government and Gazprom
officials.15,16 The constant repetition of the ideograph ‘regional hub’ by various actors in and about Bulgaria was used to gather more public support
with the promise of political and economic advantages.

FINANCIAL. Promises to include companies close to the government,
and alleged bribery of energy experts on rotation.20
LEGAL. Indirect access to both the executive and legislative branches of
Bulgaria through corruption schemes propelled by kleptocratic and nepotistic characteristics of the government.21

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 The Black Sea region’s importance in economy, trade and security. Given Bulgaria’s active role in maintaining peace in the region and its commitments as a guard of the external borders of NATO and the EU, the stability
of the Black Sea region plays a vital role in Bulgarian national security.

 Russian influence over political decisions by controlling future energy
supplies, through Russian-owned energy infrastructure in the EU.
 Russian economic leverage by holding the majority of energy exports to
certain EU member-states.

 Government control of key aspects of the economy.
 Corruption threatens the existence of and compliance with social, legal
and moral rules, reinforces organised crime, undermines the credibility of
authorities, weakens their functioning and discredits reform.

 Secure and reliable delivery of energy.

VULNERABILITIES

 Substantial dependency on Russian energy imports leaves EU countries
vulnerable to economic leverage. Lack of energy import diversification can
create a dangerous dependency.

EFFECTS

 Media monopolies run by MPs from the Bulgarian Socialist Party and the
Movement for Rights and Freedoms; conflict of interest as media moguls
are both connected to Members of Parliament and own construction firms
involved in the project.

 Undermining of Bulgarian obligations towards the EU.

 EU countries acted in conflict with EU legislation, creating divisions between member states.

 Making Bulgarian government more amicable to concessions: the new
centre-right government in 2010 was sending signals of halting three major
Russian-sponsored energy projects (Belene Nuclear Power Plant, South
Stream, Bourgas-Aledanroupolis oil pipeline) but after that slowly commenced administrative work on the projects.22

 Corruption, high-level corruption in particular.
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14.

TIME PERIOD:
2011 – 2012

THEMATIC AREA:
Exploitation of ethnic or cultural identities

NATIONS INVOLVED:
Russian Federation, Latvia

RUSSIAN LANGUAGE REFERENDUM
IN LATVIA
SUMMARY
coalition with another party. Ušakovs initially denounced the referendum as unnecessary but then signed the petition after National Alliance
cabinet members voted against funding the referendum.2 He took the
position that it was not simply a language issue, but about a “lack of
respect towards a considerable segment of the population.”3 When the
country went to the polls, around three-quarters of voters said they
were against the amendment, with only the eastern region of Latgale,
with its high concentration of Russian-speakers, having majority support for the change.4

In February 2012, a referendum was held in Latvia to determine whether or not to amend the constitution and denote Russian as a second
state language. Although the majority of participants voted against this
proposed change, the episode exposed and temporarily aggravated
fractures in Latvian society, where language is a sensitive topic – Russian was obligatory during the years the nation was occupied and part
of the USSR. In 2011, 37.2 per cent of the population had Russian as
their first language.1
In January 2010 and eight months before parliamentary elections, the
right-wing party ‘National Alliance’ proposed a referendum to amend
the constitution and mandate the exclusive use of Latvian in publicly
funded schools. However, they only gathered 120,433 of the 153,232
signatures required to force a referendum. In response to the National
Alliance initiative, the youth movement ‘United Latvia’ started a campaign for a referendum to amend the constitution and make Russian a
second state language. Together with the newly created organisation
‘Native Tongue’ they collected 187,378 signatures for their petition.

Evidence which supports any assessment that the Russian Federation
was attempting to influence the outcome of the vote relates to key actors in the ‘Yes’ campaign, statements by Russian officials and support
from Kremlin-backed media. The Latvian Security Police assessed that
some funding did come from Russia, but could not provide details for
security reasons. The initiators of the referendum, Vladimir Lindermans
and Jevgēnijs Osipovs, have well-documented links to the Russian
Federation, although they deny receiving any direct support.5,6 The Security Police highlighted Aleksandr Gaponenko, who admitted receiving funding from Russia through various NGOs, as a key figure behind
Native Tongue.7 Moreover, two TV channels were found in breach of
their licence for commercials which supported the ‘Yes’ vote, and it
was suspected that the funds came from Russia.8

Nils Ušakovs, the Mayor of Riga and leader of the political alliance ‘Harmony Centre’, was likely a key figure in swaying more moderate Russian
speakers to participate, particularly in the collection of signatures for
the petition. Harmony Centre had the largest vote share in elections
but was absent from government, having failed to establish a ruling

KEY POINTS
 Societal resilience can be enhanced by reducing potential areas
of conflict between identity groups and promoting a national identity
based on shared values and a joint vision of the future rather than ethnicity or language. A strong civil society is crucial for creating the room
in public discourse for the expression of divergent views. Such ‘depoliticised spaces’ can help build better social cohesion and political
consensus by enabling more democratic policy-making.

 The National Alliance was criticised for the politicisation of language
policy at a time when Latvia was successfully moving towards an integrated society and mutual understanding of issues relating to language
and ethnicity had significantly improved.9
 Issues such as ethnicity, citizenship and political rights have the
potential to create social divisions which can be exploited by hostile
actors. This case highlights the importance of independent research
to pinpoint areas of potential conflict between different identity groups
and identify vulnerabilities.

CONTEXT
 Language and citizenship. The language issue in Latvia is
closely related to the sensitive issue of citizenship. Inhabitants who immigrated to Latvia during the Soviet occupation (mostly Russians, Belarusians and Ukrainians) did not automatically receive Latvian citizenship
after independence in 1991. They have the status of ‘non-citizens’, and can
apply for citizenship through a naturalisation process but otherwise do
not have the right to vote.10 In 2012, there were a total of 304,806 non-citizens (by 2018 this figure had declined to around 228,000).11 Despite initial
criticism in the 1990s, Latvia’s integration policies were widely seen as
working before the referendum.12,13

 Russia’s compatriot policy. Compatriot policy loosely defines
the Russian diaspora by a mix of ethnicity and self-identification. A key
aspect of this policy is the preservation of the Russian language through
the funding of local NGOs. However, these aim “not to build cultural ties
and public diplomacy in its best sense, but rather to serve as a conduit for
Russian foreign policy through the local Russian community as well as being instruments of political influence.”14 Russian Minister of Foreign Affairs,
Sergei Lavrov, said that “diasporas are our powerful resource, and should
be used at full capacity.”15 The policy came under increased scrutiny in
the ‘near abroad’ – nations that were once part of the Soviet Union – after
Putin used the protection of Russian-aligned ethnic groups in Ukraine as
justification for the annexation of Crimea in 2014.

KEY ACTORS

‘Yes’ vote supporters:
Vladimirs Lindermans former leader of the Latvian branch of the National
Bolshevik Party and a leader of ‘Native Tongue’
Eduards Svatkovs leader of ‘United Latvia’
Jevgēnijs Osipovs leader of the radical-left ‘Osipovs’ party
Nils Ušakovs Mayor of Riga (since 2009), leader of “Harmony Centre”
Aleksandrs Gaponeņko a non-citizen and Director of the Institute of European Studies in Riga16

United Latvia youth movement, started campaign for language referendum
Native Tongue NGO established explicitly for the referendum
Harmony Centre social-democratic political alliance, including the largely
pro-Russian “Harmony” party which won the most seats in the 2011
parliamentary elections but was excluded from the governing coalition
National Alliance “All for Latvia!” right-wing Latvian political party which
proposed initial referendum to exclude Russian from schools

‘No’ vote supporters (all elected parties supported the ‘Against’ vote
apart from Harmony Centre):
Andris Bērziņš President of Latvia (2011 – 2015)
Valdis Dombrovskis Prime Minister of Latvia (2009 – 2014)
Raivis Dzintars leader of National Alliance “All for Latvia!”
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NARRATIVES
Yes-vote supporters

No-vote supporters

 Russian residents in Latvia have been treated as second-class citizens,
and their human rights have been violated over the years.17,18
 The Russian language referendum is a response to the attempt by Latvian nationalists to exclude Russian from state-schools; this would be detrimental for academic results.19
 Latvia is pursuing a policy of narrow-minded nationalism which does not
allow for other ethnicities.
 If Harmony Centre had been invited into government, the Russian-speaking minority would be better represented and there would be less support
for the referendum.20

 This referendum is an attempt to weaken Latvia’s sovereignty, independence and identity. 21,22
 The country has much greater priorities than language, such as economic recession.23
 A referendum will not solve the country’s problems, which go much
deeper than language, but will cause further divisions.24
 Accusations of the referendum being financed by Russia (e.g. by MP
Raivis Dzintars from the National Alliance).25

KEY EVENTS
30 Jan 2010
National Alliance
starts a petition for
a referendum to exclude Russian from
state-schools.

15 Feb 2011
‘United Latvia’ announces a petition in
favour of a referendum on the status of
Russian as a second
state language.

9 Jun 2011

Nov 2011

16 Jan 2012

20 Jan 2012

18 Feb 2012

National Alliance
petition fails to gain
enough signatures to
force a referendum.

‘United Latvia’ petition collects enough
signatures to trigger
a referendum.

Jānis Kukainis, head
of World Federation of
Free Latvians, writes
an open letter to diaspora Latvians urging
them to vote ‘No’ in the
26
referendum.

30 MPs attempt to get
parliament to suspend
the upcoming referendum. Parliament
27
refuses to do so.

Referendum on whether
Russian should be granted
the status of an official language in Latvia. A total of
1,098,593 people vote, i.e.
71.1 per cent of registered
voters. 74.8 per cent vote
against the proposal.

STRATEGIC LOGIC
The Russian Federation considers the neighbouring Baltic nations to be part
of its traditional sphere of interests. Russian involvement in the Latvian referendum should be seen in the context of its ‘compatriot policy’, which includes support to Russian language speakers abroad.28 This policy attempts
to establish a master narrative of a unified identity group – regardless of any

underlying complexity – and mobilise them in support of foreign policy goals,
while undermining the ruling authority of the target nation. In this case, established networks were used in an attempt to destabilise Latvia from within,
using a range of measures to exploit a fault line in society which had been
exposed by the unnecessary domestic politicisation of a social issue.

MEASURES
DIPLOMATIC. Russian political representatives (President, Foreign
Minister, MPs) pressured the Latvian government to change its citizenship
policy. The Russian Ambassador to Latvia blamed the Latvian government’s policies for causing the referendum, accusing it of not addressing
interethnic issues.29 Russian Foreign Minister Sergei Lavrov portrayed the
referendum as a legitimate desire for justice, commenting that “people
want to be heard. They want to achieve that their rights to speak, think and
raise children in a native language are respected.”30

Baltic Channel) supported the referendum.31 NTV and REN TV Baltic, both
registered in the UK and subject to Ofcom codes of practice, were found in
breach for misleading advertisements urging people to sign the petition.32
Flyers appeared in Daugavpils with the slogan “Let’s not be servants to
nationalists.”33

FINANCIAL. In May 2012, Latvia’s Interior Minister Rihards Kozlovksis
said that some of the funding for the referendum had come from Russia,
but did not provide any more details, citing protection laws and the fact that
this information was classified.34

INFORMATION.

The Baltic branches of Russian TV channels under
direct or indirect control of the Russian government (e.g. the popular First

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

 Attempts to internationally discredit the Republic of Latvia and aggravate
the domestic policy in the Republic of Latvia.
 Russia’s compatriot policy could be perceived as disruptive since it encourages compatriots to advocate for change of domestic policy in other
countries. It thus directly undermines the ethnic integration policy of Latvia
which is largely based on language.36

 Safeguarding national sovereignty, territorial integrity, and democratic
constitutional order.
 Provision of fundamental values established in the Constitution of the
Republic of Latvia.
 Maintaining a strong civil society that has a unified understanding about
its value orientation.
 Maintaining the identity of the Republic of Latvia in regard to the Western
world that wants to see Latvia as an independent, democratic, and legitimate country.35

EFFECTS

 The referendum re-emphasised the issue of citizenship and limitation of
non-citizens’ rights, and enabled criticism of the Latvian government by
Russia’s official leadership.
 The Latvian Ministry of Foreign Affairs acknowledged that the referendum revealed sensitive issues about Latvian society. The government
further recognised the need for more integration and naturalisation measures in Latvia, with an emphasis on non-citizens given assistance to learn
Latvian.37
 Exacerbation, even if just temporary, of the ethnic/language clash within
the society. ‘Yes’-campaigners vowed that the referendum was not the
end and that Russian-speaking citizens would continue to fight for equal
rights. 38
 Entrenching of radical views on both sides of the debate.

VULNERABILITIES

 Diverse ethnic composition of society with a relatively large Russian-speaking minority. Existing tensions between different identity
groups, such as complaints by ethnic Russians of being discriminated
against, can be exploited by outside actors.
 Issue of non-citizens who cannot participate in elections, cannot hold
governmental employment but have to pay taxes.
 Inclination of Russian-speaking groups to be mobilised along the lines
of ethnicity and language.

THREATS

 Targeted division which increases tension between different groups in
society. In defending the Latvian language, the Latvian government risked
being seen as marginalising the Russian minority, thus further entrenching
their opposition to the government.
 Efforts to create distrust between society and government by portraying
the government as violating human rights of non-citizens.
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15.

TIME PERIOD:
2007 – 2017

THEMATIC AREA:
Academic Groups; NGOs

NATIONS INVOLVED:
France, Russian Federation

INSTITUTE OF DEMOCRACY AND
COOPERATION
SUMMARY

KEY POINTS

The Institute of Democracy and Cooperation (IDC) was founded in 2008
and describes itself as a ‘think tank’ which focuses on “the role of history in contemporary politics, the relationship between sovereignty of
states and human rights, east-west relations, and the role of NGOs and
civil society in democracies.”1 While the IDC has no formal connection
to the Russian government, its board members and directors are close
allies of the Kremlin and the positions they take closely align with the
Kremlin’s agenda, overtly supporting and justifying Russian Federation
policy and ideology.2

 Certain Russian and Russia-funded GONGOs, NGOs and think
tanks exist to promote the political agenda of the Kremlin in order to
achieve Russian foreign policy goals. It is likely that the IDC is one such
example, although there is insufficient publicly available evidence to
conclude definitively that this is the case.3,4

 The IDC promotes themes ranging from problems with the liberal
world order, double standards in international community behaviour
towards territorial sovereignty, the American subjugation of Christian
values, the need for a multi-polar world and Russia as an important
actor in the international order.

The Paris branch is led by former Russian Duma member Natalya Narochnitskaya and British historian John Laughland, while the New York
branch (closed in 2015) was led by Andranik Migranyan, former advisor to Boris Yeltsin. The IDC’s perspective is based on Europe-Russia
cultural ties, Russian nationalism, and Russian exceptionalism built on
Orthodox Christianity and it presents research through this perspective
across a range of issues including the Syrian War, EU politics, human
rights, historical revisionism, and religion. Its efforts appear to be primarily focused on conferences, university talks and UN side-events, as
well as media appearances on a range of pro-Kremlin outlets.

 Organisations such as the IDC seek to legitimise their agenda by
portraying themselves to be intellectually robust, honest and equivalent to other reputable NGOs and think tanks. Such organisations are
made distinct by their opaque financing, informal links to hostile state
actors and a lack of empirically-driven research. Like other entities
aligned with the Kremlin they generally seek to point out the weaknesses of other states rather than promote Russia’s own strengths.5

 Addressing the potential threat from such organisations requires
an approach which respects freedom of expression and association.
Governments should: collaborate with other nations to investigate networks, raise awareness of organisations which have unclear links to
adversaries to prevent tacit endorsement and increase the level of accountability and financial transparency.

CONTEXT
 Russian ‘soft power’ tools. The IDC was founded during a
period when Russia was evolving its approach to ‘soft power’ in the early
to mid-2000s. During this period, the Russian government invested significant resources in such tools as Russia Today (later RT) and the Russkiy Mir Foundation. Some of these institutions were inspired by Western
models, while others were Russian innovations.6,7 Russian soft power today
is characterised by a tendency to exploit vulnerabilities in other societies
rather than promote the strengths of its own society.8 Russian soft power
should be understood as different to Western conceptions of soft power.
While Western soft power is usually defined as a mixture of a government’s
actions and the result of civil society activity which is independent of their
government, the Russian version is based more heavily on governmental
and quasi-governmental institutions that promote a government-directed
image of Russia.9 Putin defined it as “a matrix of tools and methods to
reach foreign policy goals without the use of arms but by exerting information and other levers of inﬂuence.”10,11

IMAGE – The IDC’s John Laughland commenting on NATO’s mission on RT in 2014.

KEY ACTORS
Natalya Narochnitskaya Head of the Paris branch. Has connections with
the Kremlin as a former member of the State Duma and vice-chairman of
the Duma’s Foreign Affairs Committee.12 Holds high-level or advisory positions in the Russkiy Mir Foundation, the Historical Perspective Foundation,
and the Foundation for Supporting and Protecting the Rights of Compatriots Living Abroad.13

Anatoly Kucherena Founder of IDC. A Russian academic and lawyer
known for representing exiled former Ukrainian leader Viktor Yanukovych
and NSA whistleblower Edward Snowden. He serves on the Public Chamber – a civil society advisory board for the Kremlin – and sits on the board
which oversees the Federal Security Service (FSB).14
Andranik Migranyan Director of IDC’s New York branch from 2008-2015.
Held posts on the Council on Foreign and Defense Policy of the Russian
Federation, the Public Chamber of the Russian Federation, the Presidential
Council of the Russian Federation and the Valdai Discussion Club.15

John Laughland Director of studies, A British citizen who holds a doctorate in philosophy from the University of Oxford. Known primarily for his
Eurosceptic views.

NARRATIVES
IDC

 The international community shows double standards and hypocrisy in
world politics (especially in regards to inconsistent recognition of secessionist movements).
 American Christianity is being subjugated by liberal values.

 The liberal world order is flawed.
 Russia is a major actor in the international order.
 There is a need for a new multi-polar world order which mitigates the
ability of NATO and the US to do harm.

76

Hybrid Threats. SUMMARIES

KEY EVENTS
2007 – 2008

May 2008

The IDC forms;
offices in New
York and Paris
open.

The IDC releases
its first publication
“Orange Webs”
which argues that
the Orange Revolution (2004-2005)
was a Western
16
plot. Excerpts from
the publication are
hosted on RT before
its official release.

4 Jul 2013

23 Nov 2013

The IDC orThe IDC holds
ganises a Paris
conference on ‘the
symposium on the
family’ in Leipzig.
defence of family
Speeches by Olga
values, which is
Batalina and Elena
attended by the
Mizulina, Chairman
French Christian
and Vice-Chairman
Democratic party of the Family Affairs
leader Christine
Committee of the
Boutin.
Russian Duma.

Dec 2013

25 Nov 2014

Laughland deLaughland speaks
nounces pro-Europe
at a conference orprotests in Kiev and ganised by the State
the ultranationalist
Duma in Moscow
Svoboda party, acon “Overcoming the
cuses Western media crisis of confidence
17
of propaganda.
in Europe.”

28 Jun 2015

2015

The IDC New York
office closes. Migranyan explains that
the IDC’s “mission is
over,” because “the
situation with human
rights in the US has
18,19
improved.”

The IDC is granted
special consultative
status by the United
Nations Economic
and Social Council
(ECOSOC).

STRATEGIC LOGIC
Kremlin’s soft power measures in support of foreign policy objectives.20,21,22
Consistent with other Russian soft power measures, the IDC seeks to
point out the flaws of other societies over and above the promotion of the
strengths of Russia.23 It is assessed that the primary target audience of the
IDC lies in political circles and policy-makers.

There is no conclusive evidence available in the public domain to support
the assessment that the IDC has direct financial links with the Kremlin,
or that the Kremlin directs or enables its activities. However, it promotes
narratives that are very closely aligned with those of the Kremlin; John
Laughland is a regular contributor to Russian state television and the leadership’s multiple roles with other Russian entities discredit the IDC as an independent institution. It could therefore be considered a component of the

MEASURES
DIPLOMATIC. The IDC has sought to achieve legitimacy and influence

The IDC has also occasionally appeared in a range of English and French
language media outlets which had varying reach. The most significant of
these media outputs are Laughland’s regular articles for RT France which
tend to focus on divisions, problems and hypocrisies in EU politics and the
US as well as topics of interest to the Kremlin such as Ukraine, Catalonian
secessionist movements and Syria.25

through diplomatic entities and events.24

INFORMATION.

The IDC deals with international topics such as
Syria and Ukraine that are of interest to the Kremlin, primarily reflecting a
pro-Kremlin perspective of history. Narochnitskaya and Laughland leverage the perceived legitimacy of a European think tank to bolster their status
as authorities on relevant issues.
Events in which guest speakers from sympathetic organisations attend add
an external, but echoing, voice. These events seem to receive minimal media coverage in France but are occasionally covered by pro-Kremlin-media
sources.

FINANCIAL. The IDC is funded by unidentified ‘private donors’. Laughland claims funding comes from the Foundation for Historical Outlook in
Moscow, which is financed by unspecified private Russian companies.26

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Informed public debate.

 Strengthening the interest of far-right movements and polarisation in
France through disruptive discourse.

France’s national security functions relevant to institutions like the IDC include:
 National cohesion.27

 Creation of ambiguity by adversaries in an unstable and uncertain strategic environment, which in turn threatens to increase existing tensions in
society.30

 Trust in government institutions.
 Undermining of public discourse, if arguments based on heavy bias and
selective use of facts are perceived as scientific facts.31

 A healthy civil society in which a diverse range of voices (citizens, organisations and businesses) can participate in the contestation and construction of progress in society.28

EFFECTS

 The IDC is assessed to have limited resonance at the mass public level,
due to its narrow communication output, minimal resources and limited
reach. It has low levels of engagement on social media channels and relatively low presence in mainstream media.32

VULNERABILITIES

 Anti-American sentiments in France. The “US versus Russia” dichotomy
presents an avenue through which pro-Russian propaganda may resonate
disguised as anti-Americanism.

 The IDC is perhaps marginally more effective at the political decision-making level through its events which feature high-level Russian figures, as well as through its engagement with figures from fringe or nationalist parties.

 Conservative-secular cleavages in French society. The IDC focuses
on controversial issues such as the legalisation of same-sex marriage,
presenting arguments which align with more conservative viewpoints in
society.29

 The effect of IDC appearances at decision-maker level discussions and
events may sensitise these audiences to Kremlin-aligned perspectives.
 Surveys of French public opinion suggest anti-Russian sentiment is still
high (70 per cent of respondents displaying anti-Russian opinions and 85
per cent distrusting Putin).33
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16.

TIME PERIOD:
2006

THEMATIC AREA:
Economic leverage, Political actors

NATIONS INVOLVED:
Zambia, People’s Republic of China

ZAMBIAN ELECTIONS 2006
SUMMARY
Opposition presidential candidate Michael Sata tapped into fears over
Chinese influence, campaigning with a manifesto which was overtly anti-Chinese. Sata criticised China’s ‘exploitation’ of Africa, calling Chinese companies ‘infestors’, and pledging to expel Chinese businesses
from Zambia. He also courted Taiwanese businesses and described
Taiwan as a ‘sovereign state’, at which point China intervened. Their
ambassador in Lusaka convened a press conference, accusing Sata’s
party of signing an agreement with the Taiwan authorities and stating
that if Sata was elected president and recognised Taiwan, China would
cut diplomatic ties, and investments would be stalled until bilateral relations returned to normal. The announcement was widely reported as
an open threat.

Zambia is one of the most important destinations for Chinese investments in Africa.1 The southern African state is one of the world’s largest
copper producers, and China, the world’s largest copper consumer,
has been eager to secure continued access to raw materials.2 Chinese
investment in the Zambian mining and construction sectors, by both
state-owned and private companies, has been actively encouraged
by the Chinese government, which also provides development aid relating to agriculture, telecommunications and infrastructure. This investment has been accompanied by an influx of Chinese workers, as
many companies prefer to import skilled labour rather than train and
contract locally.3
Although the Zambian government generally welcomed Chinese investment, anti-Chinese sentiment amongst the Zambian population
had steadily increased and became a pivotal issue in the 2006 presidential election.4 Many Zambians were angry about the displacement
of small local business by the Chinese, poor working conditions and
delayed payment of wages, and the use of Chinese workers instead of
hiring local people. The death of 52 workers during an explosion at a
Chinese-owned mine in 2005, Zambia’s worst industrial accident in 30
years, led to public outrage over the circumvention of safety standards
and labour laws by many Chinese-owned companies.

Sata lost the election, but gained 29 per cent of the vote, with his
party taking every seat in the capital Lusaka and the Copperbelt region, where Chinese presence was particularly high. After the results
were announced, riots broke out in Sata’s strongholds, predominantly
targeting Chinese-owned shops.5 Responding to the backlash, China
focused on softening its image by providing more incentives, such
as building hospitals and sports venues.6 The financial crisis of 2008
and subsequent global recession also led to Zambians taking a more
favourable view of China, as Chinese companies were able to mitigate
the worst impact of the economic downturn in Zambia.7

KEY POINTS
Taiwan. It is not clear if the Chinese intervention had a decisive effect
on the election outcome, and it may even have been counterproductive, by reinforcing public opinion that Chinese investment was linked
to illegitimate influence in the Zambian government9 and reigniting colonial-era memories of the struggle for independence.10

 Chinese investment was welcomed by the Zambian government but
seen as threatening by a significant part of the population. The two
opposing views of Chinese presence – as being either beneficial or
harmful – underline the political nature of any assessment of hostility.
Framing economic dependency as malign is particularly resonant when
successfully linked to concerns held by the local population regarding
foreign influence. The 2006 Zambian elections essentially became a
referendum on Chinese influence.8

 The absence of credible data on issues such as migration can lead
to threat inflation, as the vacuum created by a lack of factual information allows alarmist speculation to fill the gaps. Authoritative figures on
Chinese presence in Zambia were incomplete, contradictory or inaccessible, which enabled Michael Sata to cite scare numbers of 80,000
Chinese people living in the country – more realistic estimates range
from 13,000 to 22,000 people.11

 Economic leverage can translate into domestic political influence.
The Chinese ambassador announced that China would cut relations
with Zambia and development aid and investment would be put on
hold if Michael Sata was elected president and took steps to recognise

CONTEXT
 Chinese engagement in Africa. China has been investing in
the African continent for decades, undertaking large infrastructure projects
including railways, ports, dams and bridges and telecommunications, as
well as investing in areas such as mining, agriculture and manufacturing.
There are currently over 10,000 state-owned and private Chinese firms
operating in Africa.12 Reports regularly surface of predatory loan practices and Chinese corporations circumventing labour laws or environmental
standards. Some Western observers maintain that China’s interest in the
continent is part of a ‘new scramble for Africa’ and focused on exploiting
its abundant natural resources. However, much of China’s economic activities and ‘soft power’ efforts have underlying political objectives (e.g.
building support for its ‘One China’ policy), and China consistently evokes
the narrative of solidarity and ‘win-win’ situations.

ethnic and lingual heterogeneity.13 The country also has relatively strong
trade unions and civil society organisations. The country’s population has
grown from 12.4 million (2006) to 17.8 million (2018). Formerly a one-party
state, Zambia’s recent multiparty elections have been recognised as largely free and fair.14
 History of Sino-Zambian relations. Zambia established relations with China directly after independence. The relationship, described
by former Zambian President Kenneth Kaunda as an ‘all-weather friendship’, was driven by ideological and geopolitical considerations from the
1960s-1980s: this included development aid and grand infrastructure projects, such as the TANZAM railway between Zambia and Tanzania, as well
as support for Zambia’s anti-apartheid campaign and collaboration during
the Cold War period.15 More recently, China has been focusing on trade,
and on investments in the Zambian construction and mining sector.

 Background on Zambia. Zambia gained independence from
Britain in 1964. Compared to other sub-Saharan African states, Zambia
has since enjoyed relative political stability, despite enormous internal

KEY ACTORS
Chinese Embassy in Lusaka most important contact for Chinese investors in Zambia, functions as extended arm of the Chinese political leadership and is directly involved in investment negotiations16
Movement for Multi-Party Democracy (MMD) centre-left party that was
in power in Zambia from 1991-2011
Patriotic Front (PF) social democratic party, initially founded in 2001 as
personal vehicle of Michael Sata

Li Baodong Chinese Ambassador to Zambia (2005 – 2007)
Hu Jintao President of China (2003 – 2013)
Levy Mwanawasa President of Zambia (2002 – 2008), MMD, died in office
Michael Sata Leader of Patriotic Front (PF), presidential candidate in 2006
and 2008, President of Zambia (2011-2014), died in office
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NARRATIVES
Chinese government

Zambian government

Michael Sata

 Growing bilateral trade is beneficial to both countries.
 Chinese aid and investment in areas such as mining, infrastructure or agriculture has improved life for Zambians:
it contributes to the country’s gross domestic product and
creates job opportunities.17
 If Sata is elected president, recognises Taiwan and expels Chinese investors, then China might sever ties with
Zambia.
 Chinese investors are ‘scared’ to come to Zambia because of Sata’s ‘unfortunate’ remarks; further investments
have been put on hold until the uncertainty surrounding
bilateral relations is resolved.18

 Sino-Zambian relations consist
of mutually beneficial cooperation.19
 China has long been a reliable
ally of Zambia, both in terms of
development and international
relations.20
 Zambia supports the ‘One China’ policy.21
 Written apology to Beijing by
Zambian President Mwanawasa
over Sata’s comments.22

 Chinese economic engagement in Zambia amounts
to exploitation and plundering of natural resources.23
 Campaign slogan ‘Zambia for Zambians’; Zambia
has “become a province of China.”24
 Chinese companies are too often importing their
own people for work that could be done by locals.
 Chinese managers are ill-treating Zambian workers, only employing them on short-term contracts
with no benefits, and are not respecting safety regulations or environmental standards.25
 Accusations of large-scale repatriation of profits
and tax exemptions.26

KEY EVENTS
1960s –
80s

1990s –
2000s

Apr
2005

Jul
2006

Jan – Sep
2006

4 Sep
2006

28 Sep
2006

3 – 6 Feb
2007

20 Sep
2011

China provides
development
aid to Zambia,
mainly driven
by ideological
and geopolitical
considerations.

Privatisation of
Zambian mining
sector. Access to
resources (esp.
copper) becomes
most important driver of Sino-Zambian
27
relationship.

52 workers
killed in
explosion at
Chinese-owned
mine, sparking
anger at lack of
safety standards.

6 workers
are shot
during riots
over delayed
wages at a
Chineseowned mine.

Populist election
campaign of
Michael Sata
(PF) capitalises
on growing
anti-Chinese
sentiment.

Chinese ambassador to Zambia Li
Baodong tells press
that China “shall
have nothing to do
with Zambia if Sata
wins the elections
and goes ahead to
recognise Taiwan.”28

Zambian Presidential Election: Sata
performs strongly,
but ultimately loses to
incumbent president.
Riots break out in
Sata’s strongholds,
targeting Chinese-owned shops. 29

Chinese
President Hu
Jintao pays
unusually long
visit to Zambia,
announces first
Special Economic Zone.

Sata wins presidency in his
third attempt,
although he has
toned down
anti-Chinese
rhetoric.

STRATEGIC LOGIC
Chinese engagement in Africa is motivated by a mix of profit and strategic interests. State-driven investment in Zambia’s mining and construction
sector is primarily aimed at gaining access to the country’s natural resources. The aid and investment from China also has political aims, including
building a long-term relationship and generating support for its ‘One China’
policy. The ambassador’s statement that China would break off relations
with Zambia if Michael Sata was elected was interpreted by the Zambian

opposition and many Western commentators as an overt and direct intervention in the election. China was accused of attempting to leverage
Zambia’s economic dependence on China to change voting behaviour.
Nevertheless, the position articulated by the ambassador was also consistent with Beijing’s ‘One China’ principle, which is a fundamental element
of China’s foreign policy and a key prerequisite for its relations with other
countries.

MEASURES
DIPLOMATIC. The Chinese state backs Chinese investments in Zambia
at the highest political level. Negotiations on Chinese development assistance and investments take place through the FOCAC (Forum on China-Africa Cooperation), as well as during official state visits.30 Not all Chinese
investments in Zambia are aimed at making profit: for instance, Chinese
investments in agriculture (e.g. irrigation systems) or support to Zambia’s
broadcasting services (e.g. providing FM transmitters) are of a charitable
nature aimed at development and poverty reduction,31 although they are
likely also designed in pursuit of political objectives, such as gaining support for the ‘One China’ policy.32 The elections of 2006 were the first time
that China openly got involved in the political process of Zambia through
public statements.

ECONOMIC/FINANCIAL. In 2006, China was the biggest investor

in Zambia (USD 209 million),33 and 200 Chinese companies were recorded
in the country.34 Chinese FDI is dominated by large state-led, policy-driven,
publicly owned companies, although private companies are gaining more
importance.35 The majority of Chinese FDI to Zambia targets mining or mining-related activities, although FDI also flows into the construction, agricultural or manufacturing sector.36 The state-owned Bank of China established
a branch in Zambia for the political and non-commercial purpose of facilitating the day-to-day activities of Chinese companies in Zambia.37

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Free, fair and independent elections.
 Low unemployment, reduction of poverty.
 Enforcement of legal standards regarding safety and environment
throughout the country.
 Encouragement of Foreign Direct Investment and development aid from
allied countries.

 The increasing use of Chinese labour by Chinese companies in Zambia
leads to increased informal employment or even unemployment among
Zambians.42
 Foreign interference in elections to influence the voting behaviour of the
population.
 Health and safety of Zambian workers is threatened through managers’
non-observance of labour law.
 For the incumbent MMD government, popular discontent with Chinese
economic engagement threatens the future flow of FDI and aid from China.

VULNERABILITIES

 Zambia’s economy is highly dependent on the copper sector, and by
extension on the fluctuation of international market prices.38
 Zambia is one of the poorest countries in the world; around two-thirds of
the population live below the poverty line.39
 Corruption, especially among labour law enforcement officials that are
willing to overlook lack of safety regulations.40
 Unemployment is close to 50 per cent in Zambia (2006).41
 Increasing economic dependence on Chinese investment, particularly
in the mining sector.

EFFECTS

 Statements by the Chinese ambassador had no negative effect on official Sino-Zambian relations.43
 Perceived interference by ambassador reinforced the narrative of hostile
Chinese influence.
 Anti-Chinese sentiment decreased during the global recession 20082011: despite falling copper prices, Chinese companies were able to
maintain workplaces and mitigate the impact of the economic downturn,
as the Chinese financial sector was relatively insulated from the crisis.
In his future election campaigns, Michael Sata used ‘anti-exploitation’
rather than ‘anti-Chinese’ rhetoric. 44
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17.

TIME PERIOD:
2001 – Present

THEMATIC AREA:
Religious groups

NATIONS INVOLVED:
Serbia, Russian Federation

SERBIAN ORTHODOX CHURCH
SUMMARY
The Serbian Orthodox Church (Srpska Pravoslavna Crkva or SPC) is a
self-governing church within the Eastern Orthodox Church, a family of
13 self-governing bodies defined by the nation in which they are located. Although the Serbian constitution guarantees the secular nature of
the state, the SPC plays a highly important role in the construction of
Serbian national identity and holds a privileged position in comparison
to other religions in Serbia.1,2 In 2011, 84.6 per cent of the Serbian
population described themselves as orthodox.3
The SPC has strong connections to the Russian Orthodox Church
(ROC, Moscow Patriarchate) and their cooperation has increased
over the last ten years. The ROC is closely connected to Russian language, history and faith, Russian political life and the Russian Federation’s intelligence apparatus. It uses an Eastern Orthodox Christian
tradition to promote a pro-Russia stance as the only viable path for
Eastern European states, speaks out against NATO and the EU and
condemns the ‘moral degradation’ of the West. 4 The Kremlin likes to
portray itself as a champion of traditional conservative and nationalist
values rooted in Eastern Orthodox Christianity, in opposition to Western liberalism. 5,6,7

Although the ROC and the SPC have close ties and share many interests, they should not be seen as a single entity with unified policies.
The SPC is generally not as conservative as the ROC, although some
of the more hard-line SPC clergy hold similar attitudes to the ROC’s
opposition to Western values. SPC opposition to the West is primarily
linked to the Kosovo recognition issue: the SPC insists that Kosovo is
part of Serbia, and must not be traded for EU membership (which is
only possible for countries without open border disputes).
The Russian government has attempted to increase its influence in
Serbia through and within the SPC through financial and diplomatic
means. In 2016, Russian energy company Gazprom invested EUR 4
million in the creation of mosaics for Saint Sava in Belgrade, the largest Serbian Orthodox church.8 Russian politicians and diplomats frequently present themselves as orthodox, refer to or use the language
of the SPC in public statements, and publicly interact with the church
to improve their public image and address the predominantly orthodox
audience in Serbia. Similar strategies are used by extreme right groups
in Serbia who are supported by hard-line SPC clergy, such as their
protest against the LGBT movement in the country.

KEY POINTS
 The SPC is an independent body and should not be seen as a ‘Russian agent’, but rather as a useful ally for the Kremlin to achieve foreign
policy objectives, as well as a suitable channel to reach relevant Serbian audiences. The ROC and the SPC share many interests and goals.
The SPC tries to influence political events in ways that are in line with
the Russian agenda (especially relations with Serbia’s neighbours, Serbia’s bid for EU membership, and the Kosovo issue).

Serbs and Russians and organising protests against the independence
of Kosovo or ‘Western liberal values’ such as LGBT events. By promoting anti-Western sentiment and perpetuating ethnic tensions, the
SPC’s actions broadly align with Russia’s interests in the region.
 As orthodox churches often focus on one specific ethnic group and
often have extensive influence at every level of society, they are a particularly effective means to exploit the (ethnic) divisions over nation
states in the former Yugoslavia region.

 The SPC actively pushes a pro-Russian outlook such as the promotion of both real and fictitious historical and religious links between

CONTEXT
 Russia and the Western Balkans. The Western Balkans is a
territory of ongoing competition between Russia and other actors, such as
the US and EU, and a key region regarding the control over energy supply
routes to Europe.9 Putin has stated that Russia will not accept Kosovo’s
independence and has been blocking its accession to the UN with its veto
in the Security Council.10

in 2015 the majority of people saw Serbia’s interests best served by maintaining strong ties with Russia, with the idea of Russia being ‘orthodox
brothers’ as the most commonly cited reason.11
 The SPC and Kosovo. The SPC perceives Kosovo as the cradle
of its medieval civilisation; many of the SPC’s most important churches
and monasteries are located in Kosovo, and the Patriarchal Monastery
of Peć in Kosovo is the historical seat of Serbian Patriarchs.12 Since the
Kosovo War, many SPC churches and monasteries have been damaged
or destroyed by Kosovo Albanians, and several priests were killed. The
Serbian government has accused Pristina of not looking after SPC sites
properly, or even colluding in their destruction.13

 Serbia’s bid for EU membership. Serbia is moving towards
EU integration, including membership by 2025, but a lack of momentum
has led to doubts over EU commitments to the region, which in turn has
created vulnerabilities for Moscow to exploit. Between 2009 and 2015 polling indicated a decline in public support for Serbian EU membership, and

KEY ACTORS
Serbian Orthodox Church (SPC)
Russian Orthodox Church (ROC)
Obraz Serbian far-right orthodox
ultranationalist group, banned since
2012

Patriarch Irenej head of Serbian Orthodox Church (since 2010)
Patriarch Pavle head of Serbian Orthodox Church (1990 – 2009)
Patriarch Kirill head of Russian Orthodox Church (since 2009)
Patriarch Aleksy II head of Russian Orthodox Church (1990 – 2008)
Bishop Teodosije Šibalić spiritual leader of Orthodox Serbs in Kosovo
Sava Janjic prominent SPC Abbot in Kosovo, opposes Brussels agreement
Bishop Amfilohije Radović head of the SPC in Montenegro; strong anti-NATO views, called for referendum on
Montenegro’s NATO membership
Mladjan Djordjevic key financer and supporter of opposition figure Dragan Đilas; close ties to Russia; protects
‘oppressed’ Serbs in MNE, Croatia, Bosnia and MKD via SPC
Aleksandar Vučić President of Serbia (since 2017), Prime Minister (2014 – 2017)
Ivica Dačić Prime Minister of Serbia (2012 – 2014; 2017)
Ana Brnabić Prime Minister of Serbia (since 2017), first woman and first openly gay person to hold that office
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NARRATIVES
Serbian Orthodox Church

Russian government

 Hard-line SPC clergy openly supported Milosevic during the 1990s,
publicly blessing Serb nationalist paramilitaries who committed war
crimes in Croatia, Bosnia and Kosovo.14 Moderate SPC clergy participated
in pro-democratic protests, and asked Milosevic to step down after the
Kosovo war.15,16

 Steps taken towards EU integration are a ‘forced democratisation of the
region’ that is not supported by the people. The EU wants to pull Serbia
away from the ‘traditional Slavic-Orthodox brotherhood’ or concept of
‘pan-Orthodoxy’ based on the historical ties between the people of Russia
and the people of Serbia.18

 Opposition to LGBT events such as pride parades; promotion of traditional Christian values.

 Support for Serbia over the Kosovo recognition issue.

 Opposition to independence of Kosovo; mixed positions on Serbian accession to the EU.17 Use of religious nationalism to promote a pro-Russia
path as the only viable alternative for Eastern European states.

KEY EVENTS
2001

2004

2008

2010

Jan 2013

Jul 2013

Nov 2014

Jan 2016

A group of people led by priests
disperse the first
attempted Pride
Parade in Belgrade, beating
up many partici19
pants.

SPC holy sites
in Kosovo are
vandalised and
destroyed on
a mass scale
during protests of
Kosovar Albani20
ans.

Kosovo declares
independence;
not recognised by
Serbia.

Clashes and vandalism surrounding
the Pride Parade,
involving far-right
activists and some
church representatives, resulting in 150
21
people wounded;
government prohibits
Pride Parades for 3
22
years.

Over 100 Serbian
Orthodox gravestones are destroyed in Kosovo;
several churches
23
are looted.

Patriarch Irinej
visits Patriarch
Kirill in Moscow,
calling on Russian
support to preserve Kosovo and
24
Metohija.

ROC and SPC
primates meet Ser25
bian PM Vučić and
26
President Nikolić;
aiming to sustain ties
with Russia despite
EU membership
bid; Patriarch Kirill
accuses Europe of
‘abandoning Christian values’. 27

SPC pushes for
referendum on
NATO membership
28
in Montenegro.

STRATEGIC LOGIC
The ROC and, by association, the SPC, are used to promote a spiritual
dimension of Russian foreign policy by promoting a particular set of values. Russia’s apparent aim is to use the SPC, along with a range of other
‘soft power’ measures to destabilise the region, delegitimise the EU and

integration process, reduce the likelihood of cooperation with NATO, and
slow the progress of both transitional justice and the normalisation of relations with Serbia and Kosovo.29

MEASURES
DIPLOMATIC. Russian politicians and diplomats put themselves forward as being Orthodox and speaking the language of the church to exploit
its strong position and high levels of trust to advance their political interests
and policy priorities.30

of Orthodox Serbs and large number of followers make sure that messages
from the Church or affiliated to it reach a broad, receptive audience.32

FINANCIAL. Funding from the Russian Orthodox Church and private
sources to the Serbian Orthodox Church, for example contributing to (UNESCO-supported) church restoration projects (mainly in Serbia, Kosovo
and Metohija in particular).33

INFORMATION. Orthodox links between Russians and Serbians are a
key source of public trust in Russia and its willingness to operate in the interest of Serbia.31 High level of public trust in Russia and post-Soviet Union

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Successful democratic transition of the countries in the region.

 “Distinct national, religious and political extremism and the destruction
of cultural heritage […]. Ethnically motivated acts of violence that contribute to the creation of insecurity and fear among members of the Serbian
people and minority ethnic communities.”36

 Favourable conditions for joining the EU, sustaining democratic processes and a foreign policy orientation towards Europe. The majority of Serbs
wants to join the European Union, although many believe that Serbia will
never become an EU member.34

 Competing security threats between NATO/EU and Serbia regarding
Kosovo and Metohija.

VULNERABILITIES

 Economic and social problems, including the social status of displaced
and internally displaced persons in former Yugoslavia. “Inadequate integration of certain minority communities and groups in the wider social environment” of Serbia.35

 Risk of increased support among Serbian Orthodox audience for closer
relations with Russia and away from EU accession, by directly discrediting
the EU and promoting anti-Western and pro-Russian sentiments.

 Unresolved political status of Kosovo, lack of progress in implementing
the 2013 Brussels Agreement.

 Disruption of the normalisation of relations with Kosovo by SPC interference (with the backing of ROC), which is necessary for EU accession.

EFFECTS

 Lack of momentum in EU integration, partly justified by a lack of progress
on critical issues such as corruption and political reform.

 Discrediting of pro-European politicians in the eyes of the Orthodox Serb
audience (e.g. statements defying Ana Brnabić, the first openly gay minister serving in a Balkan country).37

 Weak state institutions.
 Serbia’s far right (connections with Orthodox Church, aligned themselves
with SPC ideology and position) has employed the threat and use of violence to push the state to outlaw (certain) constitutional rights of the LGBT
community (prohibition of Pride Parades after violence in Belgrade).38
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18.

TIME PERIOD:
October 2017 – August 2018

THEMATIC AREA:
Political actors

NATIONS INVOLVED:
Russian Federation, Czech Republic

COMMUNIST PARTY OF BOHEMIA
AND MORAVIA
SUMMARY
in cooperation with strategic allies, defended Kremlin interests by colluding to block a parliamentary discussion of the use of the nerve agent
novichok in the UK in March 2018, which Moscow has linked to the
Czech Republic on numerous occasions. The KSČM, in concert with
the radical right (e.g. SPD party), have also aided the ongoing Kremlin
influence campaign in the Czech Republic through their promotion of illiberal rhetoric which undermines democratic institutions. This includes
support for anti-integration, anti-immigrant, anti-Muslim, anti-NATO,
and anti-Brussels policies, a trend which is likely to continue.

The Communist Party of Bohemia and Moravia (KSČM) was once the
unquestioned political pariah of Czech politics. However, this changed
shortly after the October 2017 parliamentary elections. The KSČM’s
return from the political wilderness has taken place primarily through
the strategic sponsorship of Czech President Miloš Zeman, who was
narrowly elected to a second term in January 2018. The president’s
steadfast support for controversial Prime Minister Andrej Babiš also
required resurrecting the communists in order for the PM’s cabinet
to secure a majority vote of confidence, which finally took place on
12 July 2018 after an eight-month period of political uncertainty. As
a result, Moscow-friendly President Zeman is in a position to exert
extraordinary influence over the current Czech government.

As their position on the novichok incident demonstrates, the KSČM
are unlikely to support policies which would pro-actively defend the
Czech Republic and NATO against threats from Russia. The party is
instead likely to maintain a posture toward the Kremlin which leaves
the Czech Republic increasingly vulnerable to hostile measures. The
party’s aging electorate and difficulty in recruiting new voters, however, augur a continuing electoral decline. This will likely terminate their
influence after the current government leaves office and President
Zeman’s political sponsorship project ends.

The KSČM’s rise to a position of effective influence through its ‘Patent of Toleration’1 with the dominant governing party ANO (Action of
Dissatisfied Citizens) presents several potential security threats to the
Czech Republic, NATO and the EU. The party, for example, opposes
the Czech Republic’s active commitment to NATO, and wants to lift all
sanctions against Russia, a stance consistent with its backing of Kremlin policy in Eastern Ukraine and Crimea. In late May 2018, the KSČM,

KEY POINTS
to possibly facilitating Russian penetration of the Czech nuclear energy sector through a no-bid contract for Kremlin-controlled Rosatom to
rebuild two nuclear power plants.2

 No credible evidence of policy coordination with the Kremlin or funding from Russian sources exists. The KSČM instead consistently aligns
itself with Kremlin policy positions in order to oppose its traditional
nemesis NATO, and to support the Kremlin’s vigorous reassertion of
Russian power in the old Soviet mould, which brings Czech Communists back to their old geopolitical roots and alliance commitments. The
party is more divided on opposition to the EU.

 Conversely, debunking false narratives about critical security-related
issues, notably immigration, should also be included in regularised, expertise-based parliamentary discussions of threats. The existence in the
Czech Republic of ‘Islamophobia without Muslims’3 serves as an example of what can happen when propaganda-based narratives on consequential issues spread unopposed and political extremists exploit them
in order to divide society, attract support, and enshrine lies as truth.

 The relationship of mutual convenience among the president, prime
minister, and KSČM has created an informal Czech domestic political
alliance which is unlikely to take a tough line against the Kremlin on diplomatic and security issues, as the decision to prevent a parliamentary
investigation into the novichok incident clearly suggests. This extends

CONTEXT
Communist groups in the Czech Republic. The KSČM is
the legacy party of the Communist Party of Czechoslovakia (KSČ), which
gave up effective sovereignty for more than 40 years in exchange for the
Kremlin’s political support and Soviet control over Czechoslovakia’s political, economic, social and cultural development. The KSČM have never
apologised for crimes committed during the communist era. Czech Communists have been consistently hostile toward NATO since 1990, even when

they did not align themselves with the Kremlin during the Yeltsin era when
Russia was weak and preoccupied with domestic turmoil, and engaged
in launching a “Partnership For Peace” with the transatlantic security alliance. Since Vladimir Putin’s reassertion of Russian power projection in the
international system, notably via his campaigns in Ukraine and Syria, the
KSČM has openly aligned itself with the Kremlin on crucial security issues.

KEY ACTORS
Miloš Zeman Czech President (since 2013, re-elected 2018)
Andrej Babiš Czech Prime Minister (since July 2018), Chairman of the ANO
political party (since 2012), billionaire businessman and owner of two major
newspapers
Vojtěch Filip KSČM Chairman (since 2005), Member of the Lower House
(since 1996)
Jiří Dolejš reformist Vice-Chairman of the KSČM, MP (since 2002)
Zdeněk Ondráček pro-Kremlin MP (since 2013)

KSČM (Komunistická strana Čech a Moravy – Communist Party of Bohemia
and Moravia)
ANO (Akce nespokojených občanů – Action of Dissatisfied Citizens) currently the dominant party in Czech politics and the personal political vehicle of PM Andrej Babiš
ČSSD (Česká strana sociálně demokratická – Czech Social Democratic
Party), junior partner in current minority coalition government
SPD (Svoboda a přímá demokracie – Freedom and Direct Democracy) farright anti-immigration, Eurosceptic party
Halo Noviny (‘Hello Newspaper’) longstanding print and electronic news
outlet of the KSČM
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NARRATIVES
KSČM
 The UN, not NATO, should be the foremost guarantor of the security of
the Czech Republic and the rest of Europe.4
 Russia, China and Iran should function as balancers of US and transatlantic power in the international system.
 Opposition to the Czech Republic’s active commitment to NATO, including its participation in military exercises in the Baltic region.5
 Ideological links with Russia are no longer rooted in communism but
have shifted toward a more open embrace of pan-Slavism.

 The KSČM will remain strongly pro-Moscow as long as the Kremlin acts
as a balancer of US, NATO and EU influence in Eastern and East Central
Europe.
 The Russian annexation of Crimea is legitimate and the Russian-supported uprising in Eastern Ukraine is a civil war. EU and US sanctions
against Russia over Ukraine should be lifted.

KEY EVENTS
12 Mar 2017
President Zeman
urges Czech Social
Democrats to drop
their longstanding
ban on cooperating
with the KSČM.

21 Oct
Electoral disaster on
the left: the KSČM
lose 18 of 33 seats
in parliamentary
elections, while the
Social Democrats
lose 35 of 50 seats.

27 Jan 2018
President Zeman secures a second term in
office. Sponsorship of
the KSČM as a potential coalition supporter
and “democratic
party” ramps up.

5 Mar

21 Apr

31 May

10 Jul

12 Jul

Roughly 40,000
people demonstrate
across the country to
protest the election
of communist-era
anti-riot officer and
KSČM MP Zdeněk
Ondráček to head the
parliamentary commission for oversight
of internal security
forces. He eventually
resigns.

President Zeman
speaks at the KSČM
national congress
in Nymburk,
while protesters
gather outside in
disapproval of their
head of state legitimating what many
consider a criminal
organisation.

KSČM supports
the Kremlin line
and President
Zeman by colluding to block a
parliamentary investigation into the
novichok attacks in
the UK.

‘Patent of Toleration’ signed by
KSČM and ANO
sets the terms of
the communists’
return to political
influence.

PM Babiš
receives a
majority of 105
votes, including 14 from
the KSČM, in
support of his
coalition.

STRATEGIC LOGIC
Kremlin policy requires pre-empting popular demands for political change
at home by making democracy appear weak, chaotic, failed, and inferior to
the oligarchic system it must perpetuate in order to maintain the position of
the current Russian elite. A large part of the Russian effort is aimed at opportunistically exploiting polarised debates in the Czech Republic, as well
as supporting like-minded individuals, groups and political parties such
as the KSČM. The KSČM does not appear to receive foreign funding, and

there exists no credible evidence of policy coordination with the Kremlin.
Instead, the KSČM consistently aligns itself with Kremlin policy positions in
order to oppose NATO, and to support the Kremlin’s vigorous reassertion
of Russian power in the region. The KSČM’s alignment with Kremlin policies on key national security issues makes effective defence against hybrid
threats less likely.

MEASURES
DIPLOMATIC. Czech communists no longer have close diplomatic
ties to the Kremlin. They instead act as a willing proxy on key policy and
security issues. The main locus of official Russian diplomatic and political
influence has shifted to President Zeman and his team of largely Kremlin-friendly advisors.

FINANCIAL. Although past ties are well known, it is difficult to find
credible evidence of financial links between Russia and the KSČM.
INTELLIGENCE. Moscow’s priorities include covert infiltration of the

Czech media7 to spread Kremlin propaganda concerning Ukraine, NATO
and the EU; exacerbating social and political tensions in the region; and
relativising truth to encourage the idea that ‘everyone is lying’ and ‘nothing
can be believed.’

INFORMATION. KSČM hostility toward NATO and the EU have made

them a reliable ally in the information war and establishing disinformation-based narratives in the Czech mainstream and alternative mass media. Two KSČM MPs aided the Kremlin cause by spreading pro-Kremlin
disinformation in the Donbas region via local TV during an illegal visit in
early 2016.6

LEGAL. Persistent corruption weakens Czech law enforcement and
justice. The current PM being under criminal investigation for EU subsidy
fraud, and his reliance on support from the KSČM, considered by many to
be an organisation with a criminal past, highlight this.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Public confidence in the state and rule of law, a crucial pillar of which is
the fight against corruption in high politics.
 Public confidence in the mainstream media.
 Commitment to liberal democratic values, maintaining strong links to the
western and transatlantic alliance.

 Increasing political radicalisation due to largely disinformation-based
anti-immigration messaging.
 Measures targeting media and information sectors disrupting democracy.
 Continued Kremlin exploitation of Czech politicians (including President,
PM, KSČM) to justify further hostile acts including Eastern Ukraine, Crimea,
novichok attacks.9

VULNERABILITIES

EFFECTS

 Low political will of the informal Zeman-KSČM-ANO alliance to tackle
threats to national security from the Russian Federation.
 Less than one-third of Czechs strongly support EU membership and
roughly 40 per cent would prefer neutrality to NATO membership.8 The
potential for manipulating public opinion and political decision-making
remains high.

 Lingering corruption charges against PM hurt Czech reputation in EU
and elsewhere abroad.
 Approval of mainstream politicians is low.
 KSČM’s opportunistic cabinet support weakens Czech democracy and
trust in government.
 Russia ramping up exploitation of informal, Kremlin-friendly ZemanKSČM-ANO-SPD alliance to threaten NATO cohesion (e.g., plausible deniability in novichok attacks exploited at home in Kremlin-controlled media
and abroad after Zeman’s statement echoing Kremlin narrative).10
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19.

TIME PERIOD:
April 2007

THEMATIC AREA:
Exploitation of ethnic and cultural identities

NATIONS INVOLVED:
Estonia, Russian Federation

BRONZE NIGHT RIOTS
SUMMARY
of the Estonian government, media and financial institutions, consisting largely of denial of service attacks and website defacements. In
the days following the relocation, protesters surrounded the Estonian
Embassy in Moscow, threw stones at the building and mobbed embassy workers, calling for an apology by the Estonian government
and a reversal of the statue removal. 3 Russian government officials
encouraged Russians to boycott Estonian goods, rail links between
Estonia and Russia were severed due to ‘unscheduled repairs’, and
border checks between the two countries were lengthened. By 30
April, the statue had been moved to the Cemetery of the Estonian
Defence Forces in Tallinn.

The ‘Bronze Soldier’ is the informal name of a controversial Soviet-era
war memorial, which was located in the centre of Tallinn, Estonia’s
capital city, until April 2007. To many Russian-speaking groups in Estonia, the monument symbolised the victory of the Soviet Union over
fascist Germany. To ethnic Estonians, it was a permanent reminder of
Soviet occupation and the atrocities committed by the regime against
the Estonian people. Starting in the mid-1990s, the statue became increasingly popular as a location for the Russian-speaking community
to gather every year to celebrate ‘Russian Victory Day’. After the statue
became the site of a number of activist stunts, incidents of vandalism,
protests and clashes, the situation became untenable.1 A bill to demolish the memorial was rejected in 2007, but a plan was ordered by the
Estonian President to remove the statue and its surrounding graves
from the city centre.
Russian-speakers and pro-Russian NGOs mobilised to protest the
removal of the monument. After the monument was covered up on 26
April, a crowd of over 1,000 people, mostly ethnic Russians, gathered
at the site. Later that night, cars were set on fire and shops were looted in the city centre, during which a Russian citizen was stabbed to
death. Around 1,000 people were detained and 150 people, including
police officers, were injured, with protests also spreading to other
cities in Estonia. 2
The civil disturbances were not isolated incidents related to the statue’s
removal. A series of cyber attacks were launched against the websites

IMAGE – SHUTTERSTOCK

KEY POINTS
 The events of Bronze Night featured a range of different measures
employed by the Russian Federation (diplomatic, financial, cyber,
NGOs and economic) that were integrated and synchronised in support
of broader strategic objectives.

 Inflammatory political rhetoric can exacerbate divisions between
different identity groups, creating vulnerabilities which are exploitable by malign actors. Building resilience to such threats requires
audience-focused research to understand fracture lines between
groups, enabling effective policy-making which needs to be driven by
strong political leadership.

 The Russian modus operandi is to create pressure and intensify social divides, then take advantage of crises once they emerge. It is likely
the Russian Federation was not directly responsible for orchestrating
the civil disorder, but that it increased tension, making a crisis more
likely to occur, actively supported the protests and did not discourage
the conflict from escalating.4

 A strong civil society and independent media sector can reduce societal tensions by enabling inclusive public discourse and supporting the
development of a national identity based on shared values, rather than
ethnicity, language or identity.5

CONTEXT
 History of the ‘Bronze Soldier’ Memorial. The monument had been erected by the Soviet authorities in 1947 and was originally
named the ‘Monument to the Liberators of Tallinn’. After independence in
1991, this was changed to ‘For those Fallen in World War II’.6 Every 9 May,
ethnic Russians gathered at the memorial to commemorate Russian ‘Victory Day’ with the event becoming more popular in the mid-1990, increasingly
with the presence of Soviet symbols (such as Soviet Army uniforms). Like
other Soviet monuments in Estonia, the memorial had long been controversial and became a focal point for activists – it was vandalised and covered
in paint several times. In May 2006, confrontations between Estonians and
Russian-speakers in front of the statue prompted the Minister of Interior to
prohibit demonstrations the next day. The same year, an Estonian nationalist threatened to destroy the statue if it was not removed, and the police
started to guard the memorial round-the-clock.7

 Compatriot policy. The concept of ‘compatriots abroad’ is defined
under Russian foreign policy as “individuals who live outside the borders
of the Russian Federation itself yet feel that they have a historical, cultural,
and linguistic linkage with Russia.”8 Since 1994, this concept has developed into a number of laws, state programmes and policies to strengthen
ties with the Russian diaspora in the ‘near abroad’ of former members of
the Soviet bloc, and leverage such groups to influence policies and decision-making in the country of their residence. The issue of compatriots
came under greater scrutiny after the annexation of Crimea in 2014 was
justified by the need to protect Russian minority groups in Ukraine.

KEY ACTORS
Estonian Internal Security Service (KaPo)
Ministry of Defense Relocation of the monument was led by the MoD.
Ministry of Interior Main task of guaranteeing public order.
Reform Party (Reformierakond) Estonian political party. Proposed moving the statue in 2006 which may have increased support for them. Became
largest party (28 per cent) in March 2007 elections.
Night Watch group (Nochnoy Dozor) Youth group formed in mid-2006 to
protect the monument.
Naši organisation Officially endorsed Pro-Kremlin youth group based in
Russia.

Andrus Ansip Prime Minister of Estonia (2005-2014), leader of Reform
Party.
Dmitri Linter, Maksim Reva, Dimitri Klenski leaders of Night Watch
group.
Mark Sirõk leader of Naši organisation.
Jüri Böhm Estonian nationalist whose protest at the 9 May celebration in
2006 received a lot of media attention.
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NARRATIVES
Russian government

Estonian government

 The Bronze Soldier commemorates the Soviet victory in the Great Patriotic War.
 We condemn people who desecrate memorials to war heroes.9
 Estonia is indulging neofascists and inciting extremism.10
 Soviets were liberators, not occupiers, and their activities were justified
measures against fascism.
 Russian-speakers should stand up against authorities and defend the
statue.

 The busy centre of Tallinn is the wrong location for such a memorial.
 Such memorials are symbols of occupation. Relocation of the statue will
de-escalate the situation and prevent confrontation.
 This is an internal matter for Estonia and does not require discussion with
the Russian Federation.
 These events constitute a well-coordinated and flagrant intervention into
the internal affairs of Estonia.11

KEY EVENTS
10 Jan 2007

26 Apr

27 Apr

Government
passes War Graves
Protection Act and
announces a plan to
relocate memorial to
12
a military cemetery.

After site around the monument
is cordoned off in preparation for
excavations, around 1,000 mostly
ethnic Russians gather at the site.
Protests turn violent in the evening,
including vandalism and looting.
The Estonian government decides
to move the statue immediately to
restore order.

The statue is moved to a
secure location in the early
hours of the morning. In the
evening, violent protests and
looting reoccur. Civil disorder
spreads to other cities (Jõhvi,
Narva, Sillamäe and Kohtla13
Järve).

27 Apr – 9 May
Two waves of cyber attacks on the
websites of Estonian government,
media and financial institutions.
Protesters surround and attack
the Estonian Embassy in Moscow.
‘Unscheduled repairs’ are announced
for Russian-Estonian rail links, oil
shipments to Estonian ports are halted.

30 Apr
The statue is relocated
to a military cemetery.

STRATEGIC LOGIC
Based on the available evidence, it is unlikely that the Russian Federation
was directly responsible for creating the Bronze Night crisis, but it shaped
the information environment to set favourable conditions for it to occur,
actively supported the protests and effectively encouraged the disorder
to escalate.14 The integration of measures and the ability to escalate them

should be seen as part of Russia’s long-term strategy of attempting to
destabilise Estonia and retain influence in what it considers a traditional
sphere of interest.

MEASURES
DIPLOMATIC. The Russian government used openly hostile rhetoric,
encouraging pro-Russian protesters and organisations in Russia and Estonia. Foreign Minister Lavrov talked of “blasphemy” which would have “serious consequences for our relations with Estonia,”15 and the State Duma’s
lower house unanimously passed a resolution which accused the Estonian
parliament of “glorifying fascism” and called for economic sanctions.16

accused the Kremlin of organising the cyber attacks, then denying responsibility and attributing them to ‘patriotic’ individuals and criminal groups.
The Russian Embassy in Tallinn provided Russian media organisations reporting from Estonia specific, Kremlin-friendly local contacts in an attempt
to slant coverage.19

ECONOMIC. After calls from Russian government officials, many Russian companies effectively sanctioned Estonia by boycotting Estonian
goods and services.20 Moreover, transportation across the Russian-Estonian border via the Narva River bridge was severely limited, and rail links
were severed for several weeks due to ‘unscheduled repairs’,21 which interrupted oil and coal exports to Estonia. The overall estimated cost of the
Bronze Night was 1.85 per cent of Estonia’s GDP.22

INFORMATION. The Russian government has also been accused of

organising or at least condoning, the protests in front of the Estonian embassy in Moscow, which were organised mainly by the youth organisation
Naši.17 The Russian embassy in Estonia was believed to communicate with
and support the Night Watch group, which was instrumental in rallying the
protests, although an Estonian court later acquitted the Night Watch of
charges of riot instigation.18 Many Estonian politicians and media outlets

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Political stability and societal unity.

 Historical narratives are often used by the Russian government to exacerbate social tensions in the Baltics and as pretext for hostile measures.

 Integration of Estonia’s significant Russian-speaking community (about
a quarter of the population).23

 The Bronze Night events challenged Estonian integration policies and
threatened to undermine social cohesion, with the real possibility of violent
conflict between groups.

VULNERABILITIES

 Russian-speakers in Estonia are more likely to be exposed to media outlets such as PBK and RTR Planeta, which promote a pro-Kremlin point of
view as part of Russia’s foreign policy.

 Rhetoric on discrimination of minorities, and lack of respect for WWII-soldiers who died fighting fascism, threatened Estonia’s international reputation as a peaceful and democratic country.25

 Conflicting interpretations of history (World War II and Soviet rule) between Estonian and Russophone identity which are often very sensitive
and emotionally-charged.

EFFECTS

 91 people were convicted, 6 sent to prison, 67 received suspended or
part-suspended sentences. 48 were banned from entering Estonia again.26

 The Estonian economy is mostly oriented to EU markets, but Estonia receives all of its natural gas from Russia, and a significant volume of Russian
goods are transported through Estonian railways, making them vulnerable
to disruption.24

 On 24 May, the EU adopted a resolution expressing support for and solidarity with Estonia. Nevertheless, some national representatives also suggested that the relocation of the memorial was provocative.27
 Polls showed that confidence in the government increased after the riots
(from 53 per cent in 2006 to 66 per cent in 2007).28
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20.

TIME PERIOD:
2007 – Present

THEMATIC AREA:
GONGOs

NATIONS INVOLVED:
Russian Federation, Latvia,
Lithuania, Estonia

RUSSKIY MIR FOUNDATION IN THE
BALTICS
SUMMARY
The RMF takes its name from the concept of the ‘Russian world’ (Russkiy mir or Русский мир), a supra-national cultural identity consisting of
Russia, diaspora living abroad and other so-called ‘Russian-speaking’
communities, and incorporating language, culture, historical memory
and the orthodox church.3 Such communities outside of Russia fall under its ‘compatriot policy’, a loosely-defined concept used as means to
leverage influence particularly in those nations Russia considers part of
its traditional sphere of influence, such as the Baltic states of Estonia,
Latvia and Lithuania. The RMF is therefore about influencing foreign
audiences and interacting with compatriot communities, evolving from
an educational institution established to promote the Russian language
abroad into a more calculated expression of Russian influence overseas.4 It is difficult to assess the direct impact of the RMF, but despite
its ambitious remit and negative publicity, public awareness of RMF in
the Baltics is assessed to be low and their impact minimal, with activities mostly promoted to ensure the continued provision of resources
from Moscow.5,6

During the early 2000s, President Vladimir Putin attempted to develop
relations with the West by trying to re-introduce post-Soviet Russia
as an equal and respected member of the Western political system.
This was supported by the establishment of an array of institutions
designed to explain Russian politics to experts and decision-makers,
promote Russia’s cultural heritage and provide information on the ‘true’
Russia. Towards the end of the first decade of the 20th century, Russia’s approach gradually became more confrontational with the West,
and this ecosystem transformed into a set of instruments to reflect this
shift in foreign policy.
The Russkiy Mir Foundation (RMF) was established in June 2007 as
part of this ecosystem. The RMF is a joint project of the Russian Ministry of Foreign Affairs and the Ministry of Education and Science, and
its director and board are directly appointed by the Russian president.1
The RMF runs over a hundred so-called ‘Russian centres’ worldwide,
most actively in Europe, which promote Russian language, heritage
and culture. Its activities also include the organisation of events and
debates, and the provision of grants to non-profit organisations for projects on Russian language and culture.2

KEY POINTS
 The RMF should be seen as a tool of Russian foreign policy, with
a mandate including: the defence of human rights; protection of the
interests of compatriots living abroad; consular matters and partnerships in the cultural and scientific sectors.7 While the RMF is modelled
on cultural institutions such as the British Council, the Goethe-Institut
and the Institut Français, what differentiates the RMF are its activities,
which can threaten the social cohesion of the host nation, for example
by promoting controversial interpretations of history.

 Not all soft power measures are malicious. Traditional public diplomacy (such as cultural and educational exchange programmes) has an
essential part to play in maintaining cordial relations between nations.
Identifying such activities as hostile should be done on a case-by-case
basis, and care should be taken not to overinflate the threat. Over-estimating the ability of such organisations to hurt the host nation can
escalate the perception of confrontation, exacerbating social fractures
and increasing polarisation between social groups.8

CONTEXT
 Russia’s ‘soft power’. In the early 2000s, the Russian leadership
started to adjust their political system to foster the dialogue with the West
and to streamline the country’s re-engagement with the rest of Europe.
Putin’s regime developed a soft power projection system described as “a
matrix of tools and methods to reach foreign policy goals without the use of
arms but by exerting information and other levers of influence.”9 Over time,
the Russian leadership started to believe that the West had no intention to
accept Russia as an equal partner, and progressively construed the situation as that of increased political pressure on Russia and its ruling elite.

connections with Russia, and persons whose direct relatives lived on the
territory of the Russian Federation or the Soviet Union.10 By this definition,
30 per cent of Estonia’s population are Russian compatriots, in Latvia approximately 34 per cent and in Lithuania only around 8 per cent. However,
language, citizenship and ethnicity do not provide clear boundaries for
identification. Simply because individuals fall under the official definition
does not mean that they identify as being part of, or subscribe to, the
values of the ‘Russian World’.
 Strategic framing of ‘Russian speakers’. The importance
of Russia’s ‘compatriot’ populations in the 2008 invasion of Georgia, the
2014 annexation of Crimea and in references by Russian policymakers to
the benefits of agitating local communities have increased concern about
the work of organisations such as RMF.

 Compatriot policy. ‘Compatriots’ can be broadly defined as:
persons demonstrating commonality of language, history, cultural heritage, traditions and customs with the Russian state; persons living beyond
the borders of the Russian Federation having spiritual, cultural, and legal

KEY ACTORS
Rossotrudnichestvo Federal Agency for the Commonwealth of Independent States, Compatriots Living Abroad and International Humanitarian
Cooperation
Puškini Instituut in Tallinn with branches in Tartu and Narva
Russian Centre at Daugavpils University often used as an example of
the most successful Russkiy Mir project in the Baltic region
Russian Language and Cultural Studies Centre at Lithuanian University of Educational Sciences in Vilnius key partner for RMF in Lithuania
Russian centre in Šiauliai University, Lithuania the only centre outside
the Lithuanian capital supported by RMF

Vladimir Kochin RMF Executive Director
Vyacheslav Nikonov The RMF Management Board’s Chairman (since
2012), Chairman of the Committee on Education of the State Duma
(since 2013)
Ludmila Verbitskaya Board of Trustees’ Chairperson
Georg Bovt Editor-in-Chief of RusskyMir.ru magazine

86

Hybrid Threats. SUMMARIES

NARRATIVES
Russkiy Mir Foundation
 The Baltic States are in the traditional sphere of Russian cultural influence: Russian literature, theatre, cinema, media and art should be easily
accessible.
 Russian language education should be available to Russian-speakers
in the Baltics.
 Russia is a peaceful country and would never attack the Baltics. It was
their mistake to join NATO, and NATO troops should not be near the Russian border.

 The Soviet army did not occupy the Baltic States in 1940; this was a
voluntary process. Many Estonians, Latvians, and, to a lesser extent, Lithuanians were Nazi collaborators. Today’s regimes in the Baltics glorify
their Nazi collaborators, which is unacceptable and should be punished
by the EU.
 Russian Empire and Soviet Union periods were good for the economies
of Estonia and Latvia. When they left the USSR in 1991, they had strong
and diverse industries which were lost by the time of EU accession.

KEY EVENTS
21 Jun 2007

Nov 2007

Nov 2007

Feb 2008

Jan 2009

Nov 2009

2015

Russkiy Mir
Foundation is
established by
presidential executive order.

First Russian
World Assembly,
which becomes
RMF’s main
annual event.

RusskiyMir.Ru
magazine is
established. Today
it is distributed in
90 countries.

RMF opens first centre in Yerevan, Armenia. As of 2017, there
are 110 centres in 49
countries, plus more
than 70 locations are
under consideration.

Radio Russkiy Mir
is established. It
now produces 30
original shows and
collaborates with 60
FM-station around
the world.

Co-operation agreement with Russian
Orthodox Church.

Russkiy Mir TV is
established. 24hr
programming starts
a year later.

STRATEGIC LOGIC
The Russkiy Mir Foundation should be seen as part of an array of institutions developed to exert ‘soft power’ in line with Russian strategic thinking
in the mid-2000s and underscored by the concept of the ‘Russian world’.
The RMF is one element of an effort to build a network of individuals and

organisations to directly influence the political decision-making of the nations where they are located and to sustain the perception of an identity
group which enables confrontation.

MEASURES
DIPLOMATIC. RMF activities are supported by embassies and support their missions’ public and government relations.11 There is no evidence
of systematic synchronisation of plans and activities between Russia’s
Ministry of Foreign Affairs and the RMF.

INFORMATION.

RMF supports or promotes activities that can be
perceived as politically biased such as the Immortal Regiment Campaign
across Europe, a movement which marks the end of the “Great Patriotic
War.”13 RMF works with a wide range of educational and cultural organisations across the region, both directly and indirectly related to the ethnic
Russian and Russian-speaking population. Moreover, it works with organisations providing venues for Russian-related activities or having some of
them in much broader programmes of other activities related to other ethnic groups, cultures, or languages. While limited, this network of contacts
includes many actual or potential opinion-leaders and newsmakers within
ethnic Russian and Russian-speaking communities.

FINANCIAL. RMF’s grant activities are important to preserve and support cultural, educational, social, and, to a lesser extent, political activities
of ethnic Russian and Russian-speaking communities. RMF funding is not
disclosed in official sources, but the RMF director confirmed that the state
provided RUB 475 million (approx. USD 7,462,250)12 in 2016, RUB 446 million (approx. USD 7,006,660) in 2017, and that they expected to receive
a further 6-8 per cent decrease in 2018. It was reported that RMF spent
170,000 EUR in Latvia in the period 2007 – 2012.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS14

THREATS

 Democracy, constitutional order, independence and sovereignty.

 By spreading divisive narratives on political, cultural and historical issues, institutions like the RMF can increase inter-ethnic divides in Latvia
and Estonia, and undermine national unity.

 Social cohesion between different groups in society; strong national
identity; societal resilience towards misinformation and divisive influence.

 Uneven regional development, social inequality, poverty, poorly adapted segments of society or manifestations of intolerance can create social
instability. The polarisation of society due to adversarial opinions and understandings increases uncertainty and decreases society’s resilience to
hostile external influence.

 Trust in government and public institutions (for example the education
system).

VULNERABILITIES

 Cleavages between majorities and Russian-speaking minorities. For example in Latvia and Estonia, where the titular-speaking majority comprises
62 per cent15 and 68.8 per cent16 respectively, the rest of the population are
predominantly Russian-speakers. These cleavages manifest themselves in
divergent historical memory, as well as different and often opposing views
on issues related to Russia, the West at large and the United States and
NATO in particular.

EFFECTS

 RMF works across over 100 countries, so it is difficult to isolate and
measure the impact of its activities. However, observations suggest that
RMF has been more influential in countries which are more exposed to the
influence of Russia and Russian language and culture, for instance due to
geographical proximity.

 Penetration of the Russian state and private media in the information
space. E.g. in Latvia, TV broadcasts made in Russia are watched by 63 per
cent of inhabitants of Latvia; 80 per cent of Russian-speakers use Russian-language sources to acquire information.17,18

 RMF encourages ethnic Russians and Russian-speaking people in the
Baltic states to preserve their culture and identity. It promotes a common
identity based on Russian language and culture, which can slow the integration of Russian-speaking people in Estonia, Latvia, and Lithuania.19
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21.

TIME PERIOD:
November 2013 – 2014

THEMATIC AREA:
Bribery and corruption

NATIONS INVOLVED:
Russian Federation, Ukraine

CRIMINAL NETWORKS IN THE
DONBAS
SUMMARY

disrupted military forces and contributed to disinformation, effectively preventing a coherent Ukrainian response to Russia’s conventional
forces. By creating favourable conditions for Russian operations in the
region, Russia-linked criminal networks enabled the Russian Federation, through separatist rebels, to conduct a swift and deep military
conflict in the Donetsk and Luhansk Oblasts in eastern Ukraine.

Corruption continues to be a significant issue in Ukraine, due to its
Soviet past, weak national institutions and poor governance during
the early 1990s and present-day links to the Russian ‘mafia state’. The
government has long been troubled by kleptocrats and an extensive
bribery and embezzlement culture. Widespread criminal activity and
illicit circles primarily seeking economic gain have existed in Ukraine
since the collapse of the Soviet Union, particularly in the Donbas
(eastern Ukrainian region commonly used to describe the oblasts of
Luhansk and Donetsk). The Russian Federation is known to use such
crime groups in Europe, often functioning behind ‘indigenous European gangs’ such as the pre-existing criminal networks in Ukraine, used
as instruments of intelligence and political influence.1

As the crisis deepened and became increasingly violent, criminal
networks in the Donbas region flourished. Low-level petty criminals, politically influential Russian and Ukrainian kleptocrats, and oligarchs (corrupt heads of private industry, politicians and high-level
officials), were responsible for trafficking food, alcohol, cigarettes,
coal, fuel, and weapons. Expansive criminal networks and sweeping
corruption in both Ukraine and the Donbas still impact the conflict
directly, with the Security Service of Ukraine reporting incidents or
weapons smuggling and military supply contracts going to unqualified manufacturers. This poses a direct threat to crucial political reforms for Euro-Atlantic integration and the administration of financial
aid in support of stabilisation.

When civil unrest began in 2014, the Russian Federation capitalised
on its long-term exploitation of these vulnerabilities to quickly produce
a fully realised threat. Using existing criminal networks, they provided
lethal aid (small arms, heavy weapons, vehicles and artillery pieces),
training and leadership to separatists in eastern Ukraine. In addition to
taking an active part in the fighting, networks disrupted supply lines,

KEY POINTS
security risks that Ukrainian corruption and criminal networks pose to
Ukraine and Ukraine’s partners.

 Criminal networks were pervasive across public and private sectors, along with high levels of corruption and kleptocracy, which led
to political and security vulnerabilities. Both internal and external actors exploited these vulnerabilities to the detriment of national security
interests.

 Eliminating the systemic tendency of corruption and building trust
in state institutions are vital to enable the reintegration of non-government-controlled areas. This means developing a robust legal framework and enhancing public confidence in the judiciary through the professional development of judicial personnel, transparency for financial
arrangements and improved pay for judges. Governments should also
reduce and deter corruption through high-level punitive action, amnesty programmes for lower-level corrupt business people, the promotion
of more transparency across government and private sectors and focus on areas such as border guards or law enforcement which enable
criminal networks to operate.

 While corruption in Ukraine maintains many classic post-Soviet features, it differs from Russian corruption in how it is organised and sustained. Corruption in Russia is considerably more reliant upon personalities and strong allegiances, particularly when it comes to large-scale
corruption. In Ukraine, the overall availability of resources is markedly
smaller, and few can hold onto any particular rent-seeking sector, or
profitable scheme, for long without needing to form alliances with an
ever-changing list of state actors, intra-regional rivals, and criminal
groups. This is a topic worthy of analysis as it speaks to the unique

CONTEXT
 Corruption in Ukraine. Grand corruption describes how “the
abuse of high-level power benefits the few at the expense of many causing serious and widespread harm to individuals and society.”2 Ukraine is
amongst the most corrupt countries in the world: in 2014, it was ranked
142 out of 175 in the Corruption Perceptions Index.3 Some of the most
high-profile embezzlement cases include former President Yanukovich, the
Interior Minister’s Son Oleksandr Avakov, as well as the Deputy Defence
Minister.4,5,6 The Ukrainian government’s systemic problems stall attempts
at improvement and holding corrupt persons accountable for their actions.7

law enforcement.9 In Ukraine, as the state formed and stabilised, high-ranking criminals became functionally legitimate businessmen and politicians.
Criminal activity ranges from local smuggling rings to large-scale heavy
industries – the Donbas holds the epicentre of Ukraine’s heavy industry,
metallurgical facilities, and most of the country’s essential coal mines.10
 The conflict in eastern Ukraine. As a result of the ousting
of President Yanukovych during the 2014 Ukrainian revolution, as well as
the annexation of Crimea by the Russian Federation, a pro-Russian armed
insurgency began in the Donbas. Donetsk and Luhansk declared “independence” after holding unrecognised referendums. Press, civilians, humanitarian organisations, and non-government organisations separately
reported the presence of Russian soldiers in eastern Ukraine, as well as
report sightings of lethal aid crossing the Russian-Ukrainian border. Since
the outbreak of the conflict, bribery and corruption have become prevalent
on both sides of the contact line.11

 Criminal activity in the Donbas. In Soviet times, the largest
numbers of criminal prosecutions in the Ukrainian Soviet Socialist Republic
were in Donetsk and Luhansk Oblasts, collectively accounting for one-third
of criminal trials in the republic.8 Following the collapse of the Soviet Union
and the accompanying power vacuum, there was a surge in crime, as well
as the integration of criminal activity in business, politics, and legal affairs/

KEY ACTORS

Viktor Yanukovych former President of Ukraine (2010-2014), removed
from power as a result of the Euromaidan Revolution
Petro Poroshenko President of Ukraine (2014-present)
Vladislav Surkov aide to the President of Russia (2013-present), heavily
involved in Russian activity in eastern Ukraine15,16
Igor Plotnitsky head of the “LPR” (2014-2017); held monopoly over supply
of goods including pharmaceuticals and contraband fuel
Aleksandr Zakharchenko head of the “DPR” (2014-2018); involved in
counterfeit cigarettes and amphetamines; close ties to the Kremlin
Rinat Akhmetov Ukrainian businessman and oligarch from Donetsk; richest man in Ukraine17

Party of Regions Ukrainian pro-Russian political party; electoral and financial base primarily in east and southeast
‘Donetsk People’s Republic’ (DPR) and ‘Luhansk People’s Republic’
(LPR) Unrecognised non-government-controlled areas in Donetsk and Luhansk Oblasts, Ukraine
Security Service of Ukraine (SBU or SSU)12
National Anti-Corruption Bureau of Ukraine (NABU)13
Specialised Anti-corruption Prosecutor’s Office (SAPO)14
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NARRATIVES
Ukrainian government

Russian government

 Russia is the aggressor in eastern Ukraine and Crimea; it is violating
Ukrainian territorial integrity and state sovereignty.
 The Russian Federation uses covert forces to undermine state stability
and progress towards the West.
 There are new government institutions and civil society organisations
focusing on anti-corruption efforts. These efforts include fighting criminal
networks and Russian influence in Ukraine.

 The Russian Federation is only acting in the interest of ethnic Russians
and Russian citizens in Ukraine.
 Ukraine is a corrupt, failed state; its instability has domestic origins.

KEY EVENTS
21 Nov 2013

Dec 2013

22 Feb 2014

27 – 28 Feb 2014

16 Mar 2014

Apr 2014

11 – 12 May 2014

President Yanukovych abandons Association Agreement
with the EU; protests
start in Kyiv.

Protests grow to
include 800,000
people.

Yanukovych is
removed from office
by the Ukrainian
parliament.

Unmarked, armed,
uniformed men arrive
in Crimea.

An unrecognised secession referendum
is held in Crimea,
seeing 97 per cent
support for joining
Russia.

Unrest starts in Donetsk
and Luhansk; militants seize
administrative buildings in
many cities; activists proclaim the “Donetsk People’s
Republic” and the “Luhansk
People’s Republic”.

The so-called “separatist”
republics in eastern
Ukraine hold unrecognised referendums and
declare independence;
Fighting continues.

STRATEGIC LOGIC
or including Russian or pro-Russian kleptocrats.18 Russia used these connections to encourage existing anti-government elements to challenge the
government, initially though protest and then via direct action, becoming a
separatist insurgency.19

Russia’s strategy in Ukraine involved the use of non-military means to undermine the authority of the government and destabilise the situation. Despite operating primarily for financial self-interest, criminal elements were
connected to Russia through regional business interests and supported by

MEASURES
DIPLOMATIC. The same corrupt government officials involved in or
enabling criminal networks lead to conflicting difficult diplomatic relations
with both Russia and the West. Oligarchs with lucrative business ties to
Russia are said to have used their extensive political influence to undermine Ukraine’s approach towards the West.20
INFORMATION. Many news and media outlets were/are owned by
oligarchs (including President Poroshenko, Rinat Akhmetov, Ihor Kolomoisky, Dmytro Firtash and others), and known to be utilised for political
goals.21
MILITARY. The conflict in eastern Ukraine created an ideal environment
for the pre-existing illicit global arms trade network and market by creating
a legal vacuum and a new market for materiel. Illegal arms trade occurs on
both sides of the contact line, as a lack of legislation and regulation enables a bustling criminal network. Moreover, officials in state defence enterprise UkrOboronProm owned shell companies that were used for fraud
and embezzlement schemes to use substandard parts, including used and
outdated engines, to pocket the profits.22 NABU investigations allege that
millions of dollars have been syphoned off of military equipment contracts,
both domestic and international.23 These criminal activities benefitted the
Russian-led separatists who fought a military with sub-part armaments.
Inability to address these issues will prevent Ukraine from reaching its goal
to meet NATO standards by 2020.

ECONOMIC / FINANCIAL. Large-scale criminal networks are often disguised through shell operations and layers of persons at various levels in different sectors.24 Kleptocrats control parts of all sectors, including
government, heavy industry, finance, military, and information. Prevalent
corruption in Ukraine enables billions of dollars to misappropriated from
government contracts, development funding, and international aid. Decision-making is often closely interlinked with corruption: it was, and in some
cases still is, typical to bribe border guards, law enforcement, and government officials to achieve a particular outcome.
INTELLIGENCE. High level of infiltration of the Ukrainian intelligence
services by Russian spies, and evidence of substantial cooperation between the Ukrainian Security Service (SBU) and the Russian Federal Security Service (FSB), significantly degraded Ukrainian intelligence capability,
including through the defection of entire units to the rebel side.25,26,27
LEGAL. The broken judicial system enabled corrupt officials to operate, making the country unable to enforce reforms completely. Since 2014
Ukraine has made substantial progress in legal reform and law enforcement. However, many past issues remain due to the dynamic between political corruption and a weak institutional framework.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

 Political and business links with formal or informal ties to Russian governmental or commercial entities were integrated into parts of criminal
networks.

 Political independence, effective state institutions, transparent decision-making, public trust in government processes.
 Sovereignty, territorial integrity and full control over all regions.
 Reliable security guarantees.28
 Economic independence.
 Domestic reforms as part of the path towards possible EU membership
and further integration with the West.
 Fully functional modern military that meets NATO defence and security
standards by 2020.

THREATS

 Territorial violation of the highest degree in the form of separatism actively supported by the Russian Federation. Russian military presence in
eastern Ukraine. Destabilisation of the Ukrainian state.
 Exploitation of existing vulnerabilities by the Russian Federation, which
used criminal networks to influence politics, ran disinformation campaigns,
and destabilised the Ukrainian state.

VULNERABILITIES

EFFECTS

 Widespread corruption and subordination of public authorities to corporate and personal interests, embezzlement of public funds, disorganised
public bodies, political appointments based on loyalty rather than merit.
Weakened and inefficient public institutions (particularly military- and security-related) which were unable to address critical political issues.
 Security and defence issues were not a high priority for Kyiv, and western political engagement was stagnant (“Ukraine fatigue”).29
 Weapons and equipment were outdated or obsolete, there was an insufficient logistical support system, and lack of intelligence/ counterintelligence force. Criminal networks and corruption in the Ukrainian government
continue to lead to misappropriation of funds or rigged contracts leading to
an ill-equipped Ukrainian Armed Forces.30
 Enormous amounts of international aid led to embezzlement and misappropriation of funds.

 Political functions inhibited; difficult to implement reforms; prevention
of progress.
 Unemployment, poverty, social injustice, overall public distrust in the
government after decades under oligarchical systems.
 Ongoing economic crisis with a weakened national currency and ongoing developmental reforms. Many corrupt oligarchs and elites have been
removed, but not all of them.
 Ukrainian government established three anti-corruption bodies in recent
years (NABU, NAPC, SAPO). Ukraine has yet to create an independent anti-corruption court per its mandate. One survey found that 80 per cent of
Ukrainians in government-controlled areas consider the fight against corruption as unsuccessful. 31
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22.

TIME PERIOD:
February – April 2011

THEMATIC AREA:
Agitation and civil unrest; Exploitation of
ethnic or cultural identities

NATIONS INVOLVED:
Bahrain, Iran

CIVIL DISORDER IN BAHRAIN 2011
SUMMARY
denounced the existence of external interference behind the uprising,
and explicitly referred to Iran.2 As a result, the protests were framed
as being the result of interference from an external actor, rather than
acknowledging those grievances that underpinned the mobilisation of
certain communities to protest. The main opposition party, Al-Wefaq,
complained that state-controlled media portrayed the protesters as
sectarian and pro-Iranian from the outset. Alleged Iranian interference
was systematically used by the government to justify repression in the
years following the 2011 uprising.

In 2011, the Kingdom of Bahrain was affected by the ‘Arab Spring’,
a wave of popular protests that spread across the Middle East and
North Africa. The first, mostly peaceful protests took place on 14 February and involved around 6,000 people nationwide of mixed religious
and social backgrounds. Social media played a crucial role both in
the organisation of protests and as a source of information. Bahrain
had experienced low-level political unrest for a few years and in the
six months since the previous parliamentary elections, which were
viewed as flawed. Protesters, predominantly Shia, were angered by
the slow pace of political reform, the apparent favouritism to foreign
workers over Bahraini citizens and discrimination against them by the
ruling Sunni minority. At the start of protests, their demands included
political and constitutional reforms, an end to inequality and systematic discrimination towards Shia Muslims, and to the alleged practice
of political naturalisation of Sunni Muslims to change the country’s
demographics.
Fuelled by anger at the government’s insufficient response to the demands and the use of lethal force by the security forces, the protests
escalated quickly. The nature of the protests soon changed, with demands emerging for the end of the ruling regime. In March, the protests
became increasingly violent and led to sectarian clashes. Bahrain requested support from its Gulf allies, who sent 1,500 Gulf Cooperation
Council (GCC) troops into Bahrain to help restore stability.
It is likely that deliberate agitation by Iran, by way of overt public statements and agents of influence, contributed to the escalation. The Iranian regime, most prominently Ayatollah Khamenei, expressed criticism
of the Bahraini government and voiced support for the disadvantaged
Shia population. These statements framed the protests as a sectarian issue and encouraged the Shia opposition. Moreover, Iranian Arabic-language TV channels encouraged Shia protesters in Bahrain.1 It
is reasonable to assume that the Iranian government was interested
in the destabilisation of the Bahraini regime, given Iran’s historical record of interfering with Bahrain’s interior affairs, combined with its territorial claims over the country. The Bahraini government repeatedly

IMAGE – Bahraini protest on 22 February 2011.
WIKIMEDIA / Lewa’a Alnasr

KEY POINTS
highlights the difficulty in publicly attributing responsibility for hostile
acts.4

 The grievances of the Bahraini Shia population were a critical vulnerability which gave Iran the opportunity to exert influence. Tensions
between sectarian groups should be minimised by political dialogue
and the fostering of national unity and identity based on shared values
which sets itself apart from both Iran and Saudi Arabia.

 The media in Bahrain was biased towards the government of Bahrain.
Six out of Bahrain’s seven daily newspapers were pro-government, and
all radio and television broadcasts in Bahrain state-controlled. During
the protests, government censorship was particularly harsh, and state
media gave inaccurate or one-sided versions of events, in particular by
presenting the demonstrations as purely sectarian and linked to Iran.
The media did not represent the views of the vast majority of Bahrainis,
many of whom felt marginalised as a result.5

 The Bahrain Independent Commission of Inquiry was unable to find
any material evidence of Iranian interference, partly because of the
commission’s lack of access to confidential government reports. 3 D espite this, after the report was published the King gave a speech in
which he repeated the claim that “Iran is supporting anti-government
protests”, an apparent contradiction with the official report which

CONTEXT
 Bahrain. The Kingdom of Bahrain became independent in 1971 and
is ruled by the Al Khalifa family, who are Sunni Muslims.6 70.3 per cent of
the population is Muslim, the majority of which are Shiites (no official figures available). One of Bahrain’s main allies is the Kingdom of Saudi Arabia
(Sunni). It has had strained relations with Iran, where Shia Islam is the state
religion.

 Historical influence activities of Iran. After the Iranian
Revolution in 1971, Iran’s government attempted to spread the Islamic
revolution throughout the Muslim world. In 1981, Bahraini Shia fundamentalists orchestrated a coup attempt which – if successful – would
have brought an Iran-based Shia cleric to power as the leader of an Islamic government. 8 The militant group behind the coup, the Islamic Front
for the Liberation of Bahrain, was backed by Iran. The Bahraini government also blamed Iran for unrest in the mid-1990s. Iran has supported
Shia militant groups in Bahrain, several of which were labelled terrorist
groups by the US State Department. 9

 Iran’s claims on Bahrain. Over the past 100 years, Iran has
periodically voiced territorial claims over the Bahrain Islands, which were
historically part of the Persian Empire, although direct rule only lasted for
some thirty years in the 17th century. In 2007, an influential newspaper with
close links to the Iranian regime published an editorial calling Bahrain “a
province of Iran,” which sparked considerable tension in the region.7
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KEY ACTORS
Cabinet of Bahrain
Al Wefaq main opposition party of Bahrain
Public Security Forces of Bahrain reporting to Ministry of Interior
Al Wasat regarded as the only independent newspaper in Bahrain
Gulf Cooperation Council (Saudi Arabia, Kuwait, Qatar, UAE, Qatar,
Oman)

Hamad bin Isa Al Khalifa King of Bahrain (since 2002), Emir of Bahrain
(1999-2002)
Khalifa bin Salman Al Khalifa Prime Minister of Bahrain (since 1970)
Sheikh Isa Ahmad Qassem Bahrain’s leading Shia cleric, seen as spiritual
leader of Al Wefaq party with close ties to Iran
Ayatollah Khamenei Supreme Leader of Iran (since 1989)

NARRATIVES
Iranian government

Bahraini government

Saudi Arabia / GCC

 It is Iran’s duty to protect their fellow Shia in
Bahrain from oppression and abuse that they
suffer at the hands of the regime.
 The GCC’s interference in Bahrain’s internal
affairs is unacceptable and will further complicate matters.

 The uprising is the result of a “fomented subversive plot against security and stability.”10
 The uprising has been provoked by external
interference (i.e. Iran), and not by legitimate
grievances of the population.
 The demonstrators are Shia that have been
agitated by Iran to overthrow the regime.

 Iran is an expansionist power that is trying to
extend its influence in the region.
 The Kingdom will stand by the side of their
Bahraini neighbours and protect them from Iranian interference.

KEY EVENTS
14 Feb 2011

15 Feb

17 Feb

23 Feb

First day of protests in Bahrain
(6,000 people); a
man is killed by
security forces.

A second person
is killed; King
gives speech
reaffirming
freedom of
expression in
Bahrain.

“Bloody
Thursday,”
4 deaths;
protests grow
larger.

Opposition leaders
released from jail
by royal pardon;
first calls for the
removal of the
regime are heard.

25 Feb
Limited reshuffle
of government
cabinet.

Mar

14 Mar

Apr

Jun

Sectarian clashes
occur, continue
over next weeks;
government imposes
martial law; Iranian
leaders express
support for the
protestors.

GCC troops
arrive in
Bahrain after
invitation from
government.

Government
moves to ban
two main
Shia political
parties.

King
establishes
the Bahrain
Independent
Commission of
Inquiry.

STRATEGIC LOGIC
It is reasonable to assume that the Iranian government was interested in the
destabilisation of the Bahraini regime, given Iran’s historical record of interfering with Bahrain’s interior affairs (including backing militant Shia groups,
and allegedly supporting a coup attempt in 1981). During the 2011 protests,
Iranian officials and media criticised the Bahraini government’s treatment
of the Shia majority and voiced support for the protesters. In doing so, Iran

likely contributed towards the escalation of the peaceful demonstrations
into violent sectarian clashes, and the framing of protests as a Sunni-Shia
issue rather than a popular movement calling for political reform. This strategy appeals to subnational identities in detriment of the Bahraini national
identity, which threatens societal cohesion.

MEASURES
DIPLOMATIC. Public criticism of the Bahraini government’s treatment

a letter to UN Secretary-General, asking for “serious and immediate action
by the Security Council over suppressing people’s demands in Bahrain using military force.”14

of its Shia population, most prominently by Ayatollah Khamenei. 191 Iranian
members of parliament issued a statement condemning the Bahraini government’s crackdown on anti-regime protestors.11 Iran recalled its ambassador to Bahrain due to the crackdown on the mostly Shia demonstrators,12
and later expelled one Bahraini diplomat.

INFORMATION.

Use of Iranian Arabic-language satellite channels
(especially Al-Alam, which is watched by 90 per cent of Bahraini Shia15)
to spread their narrative. Al-Alam has been described as an Iranian tool of
influence to stir up opinion in the Arab world.16 Possibly use of social media
to agitate protesters and escalate the uprising against the regime.

MILITARY. Threats to use force; e.g. a parliamentarian said that “Tehran

will use all the power and potentials at its disposal to halt the oppression
of the people of Bahrain.”13 In April 2011, the Iranian Foreign Minister sent

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

VULNERABILITIES

EFFECTS

 In oil monarchies like Bahrain, national security is equivalent to regime
security. Critical aspects include political stability, societal cohesion and
national self-determination.
 Bahrain’s National Action Charter (2001) defines national security as “the
fence and fortress for protection of the country and maintenance of its
lands and economic, social, and political gains and support the process of
comprehensive development.”17

 Escalation of socio-political protests into sectarian violence, not least
due to stirring up of discontent by Iran.
 Risk of Bahrain becoming an arena for a proxy conflict between Saudi
Arabia and Iran, who are both invested in the country.19
 Growing threat of religious/ideological extremism, not least due to
what Bahrain’s Interior Minister called “anti-Bahrain propaganda by Iranbacked media.”20

 A majority Shia population is ruled by a Sunni minority and discriminated
against – for example, Shias are largely prevented from accessing jobs
in the security services, they cannot serve in the armed forces, and their
political influenced is limited (e.g. gerrymandering of Shia constituencies
by the government).18 The resulting discontent is fertile ground for agitation
and foreign influence.
 Bahrain’s economy is heavily oil-dependent.

 Increased divisions of society along sectarian lines, escalation of violence.
 Reinforcement of opposition movements.
 Weakened support for the government due to the perception of the Bahrain regime as oppressive.
 Increased reliance of Bahrain on its GCC neighbours for regime survival.
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23.

TIME PERIOD:
April 2015 – 2018

THEMATIC AREA:
Economic leverage

NATIONS INVOLVED:
Pakistan, Kingdom of Saudi Arabia (KSA),
China, Iran

PAKISTANI INVOLVEMENT IN YEMEN
SUMMARY
In March 2015, the Kingdom of Saudi Arabia (KSA) initiated Decisive
Storm, a multilateral operation to influence the civil war in Yemen. The
KSA’s initial claim that Pakistan, a key ally, had already “expressed
desire” to participate in the operation, caused some embarrassment
for Islamabad.1 A formal request by the KSA for Pakistani fighter jets,
ground troops and naval warships to join its campaign in Yemen led to
a lengthy debate in the Pakistani parliament. The majority of the public
opposed direct involvement in the conflict and was wary of Pakistani
support being taken for granted by the KSA. Many commentators saw
the intervention as a potentially disastrous and costly war. Ultimately,
the Pakistani parliament voted unanimously to remain neutral in the
conflict, which made it difficult for the government to provide anything
more than symbolic support.

was engaged in a large-scale counter-insurgency operation along the
Afghan border and additionally committed at the border with India.
Nevertheless, there has since been some evidence of creeping military
involvement by Pakistan in spite of the parliamentary no-vote: in early
2017, there were reports of a brigade being sent to the KSA to protect against Houthi incursions into KSA territory. In a significant shift,
the Pakistani army announced in February 2018 that it was sending
1,000 troops to the KSA in advisory and training roles. Although this
still amounts to only indirect involvement in Yemen, the lack of detail in
public announcements and the bypassing of the Pakistani parliament
led to some domestic backlash.4

Pakistan’s decision-making process was subject to intense lobbying
from the KSA, Iran and also China. The KSA and Pakistan have long
had a close reciprocal relationship, with the KSA generously providing
aid to Pakistan in return for military assistance. Despite intense pressure by the KSA to participate in the intervention, Pakistan was wary
of antagonising its powerful neighbour Iran by meddling in its sphere
of interest – Iran is believed to back the Houthi rebels in Yemen. Moreover, in 2015 Pakistan had high hopes that Western sanctions on Iran
would soon be lifted as a result of a US nuclear deal, making Iran’s vast
hydrocarbon reserves available to energy-starved Pakistan.2 Some analysts also suggested that China, which has a great interest in peace
and stability in the region due to its large-scale infrastructure projects,
might also have had some major influence on Pakistan’s decision: China’s President Xi visited Pakistan during the period of decision-making
to lobby for neutrality and a diplomatic resolution of the conflict, and to
promise enormous investments in infrastructure and energy amounting
to USD 46 billion over several years as part of the One Belt One Road
initiative.3
Pakistan also had many domestic factors to consider: participation in
what many believed to be a proxy war between the KSA and Iran would
likely aggravate the Sunni/Shia divide both in the region and at home
(20 per cent of Pakistan’s population are Shia Muslims). A crucial consideration was the risk of overstretching the Pakistani military, which

IMAGE – Shutterstock

KEY POINTS
 Actions to assist the KSA often occurred without accompanying
public announcements, indicating a two-track policy: Pakistan’s political policy is compatible with the parliamentary resolution and aims to
appease Iran, China and its own population; the other track is a more
pragmatic approach, which caters to the demands of realpolitik.5

 Pakistan tried to walk a diplomatic tightrope by choosing the absolute minimum level of involvement by eventually sending troops for
‘border operations.’ It thus hoped to please the KSA by being somewhat involved, but at the same time not to antagonise Iran by contributing more directly. Words and actions were intended to convey
the presumed role for Pakistan as a regional mediator, rather than an
active participant of the regional geopolitical conflict between Iran
and the KSA.

 Some information fratricide resulted owing to the highly contradictory nature of the diametrically opposing demands that were placed on
Pakistan. Instead of soothing the KSA and Iran, Pakistan’s words and
actions seem to have angered both to some extent.

CONTEXT
 Pakistani-KSA relations. Pakistan and the KSA have a longstanding relationship, with Pakistan in some regards the junior partner due
to its relative economic weakness and vulnerability. Pakistan is a major
recipient of KSA aid and cheap oil. Pakistan possesses a far superior
standing army with extensive operational experience and has developed
a reputation for being the provider of military muscle to the KSA (e.g. in
Gulf War 1991).

(including financing an Iran-Pakistan pipeline), with Pakistan representing
a critical geographical point in China’s ‘One Belt One Road Initiative’, an
ambitious infrastructure project to create a new ‘Silk Road’. Regional stability, including Yemen, is vital for the realisation of this project: the Yemen
conflict threatens the Bab al-Mandeb Strait, a body of water controlled by
Yemen and a chokepoint for the transportation of oil. President Xi visited
Pakistan in April 2015 to discuss, amongst other topics, the possible role
of Pakistan in the Yemen conflict and promised to stand behind Pakistan
if it decided to rebuff the KSA’s request. The personal intervention of the
Chinese President signalled the importance of the issue to China.

 Pakistani-China relations. China is the most important supporter of Pakistan’s economy, with Chinese aid now exceeding US aid.
China is significantly expanding its investments in Pakistani infrastructure
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KEY ACTORS
Parliament of Pakistan
Ministry of Defence of Pakistan

Nawaz Sharif Prime Minister of Pakistan (1990 – 1993, 1997 – 1999, 2013 – 2017)
Khwaja Asif Defence Minister of Pakistan (2013 – 2017)
Khurram Dastgir Khan Defence Minister of Pakistan (2017 – 2018)
Xi Jinping President of China (since 2013)
Mohammad Javad Zarif Minister of Foreign Affairs of Iran (since 2013)
Prince Muhammad bin Salman Crown Prince of Saudi Arabia; Defence Minister (since 2015)

NARRATIVES
KSA government

Iranian government

 This multilateral intervention will restore the legitimate government in
Yemen and terminate the threat posed
by Houthi rebels.
 Iran is inflaming the conflict by backing the Shia Houthi rebels.

 Iran does not back the
Houthi rebels.
 The KSA is committing
genocide in Yemen.6
 Pakistan should assist in
finding a diplomatic solution
to the crisis.

Chinese
government

Pakistani government and media

 Stability in the region is of great importance; military intervention in Yemen will
destabilise the region.

 The parliament “desires that Pakistan should maintain neutrality in the Yemen conflict so as to be able
to play a proactive diplomatic role to end the crisis.”7
 Press/public (majority): this is not Pakistan’s war,
and Pakistan is not the KSA’s puppet.8
 Government: Pakistan is prepared to protect the
territorial integrity of the KSA.

KEY EVENTS
25 Mar 2015

31 Mar

6 Apr

8 – 9 Apr

10 Apr

20 – 21 Apr

Dec 2016

15 Feb 2018

KSA-led military
operations begin
in Yemen.

Pakistan’s Defence
Minister visits KSA,
promises to protect
Saudi territory but
states necessity
to “give peace a
9
chance”.

KSA Defence
Minister announces KSA
has formally
asked Pakistan
to join the coalition.

Iranian Foreign
Minister visits
Pakistan, asking
the country to
remain neutral
and work towards
a cease-fire.

Pakistan’s
parliament passes
a resolution declaring neutrality
on Yemen.

China’s President
Xi visits Pakistan,
announces USD 46
billion investment.

Pakistani Chief of
Army Staff visits KSA;
following the visit, there
are reports of a brigade
of soldiers being sent
to the KSA for ‘guard’
duty against possible
incursions of Houthis
into KSA.

Press release
from Pakistani
military
announcing
decision to send
1,000 troops to
KSA in advisory
and training
roles.

STRATEGIC LOGIC
While Iran’s and China’s wish for Pakistani non-intervention coincided
with the preferences of the Pakistani public and most of its politicians, the
KSA tried to influence Pakistan into joining an intervention that was, arguably, not in Pakistan’s national interest. The intervention seemed likely
to become a costly and drawn-out conflict in a region that Pakistan had

little connection to, and was likely to cause Pakistan problems at home
(including increased sectarianism, public discontent, overstretching of
the military). The KSA framed its offer as part of the long-existing mutually
beneficial relationship and combined intense diplomatic pressure with the
implicit threat of discontinuing their generous aid and assistance.

MEASURES
DIPLOMATIC. Riyadh initially named Pakistan as a participant in the
coalition before Pakistan had made any public statement on the matter.10
The KSA’s diplomatic pressure on Pakistan was intense, including shuttle
diplomacy and high-level meetings.

ECONOMIC. The KSA has long been a generous provider of aid and
investment to Pakistan. In 2014 alone, the KSA gave Pakistan an “unconditional grant” of USD 1.5 billion to service its debts. In 2016, in return for
Pakistan’s participation in the KSA’s multilateral exercise North Thunder –
an attempt to stabilise bilateral relations – the KSA pledged USD 122
million, including a USD 67 million grant and the rest in loans for various development projects in Pakistan.13 The KSA also provides jobs to
2.2 million Pakistani citizens, who send back some USD 4 – 5 billion in
remittances back home every year.14,15

INFORMATION/FINANCIAL. The KSA has gradually been build-

ing its influence at the level of the general Pakistani populace, most noticeably by funding hundreds of madrasas which provide children with
housing, clothing and religious education.11 However, the KSA’s religious
influence has also been blamed for raising sectarian tensions by spreading
puritanical Wahhabi beliefs. Some pro-Saudi groups held rallies in Pakistan in support of the Yemen intervention.12

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

embodied through KSA-Iranian rivalry; Pakistani involvement in Yemen
would likely increase sectarian disputes at home, where 20 per cent of the
population is Shia.
 Public discontent: Disconnect with the Pakistani government as a result
of public opinion being ignored if geopolitical interests of external actors
take precedence.
 Overstretching of the military: Pakistan is already heavily involved in
counterinsurgency campaigns (esp. against Pakistani Taliban) and needs
to keep enough troops at the Indian border. Involvement in Yemen would
spread the military dangerously thin.

 Pakistan’s sovereignty concerning its ability to freely choose its foreign
policy path without external pressure.
 Harmonious coexistence between different ethnic and religious groups
within Pakistan.
 Cordial relations with all the major regional powers.
 Energy security and functioning infrastructure for Pakistan’s rapidly
growing population.

VULNERABILITIES

 Energy shortage: Pakistan’s population is fast approaching 200 million,
and its economy is losing up to six per cent of GDP due to infrastructure
bottlenecks and a chronic shortage of electricity.16
 Oil dependence: The KSA is the primary source of oil for Pakistan.
 Weak economy: Huge debt and weak currency. Outside offers of aid
and investment, likely tied to political demands, become more appealing.

EFFECTS

 Brief cooling of KSA-Pakistani relations after the initial decision to remain
neutral, although relations have improved since Pakistan participated in a
joint military exercise and deployed some troops to the KSA.
 Continued sectarian tensions, including ongoing attacks by Sunni supremacists on the Shia minority.
 Continued susceptibility to external influence, as no sustainable solution
has been found to Pakistan’s economic and energy-related vulnerabilities.

THREATS

 Worsening of inter-ethnic and inter-religious discord: the Yemen intervention can be explained as part of the broader Sunni/Shia conflict
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24.

TIME PERIOD:
2001 – 2002

THEMATIC AREA:
Coercion through threat
or use of force

NATIONS INVOLVED:
India, Pakistan

OPERATION PARAKRAM
SUMMARY
arrived in the border region, the momentum was lost, and it was difficult for India to politically justify further military action, especially due
to pressure from the US, Musharraf had made a live television address
denouncing terrorism and promising to deal with militant groups in
Pakistan. 2,3

The India-Pakistan standoff from 2001 – 2002 was the biggest conflict
between India and Pakistan since 1971. Operation Parakram1 (Sanskrit: ‘Valour’) was India’s response to the terrorist threat it attributed
to Pakistan and was an act of ‘coercive diplomacy’ – the use of military mobilisation as part of a diplomatic strategy. The operation was
launched by New Delhi with the stated intent of compelling Pakistan to
cease its support to violent extremists following two terrorist attacks
in 2001, first on the legislative assembly in October and then the Indian
parliament two months later. The Indian government attributed the attacks to two Pakistan-based terrorist organisations, Lashkar-e-Taiba
(LeT) and Jaish-e-Mohammed (JeM), and alleged these organisations
were actively supported by Pakistan’s Intelligence Service. New Delhi
demanded that Pakistan tackle cross-border infiltration, close training camps and make a categorical and unambiguous renunciation of
terrorism.

New Delhi’s strategy meant influencing two key target audiences. First,
demonstrating to Islamabad the capability of India’s armed forces and
the political will to act should Pakistan not comply with its demands.
Second, by overtly threatening an escalation into conventional warfare, trying to influence the international community, particularly the
US, to pressurise Pakistan to dissociate itself from Islamic terrorism in
accordance with the global war on terror.
When measured against stated objectives, the operation was of mixed
success. There was a reduction in cross-border infiltration in early
2002, Islamabad pledged to deny Kashmir to terrorist organisations
and also temporarily cracked down on terrorist groups in Pakistan.4,5
However, Pakistan did not comply with India’s request to extradite
twenty criminals, and the actions taken by Islamabad to crack down
on militants and their cross-border activity were very short-lived.6

Under the Sundarji Doctrine, India mobilised its main strike forces from
central India to complement the holding corps already in place on the
border, but because of the distances involved and the size of the strike
force, this took three weeks. As a result, Pakistan had enough time to
counter-mobilise its own forces and allow for intermediary diplomacy,
predominantly from the US and UK. By the time Indian troops had

KEY POINTS
 Coercive diplomacy is a type of strategic coercion, an approach
which forces the target to take a particular action or to stop or undo an
action already taken.7 To compel an adversary to behave in a certain
way, a government needs to coordinate actions and words into a credible, coherent message. This is complicated, however, by the requirement to speak simultaneously to different audiences: the adversary, the
international community and domestic publics.

 Because no end date was specified for Pakistan to comply with
demands, the Indian government needed to coordinate military and
diplomatic instruments over a protracted length of time, while concurrently signalling restraint to the US and sustaining domestic support
for the operation.10
 The decisiveness of India’s message was undercut by the inability
of the Indian Armed Forces to present a credible and timely threat.
After the order for mobilisation was given, the Indian Armed Forces
took almost three weeks to move to the border area. During these three
weeks, the Armed Forces of Pakistan were able to respond by counter-mobilising and using diplomacy to engage with allies.11

 The lack of political direction in defining strategic objectives was
likely a significant factor in the operation’s failures. Without clear aims,
there was no way a military objective could be realised, and the military
leadership were unable to organise and maintain military means.8,9 A
lack of information sharing and cooperation between civilian and military authorities compounded this.

CONTEXT
 Indo-Pakistani rivalry. India and Pakistan, sharing a 2,900 km
long border, have been rivals since 1947 when both nations became independent states. The two countries have a long history of difficult relations
and have fought in several conflicts and wars over the disputed territory
of Kashmir and in 1971 over East Pakistan (now Bangladesh).12 From 1947
on, both governments have claimed the region of Kashmir as sovereign
territory, leading to several disputes and major military conflicts between
1947 and 1971. From the early 1970s up until 1998, India and Pakistan enjoyed a period of relative stability.13 The situation was complicated again
by Pakistan and India both testing nuclear weapons in 1998.14

terrorists attacked the Indian Parliament targeting political leaders; this
failed, but several innocent people were killed.16 This second attack was
seen as a strike at the heart of India’s democracy. New Delhi implicated
Pakistani-based terrorist groups LeT and JeM in both attacks.17,18
 The Sundarji Doctrine. Indian’s approach to defence policy
towards Pakistan which it employed 1981 – 2004 was described as “a
nonaggressive, non-provocative defence policy based on the philosophy of defensive defence.”19 According to the Sundarji Doctrine, India
held seven defensive holding corps near the border region with Pakistan
with limited offensive capability. Offensive combat power was provided
by three strike corps based in central India, a significant distance from
the border region.

 Terror attacks. In October 2001, a massive car bomb was detonated outside the Kashmir Legislative Assembly in Srinagar, killing 29 people.
The Indian government blamed Islamabad.15 Two months later five Islamic

KEY ACTORS
Lashkar-e-Taiba (LeT) (“Army of the Pure”) a violent
Islamist Sunni organisation operating in Pakistan
and Kashmir
Jaish-e-Mohammed (JeM) (“Army of Muhammad”)
a violent Islamist Sunni organisation operating in
Pakistan and Kashmir

Pervez Musharraf President of Pakistan (2001-2008)
Abdul Sattar Foreign Minister of Pakistan (1999-2002)
Lal Krishna Advani Indian Minister of Home Affairs (1998-2004)
Atal Bihari Vajpayee Prime Minister of India (1998-2004)
George Fernandes Indian Defence Minister (2001-2004)
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NARRATIVES
Indian government

Pakistani government

 Pakistan and terrorist organisations are behind the terrorist attacks.20
 Pakistan is a revisionist and aggressive country.
 India has significant military capability which it is willing to use.
 India does not want war, but war is being thrust upon us.21 The fight this
time must be the final war against terrorism.22,23

 Pakistan is not a terrorist country; it is fighting against Islamist terrorism (e.g. Taliban, Al-Qaeda) and banned terrorist organisations in its own
country (e.g. LeT).
 India is a nationalist and expansionist country, which tries to subdue Pakistan. Pakistan is fully prepared and capable of defeating all challenges.24
 Pakistan does not want war, local or general, conventional or nuclear; the
decision lies with India.25

KEY EVENTS
1 Oct
2001

13 Dec
2001

14 Dec
2001

Late Dec
2001

12 Jan
2002

14 May
2002

24 May
2002

10 Jun
2002

Oct
2003

Nov
2003

Car bomb
attack against
Kashmir
Legislative
Assembly
by Islamist
terrorist
groups.

5 terrorists
attack the
Indian Parliament, 14 people (including
attackers) are
killed.

New Delhi demands
Islamabad stop
terrorist activities;
Pakistan orders
Armed Forces to
standing high alert;
Operation Parakram
starts.

Indian and
Pakistani ballistic
missiles moved
to LoC; mortar
and artillery fire
are placed in
Kashmir.

Musharraf
makes nationwide address
denouncing
terrorism and
promising action on militant
groups.

Three gunmen kill 34
people in an
army camp
near Jammu,
escalating
tensions.

Pakistan
launches
series of
missile
tests.

Air restrictions over
India end;
both countries withdraw
warships.

India and
Pakistan
start to
demobilise;
Operation
Parakram
ends.

Ceasefire
between
India and
Pakistan
signed.

STRATEGIC LOGIC
India launched Operation Parakram in response to a series of terrorist attacks and as a strategy of coercive diplomacy to influence political decision
making in Islamabad. India wanted to demonstrate military capability and

political will, and compel Pakistan to comply with their demand to take
‘credible, firm, substantive and visible actions’ against violent militants operating from territory under its control.26

MEASURES
DIPLOMATIC. New Delhi cut India’s diplomatic representation in
Pakistan by half and recalled its High Commissioner to Pakistan. India
demanded that Islamabad should stop supporting terrorist and radical
groups in Pakistan and in Pakistan Occupied Kashmir (POK). The government worked with the US to persuade Pakistan to prevent cross-border
terrorism. 27 The US and UK, who relied on bases located in Pakistan for
their military operations against the Taliban and Al-Qaeda in Afghanistan,
advised New Delhi to exercise restraint. Operation Parakram was problematic because Islamabad redeployed force elements from Afghanistan’s border in the west to India’s border in the east. 28

ECONOMIC. India stopped all border transit between Pakistan and India and denied airspace to Pakistan International Airlines.
MILITARY.

By January 2002, India had mobilised approximately
500,000 troops and three armoured divisions in Kashmir along the Pakistani border. In response, Islamabad deployed over 300,000 troops along
the Line of Control (LoC). By May 2002, the number of Indian military and
paramilitary forces deployed along the Indo-Pakistani border had grown
to around 700,000 troops.29

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Territorial unity, stability of the border region with India. Support for the
right of self-determination of the people of Kashmir.

 Huge military build-up. Possibility of escalation into a full-scale conventional or even nuclear war. Existential threat: Islamabad feared that India
could cut Pakistan in two in a full-scale war.36

 Aim of achieving parity with India through military and diplomatic means,
and limiting what Islamabad perceives as New Delhi’s expansionist policy
in the South Asia region.

 India’s growing economy is much larger and stronger than that of Pakistan.37,38 Strengthening of India’s status as a major power in the South
Asian region.

 Continued partnership with and assistance from key international partners (especially US).

 Asymmetric Pakistan-India power relationship.39,40 India has significantly more active military personnel (as of 2017, India has 2,800,000; versus
Pakistan’s 637,000) and reservists, and vastly outspends Pakistan (India’s
defence budget is USD 51 billion, while Pakistan’s is USD 7 billion).41

VULNERABILITIES

 Fear of separatism; lack of national unity among several provinces
(Sindh, Punjab, Baluchistan, and Northwest Frontier);30 territorial disputes
with Afghanistan. 31

EFFECTS

 Enormous cost of Operation Parakram, without major visible results: India spent at least USD 3.2 billion, while the response cost Pakistan USD 1.4
billion.42 The Indian army had suffered 798 casualties by July 2003.

 Elements of Pakistan society, in particular, those from poor socio-economic backgrounds, are vulnerable to violent extremist ideology.32
 The military dominates Pakistan’s strategic thinking because of the army’s continuous role in government.

 India’s aims were not achieved: Pakistan continued supporting radical
Islamist movements in Kashmir in the long run, despite public assurances
and short-lived crack-downs.

 Cross-LoC trade is highly dependent on India-Pakistan relations, which
are fragile. 33 The two most significant issues for Indian and Pakistan economic relations are terrorism and drug trafficking.34

 Operation Parakram revealed several vulnerabilities of Indian military
strategy and Indian Armed Forces, and showed that the Sundarji Doctrine
was not fit for purpose. 43 In response, India developed a strategy to deal
with insurgent camps in POK should terrorist attacks occur, which avoids
escalating to war while maintaining a no first use (NFU) nuclear posture. 44
A new doctrine was developed that focused on ensuring a surprise, rapid
mobilisation against Pakistan and keep the conflict limited; India’s traditional defensive posture became more pro-active in 2004. 45 New Delhi
also updated its intelligence and defence networks and built up border
controls on the LoC. 46

 Dependence on allies and partners, especially on the US, who provides
economic and military support to Islamabad. 35
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25.

TIME PERIOD:
February – March 2014

THEMATIC AREA:
Coercion through threat
or use of force

NATIONS INVOLVED:
Russian Federation, Ukraine

SNAP EXERCISES AND CRIMEA
SUMMARY
been discernible in other regions, such as in close vicinity to Estonia,
Latvia and Lithuania, where the timing of force posture has been used
for strategic effect. The message of these exercises can be considered
quite clear in the sense of Russia demonstrating its readiness for confrontation and deterring further actions against Russia’s interests in an
area which it considers its sphere of influence.

On 26 February 2014, President Putin ordered a week-long readiness
exercise in the Western and Central Military Districts, involving around
150,000 troops and coinciding with the deployment of covert Russian
force elements before the annexation of Crimea. Although Russian
officials maintained that the readiness exercise had been planned
months in advance and was unconnected to events in Ukraine, its timing, scope and the accompanying rhetoric which emphasised its size,
should be seen as a threatening message in the context of growing
Russian-Ukrainian tensions.1 Along with other measures, this exercise
was part of a strategy intended to achieve effects on three target audiences: intimidating the interim government in Kiev and deterring it
from entering into open conflict in Crimea, dissuading third parties from
intervening in the conflict, and providing reassurance and encouragement to pro-Russian actors in Crimea (and later Eastern Ukraine). In
addition to signalling deterrence and political resolve, the exercise also
served as a deception to divert attention away from Crimea: a distraction force was deployed near Ukrainian borders in the Western Military
District, while the Southern Military District, closest to Crimea, was not
involved in the exercise.2 While the majority of troops indeed conducted
regular exercises, a small element of the force was being mobilised for
the annexation of Crimea.3

Russia’s readiness exercise
from 26 February – 3 March
2014. Image – own elaboration
based on Laris Karklis/The
Washington Post

Similar exercises also took place later during the continuing conflict
in Eastern Ukraine, where Russia began a mass deployment of forces
near the Ukrainian-Russian border.4 A pattern of snap exercises has

KEY POINTS
 A key advantage of the use of snap exercises is their ambiguity: if
accused of hidden and hostile motives, Russia can claim that every
army needs to exercise their troops regularly.5 This plausible deniability
during a critical time period can seriously hamper the decision-making
of affected governments and of international organisations. It took time
for NATO to understand the size and scale of Russian troops deploying
to Crimea while the Russians continuously denied their presence.6

 Russia used a strategy of ‘pressure and shield’: fomenting public unrest and encouraging local militia to create an indigenous insurgency –
undermining government authority from within – then shielding them by
deploying significant forces close to the border, deterring the Ukrainian
government from risking open confrontation.
 The integration and synchronisation of a range of measures to create confusion and deceive an enemy is a classic example of Russian
military deception, often referred to as maskirovka, which according to
doctrine consists of concealment, simulation and imitation, disinformation and demonstrations of military capability.8

 Russia’s desire to achieve a political effect through military posture
was clear: if the Russian government had wanted to de-escalate tension, a pre-planned exercise would likely have been cancelled to avoid
any misinterpretation.7

CONTEXT
 Unrest in Ukraine. Pro-EU protests began in November 2014, after President Yanukovych’s decision not to sign an Association Agreement
with the European Union. In the following months, protests escalated and
turned violent after the government passed harsh anti-protest laws and
imprisoned hundreds of protesters. From 18 – 20 February 2014, at least 88
people were killed in Kiev by security forces. In February, the Ukrainian parliament impeached President Yanukovych and installed an interim government under President Turchynov. In response, thousands of pro-Russian
protesters rallied in Crimea against the new administration, the legitimacy
of which was also challenged by Russian officials. 60 per cent of Crimea’s
population is ethnic Russian, and Russia’s Black Sea Fleet has been stationed in Sevastopol for centuries.

Simferopol and Sevastopol. On 1 March, the Russian parliament approved
Putin’s request to use military force in Ukraine. On 6 March, Crimea’s parliament voted unanimously in favour of joining the Russian Federation.
 Vienna Document. The Vienna Document9 is a Confidence and
Security-Building Measure (CSBM) agreed upon with the OSCE in 1990,
which requires participating states (amongst other things) to notify each
other ahead of time about major military activities such as exercises. As the
troops involved had not been given notice in advance of the exercises, the
42-day notification required by the Vienna Document did not apply. Russia
did not invite observers as the troops involved in each exercise scenario
did not exceed the number required under Chapter VI, but three inspections were carried out under Chapter IX which covers arms control. No
infringements were found.10

 Annexation of Crimea. On 27 and 28 February, unmarked armed
men seized key government buildings in Crimea and two key airports in

KEY ACTORS
Russian Armed Forces
Ukrainian Government
Crimean Parliament

Vladimir Putin President and Supreme Commander in Chief of the Russian Federation (2000 – 2008, since 2012)
Sergey Shoigu Russian Defence Minister (since 2012)
Sergei Lavrov Russian Foreign Minister (since 2004)
Arseniy Yatsenyuk Prime Minister of Ukraine (2014 – 2016)
Sergey Aksyonov new “separatist” Prime Minister of the Autonomous Republic of Crimea (since 2014)
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NARRATIVES
Russian government

Ukrainian government

 Exercises of this scale are not unusual and are frequently ordered by
the President.
 This readiness exercise was previously planned and is not linked to
events in Ukraine.11
 The drills will include military exercises “on Russia’s borders with other
countries, including Ukraine.”12
 Russia is closely following events in Ukraine and is taking (unspecified)
measures to ensure the security of the Black Sea Fleet based in Crimea.
Crimea has strong historical ties to Russia. Russia needs to protect the
rights of ethnic Russians in Crimea from the new “fascist” government.

 Everything is being done to avoid increasing tension in Crimea; security
forces have received instructions to not at any cost provoke any conflict or
confrontation with civilians.
 Ukraine will not use force and provoke bloodshed.13 Russia’s statements regarding the infringement of civil rights of national minorities and
religious denominations are false.
 The irregular presence of Russian troops in Crimea is a violation of the
agreement regarding the Black Sea Fleet; the Russian government must
immediately withdraw these troops and return them to places of permanent
deployment.

KEY EVENTS
Large snap exercise takes place in Russia’s Western and
Central Military Districts, involving 150,000 troops.

26 Feb – 3 Mar
22 Feb 2014
Ukrainian
Parliament
impeaches
President
Yanukovych.

27 – 28 Feb

27 Feb

1 Mar

4 Mar

16 Mar

18 Mar

24 Mar

Military intervention
in Crimea starts:
unidentified soldiers
in combat uniforms
(Russian SOF) seize
key buildings in the
Crimean capital and
Crimea’s two main
airports.

Crimean parliament
elects new PM of
Autonomous Republic of Crimea, and
announces a referendum on autonomy.

Ukrainian armed
forces are brought
to full combat
readiness; Russia
wins parliamentary
approval to invade
Ukraine.

NATO allies
convene for
consultation under
Article 4 of North
Atlantic Treaty.

Crimea holds
referendum, 96.8
per cent vote for
joining Russian
Federation. The
referendum is not
recognised by G7,
US or EU.

Putin signs treaty
absorbing Crimea
into Russian
Federation.

Ukrainian President
gives official order
to withdraw from
Crimea, as Russia
takes over military
14
bases.

STRATEGIC LOGIC
special forces for the invasion of Crimea.15 Ambiguity and plausible deniability were crucial elements of the operation to annex Crimea, including
the use of unidentified armed personnel which were in actuality Russian
special forces. The use of military posture and the employment of additional non-military instruments to influence Ukrainian decision-making
meant Russia only needed to employ a low level of actual force, ultimately
succeeding in annexing Crimea with a minimum of effort and cost.16

The snap exercise featured in this case was presented as a readiness
test of the armed forces but was, in reality, part of a strategy of classic
Russian military deception with the intent of achieving several effects.
First, demonstrating political and military resolve toward the new Ukrainian government and to the West. Second, encouraging pro-Russian elements in Ukraine. Finally, by holding the exercises in the Central and
Western Military Districts, rather than the Southern Military District which
bordered Crimea, Russia was able to create a distraction while mobilising

MEASURES
DIPLOMATIC. Russian political representatives (President, Foreign
Minister, Defence Minister) played with demonstrating the readiness of large
military forces while denying any intention to use it as an element of policy.

warning time for other actors. Russia also used the exercise as a cover for
irregular troop movements: by April 2014, Russia had built up over 40,000
troops at the Ukrainian border as part of the same readiness exercise,
which also served to covertly shift selected units towards Crimea.17

MILITARY.

The readiness exercise demonstrated the Russian armed
forces’ ability to put substantial combat forces on high alert status in
a short time and showed its ability to act militarily with extremely short

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

Ukraine’s national security strategy of 2007 (updated in 2012)18 lists the
following among its national interests:
 “Enhancement of constitutional rights and freedoms of people and citizens;”
 “Protection of state sovereignty, territorial integrity, and inviolability of
borders;”
 “Setting up competitive, social market economy and improvement of
social welfare;”
 “Providing safe living conditions […];”
 “Protection and development of spiritual and cultural values of Ukrainian
society and reinforcement of its identity on the principles of ethnic and
cultural diversity.”

 The Ukrainian government understood the large-scale readiness exercise right along the Ukrainian border as an immediate threat of incursion.
Risk of fully-fledged open conflict with an adversary with far superior capability and readiness.
 Threat of territorial loss and severe destabilisation of the country.
 Strengthening of assertiveness of protesters and fighters with pro-Russian and separatist sentiments due to the belief of Russian support.
 Threat of losing national and international legitimacy by seeming to overreact to ambiguous situations (such as formally identified fighters); difficulty of finding an acceptable course of action at any given time.

EFFECTS

 Russia’s military posturing placed enormous pressure on Ukraine’s political leadership and had a most critical impact on national decision-making: it prevented the government from taking any direct military action
against unidentified armed men capturing strategic points in Crimea.
 Territorial integrity of Ukraine was violated to a very high degree – change
of state borders through annexation of territory.
 Grave violation of international law without a prospect of an effective
remedial action by the international community in the near future.

VULNERABILITIES

 Historically-based segmentation of society with divergent cultural identities and broad political affiliations.
 Military non-alignment. Mere partnership with NATO does not provide
any guarantee of military help in case of an armed attack.
 Extensive trade and energy dependency on Russia.
 Poor governance. Underdeveloped democratic institutions, tradition
of clientelism between political scene, government and business; critical
lack of transparency and accountability of political leadership and state
administration.
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26.

TIME PERIOD:
August – September 2017

THEMATIC AREA:
Territorial violation

NATIONS INVOLVED:
Russian Federation, Latvia, Norway

ELECTRONIC WARFARE DURING
ZAPAD 2017
SUMMARY
Zapad 2017 was a joint strategic exercise between the Russian and
Belarusian Armed Forces. Two weeks before the exercise started, a
western district of Latvia experienced a major cellular network outage that lasted for seven hours. The outage was believed to be a
result of a mobile communications jammer from Kaliningrad or a warship in the Baltic Sea aimed at Sweden’s Öland island, but also affecting the Latvian coastal region.1 A few days later, commercial aircraft flying over Norway’s Eastern Finnmark reported a complete loss
of GPS signal, which lasted for a week. This GPS disruption meant
that aircraft had to use alternative means to navigate. Various measurements showed that the interference was coming from the Russian
border region in the east. 2 The day before the official start of Zapad,
Latvia’s ‘112’ emergency phone service was unavailable for 16 hours.
Media and government officials were quick to suggest Russian involvement, but the Interior Ministry later stated that this was actually
due to a malfunction and not outside interference. 3
The cellular network outage in Latvia and the GPS disruption in Norway were linked to Zapad, during which the Russian Armed Forces tested the deployment and application of advanced Electronic
Warfare (EW) technology. The exercise was conducted in a largely
EW-hostile environment, assessed to reflect the conditions for which
they needed to prepare should conflict arise with NATO. 4 Disruptions in Latvia’s and Norway’s communications systems were likely
side-effects of the Russian Armed Forces jamming the systems of
their own troops near the border.
Officials from both Norway and Latvia commented on these occurrences, although both stressed that there was no evidence yet

and that nothing pointed towards a deliberate attack. However, Latvia’s Foreign Minister called the incident “a symbolic political gesture against the Baltic States, which showed that Russia was doing
everything to intimidate NATO,” and hypothesised about Article V
being invoked in more serious EW attacks in the future. 5 The NATO
Secretary General also addressed the issue a few weeks later, underlining the need for transparency in military exercises.

IMAGE – Russian Krasukha-2 EW system / Mil.ru

KEY POINTS
physical disruption to basic social functions and services, disruption
of critical infrastructure through EA can cause uncertainty and create
public anxiety.

 The ambiguous nature of the jamming and the length of time it took
to determine the source of the disruption with a high degree of certainty
impeded the ability to attribute responsibility and respond in a timely
and decisive manner.

 Military observers widely expected testing of EW technology in Zapad

2017, so potential spill-over into border regions could have been anticipated. Preparation for such incidents should focus on credible, factual
responses consistent across national authorities, stressing civil preparedness such as redundancy in national communications systems.

 Russia embarked on a programme of EW modernisation in 2009 and

has deployed EW against Ukrainian government forces, in support of
kinetic targeting, to jam communications and degrade morale through
direct text messages.6 Russia’s holistic military thinking means that EW
capability will continue to be exploited and effects created well beyond
the realm of traditional EW thinking. This convergence of Russia’s EW,
cyber and information warfare approaches, will continue to challenge
existing NATO concepts and practices.7

 The incorrect attribution of responsibility for the outage of the 112
emergency phoneline highlights the risk of threat inflation and the importance of national authorities maintaining a high level of situational
awareness, being able to establish the facts and communicate them to
the public promptly.

 Electronic Attack (EA) integrates with other measures to achieve psy-

chological effects, either by the deliberate targeting of communication
networks or by the footprint causing ‘collateral damage’. Apart from the

CONTEXT
 Zapad 2017. Zapad (‘West’) is a series of military manoeuvres that
the Russian armed forces conduct with Belarus every four years. The
Kremlin insists that the scenario is purely defensive and in the run-up
to Zapad 2017, Moscow accused Western officials and commentators of
vastly exaggerating the scale of the exercise. Evidence indicates that the
exercise kept to the size originally announced, which allowed the Kremlin
to claim that the ‘Russophobic’ West had overreacted. 8 Baltic politicians
in particular described the drills as an aggressive show of force.9

 Electronic Warfare (EW). EW describes the use of the electromagnetic spectrum (EMS) for defensive or offensive purposes. Russia’s
EW capability forms a key part of its conventional armed forces as a combat support asset. Russia sees EW as a seamless whole, ranging from kinetic combat operations to cyber and psychological operations.10 Russia’s
view on the line between war and peace is much less clearly defined than
that of Western countries, leaving a lot of grey area and possibilities for hybrid measures such as ambiguous EMS activities.11 There have been many
reports of Russia testing and using new EW capabilities in Crimea, Eastern
Ukraine and Syria. Zapad 2017 provided a good opportunity for Russian
troops to gather information about how its EW systems performed against
countries with more advanced communications networks.12
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KEY ACTORS

Russian Ministry of Defence
Edgars Rinkēvičs Latvian Minister for Foreign Affairs (since 2011)
Frank Bakke-Jensen Norwegian Minister of Defense (since 2017)
General-Major Yuriy Lastochkin Chief of Russian EW Troops (since 2014)
Jens Stoltenberg NATO Secretary General (since 2014)

Latvian Ministry of the Interior
National Security Committee of the Latvian Parliament
Norwegian Intelligence Service
Norwegian National Communications Authority

NARRATIVES
Latvian government

NATO

 Zapad 2017 is an aggressive demonstration of force.
 Disruptions in communications seem to be connected to the exercise,
although Latvia does not seem to have been intentionally targeted.
 Electronic attacks on national communications systems are an extremely
serious matter.
 Latvia should not panic about Zapad 2017, because Latvia has increased
funding for defence and the presence of allied forces in the Baltics.13

 Utmost transparency regarding military exercises is required to make
sure there are no misunderstandings.
 Russia has developed powerful EW capabilities, which have been on
display in Syria and Ukraine.

Russian government

 The improvement of EW systems is one of the most important elements
in ensuring national security.
 EW is a complex intellectual and technical component, especially in
hybrid conflicts.

Norwegian government

 It is not surprising that Russian jamming has affected the Norwegian
side of the border.
 Alternative ways to navigate will protect against GPS jamming.
 Russia should have anticipated the side effects on civil aviation.

KEY EVENTS
2014
GPS jamming
and communications
degradation
are frequent
in Eastern
Ukraine.

2015

Jun 2017

Russian forces
Over 20 merchant
test and use EW
ships are subjected
technology in Syria, to a suspected GPS
including jamming spoofing attack in the
of US drones.
Black Sea.

Jul – Aug 2017

30 Aug 2017

7 Sep 2017

13 Sep 2017

14-20 Sep 2017

Russian Armed
Forces conduct 5
major exercises
that together
assemble over
1,100 pieces of
EW equipment.

Western Latvia
experiences a major
cellular network
outage for 7 hours.

Commercial aircraft
flying over Eastern
Finnmark in Norway
report a complete
loss of GPS signal
due to electronic
jamming; disruptions
last for about a week.

Latvia’s emergency
telephone hotline
112 is out for 16
hours (later turns
out to be unrelated
incident).

Official dates of Zapad
2017 military exercise,
although senior NATO
diplomats say military
activity intensified
weeks before the
official start date.

STRATEGIC LOGIC

MEASURES

The Russian Federation’s build-up of EW capabilities is part of an asymmetric strategy and a cost-effective, low-risk way of disrupting a technologically superior adversary. Electronic attacks can be highly disruptive to
civilian and military systems, while at the same time providing a surprising
amount of plausible deniability – during Zapad 2017 the national intelligence services had difficulties identifying the source of the jamming and
whether it was deliberate.14 Similar to cyber attacks, EW attacks that affect
civilian systems create media attention, which can have a significant psychological effect and contribute to public anxiety. It is not clear if Russia
intended to disrupt civilian communications deliberately, but it is almost
certain that they were responsible. The lack of control measures to prevent
spill-over of signals was at the very least negligent, and the absence of any
public acknowledgment of responsibility in itself should be seen as hostile.

DIPLOMATIC.

No warning or subsequent public clarification of the
EW-related incidents, which contributed to uncertainty. No comment was
made on the jamming allegations during Zapad 2017.

MILITARY.

Testing of growing EW capabilities during Zapad 2017.
Jamming of GPS signals in Norway’s Eastern Finnmark, but also all the
way to the west to Alta airport (some 250 km west of the Russian border)
for a week. Attributed to unintentional side-effects of EW-related activities aimed at Russia’s own troops. Jamming of phone services in Latvia’s
Kurzeme district for seven hours also attributed to spill-over from the Zapad exercise.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Resilience of civil communications systems (and related emergency networks).
 Safety of transportation systems, especially civilian traffic/aviation; this
includes having alternative modes of navigating to GPS, which provides
critical positioning capabilities to military and civilian users.
 The Latvian National Security Concept also mentions that an “element
characterising the internal security […] is the level of safety and stability the
inhabitants feel in their daily life in the country.”15

 Russia has the capability to severely disrupt civilian systems. Even if the
jamming of civilian systems occurs as an unintentional spill-over effect,
it carries many risks, including transportation accidents with potentially
lethal results.19 Knocking out cell phones also prevents authorities from
quickly disseminating information to its citizens in crisis situations.20
 The ambiguous nature of the EW activity threatens to lead to more
uncertainty and reduced confidence in sensors and networks.

VULNERABILITIES

 EW activity during Zapad did not cause any lasting damage in Norway
or Latvia.
 The main effect was cognitive: the spill-over of a military capability
into NATO countries’ civilian systems played into the hyped-up attention
around the Zapad exercise and drew attention to the considerable Russian
EW capabilities.
 Debates on the safety of civilian communication and transportation
systems.21

EFFECTS

 The US and other NATO states have neglected EW during the past few
decades, allowing the Russian Armed Forces to gain both quantitative
and qualitative EW superiority.16 US and NATO rely heavily on powerful
high-technology systems (e.g. long-range precision strike capabilities)
which are vulnerable to electronic disruption.17
 While military units are generally able to deal with disruptions of the electromagnetic spectrum, civil society is much more vulnerable – for instance,
for most people, cell phones are crucial in emergency situations.18
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27.

TIME PERIOD:
2014 – 2018

THEMATIC AREA:
Espionage and infiltration

NATIONS INVOLVED:
Russian Federation, Sweden

RUSSIAN ESPIONAGE IN SWEDEN
SUMMARY
forthcoming, unsurprising given the political sensitivities surrounding
accusations of espionage and the requirement for the security services
to protect sources and methods. In addition, a number of media reports
of incidents loosely blamed on Russia – submarine sightings, sabotage
of communications towers and cyber attacks – filled the vacuum left by
the lack of explicit evidence from national authorities but were never
conclusively attributed to Russia, to which the Kremlin responded with
accusations of ‘Russophobic hysteria’.

In 2014, the Swedish Security Service (SÄPO) reported that the threat
from Russia’s intelligence activities was increasing, as part of a range
of measures and as a precursor to possible military action.1 The service
cited ten countries as actively involved in systematic, unlawful activities
against Sweden or Swedish interests abroad, predominantly through
the use of undercover intelligence officers working out of embassies,
trade representations and consulates. These officers worked under
false pretences, posing as diplomats, journalists or people in business
and recruiting agents to supply information. Russia was singled out as
a particular risk, the only country with a ‘full spectrum’ approach, covering “politics, economics, industry, technology, military defence and
dissidents.”2 SÄPO again warned in 2015 that Russia was operating
spies both covertly and under diplomatic cover to collect information
about Swedish defence, politics, economy, technology, and science.
In 2016, it was suspected that Russia was trying to openly influence
the Swedish debate on security policy through public rhetoric, and
integrated such open statements with more covert activities, such as
disinformation in the Swedish press, infiltration of think tank events,
cyber attacks and espionage, particularly during the discussion of a
Host Nation Support Agreement with NATO.3
Swedish government officials and intelligence agencies have become
more outspoken about the threat from Russia, warning the population
to be vigilant. The Armed Forces introduced a hotline for tips about
suspicious activities during military exercises. Despite the increase
in media reports of Russian spying and the flow of official statements
citing suspicious events, details on specific incidents were not so

Sputnik News making fun of the hunt for an alleged Russian submarine in
the Swedish archipelago in 2014.

KEY POINTS
unnecessary ambiguity, risking sensational media reporting and threat
inflation, which in turn can affect government credibility. The Kremlin
often fosters a domestic narrative that Sweden and the West are overreacting to encourage popular support for the regime.

 While there may be intense public interest in the counter-espionage and counter-subversion activities, security services often have
to withhold certain information to prevent compromising operations.
Protecting sources of information and the methods used in intelligence
collection takes priority over transparency. There may also be legal restrictions in place.4

 The use of espionage to subvert a ruling authority should be seen in
the context of Russia’s ‘new generation warfare’. Espionage is not just
about gathering information, but also shaping events and influencing
public opinion in the long term. Agents can pass false or misleading
information to the media, and reporting on real or suspected espionage
activities can undermine public trust in national authorities, building up
the image of a militarily superior Russia.

 This case highlights the challenge to national security institutions
in keeping the public informed on matters of intelligence in a coherent and consistent manner. A distinction needs to be made between
overall threat warnings and evidence that supports attribution on a
case by case basis. Speculation beyond the known facts can create

CONTEXT
 Espionage. While intelligence activities – the gathering and processing of information – is not unlawful in itself, intelligence activities become
unlawful when information is gathered that could harm a state’s security
if disclosed. SÄPO defines espionage as “seeking to obtain sensitive or
classified information of vital importance to national security with the aim
of passing this information to a foreign power.”5

 Growing Russian assertiveness. Under President Putin,
Russian intelligence activities increased, and the Kremlin adapted Soviet
espionage tactics and strategies against the West. This includes the practice of espionage, which is embedded as part of a comprehensive strategic
toolbox employed by the Kremlin towards EU and NATO members. Espionage efforts are considered a key component of Russia’s multi-domain
deception and obfuscation strategy.

KEY ACTORS
Swedish Security Service (SÄPO) government agency under the Ministry of Justice;
responsible for counter-espionage
Military Intelligence and Security Service (MUST) main foreign intelligence agency,
under Swedish Armed Forces Central Command
Swedish Civil Contingencies Agency (MSB) organised under MOD, responsible for
issues concerning civil protection, public safety, emergency management, and civil defence
Russian Federal Security Service (FSB) primarily internal security, but also external
activities
Russian Main Intelligence Directorate (GRU) primarily military intelligence
Russian Foreign Intelligence Service (SVR) mainly civilian affairs
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Stefan Lofven Prime Minister of Sweden (since 2014)
Peter Hultqvist Minister of Defence, Sweden (since 2014)
Daniel Stenling Head of Counter-intelligence, SÄPO
Anders Thornberg Director-General, SÄPO (2012 – 2018)

NARRATIVES
Russian government

Swedish government

 Swedish government and media are being Russophobic, jumping to conclusions despite lack of evidence.
 Military responses to so-called submarine sightings are ridiculous;
these over-reactions stem from “anti-Russian hysteria and propaganda.”
 Sweden’s mainstream media seems to have adopted a new mantra:
whenever anything bad happens, blame it on Russia.

 Russian intelligence activities against Sweden are nothing new; the
authorities are well aware of overt and covert influence activities and are
taking appropriate measures.6
 Espionage is a reality, and it is important to understand the different
methods that are being used.7
 Sweden’s foreign and security policy builds on military non-alignment,
cohesion in the EU and increased cooperation on a broad front.8

KEY EVENTS
Oct 2014

May 2016

May 2016

Sep 2016

Jun 2017

Sep 2017

Suspected sighting of a
submarine in Stockholm
archipelago sets off a
week-long submarine
hunt.9

Two communications
mast towers in Borås are
sabotaged. Investigation
inconclusive.10

Sweden expels Russian
research plane because of
concerns over surveillance
capability.11

Several reports of suspicious
activity in Northern Sweden,
including contact with soldiers on
social media and observation of
exercises.12 Not attributed.

Suspected Russian
submarine sighting in
Gavle port, turns out
to be an imprint on the
ocean bed.13

Reports of intelligence
gathering during
Swedish Aurora-17
military exercise. Not
attributed.14

STRATEGIC LOGIC
Russia is concerned about Swedish policies moving the country closer to
NATO, fearing that this undermines Russia’s standing in the strategically
important Baltic Sea region.15 Russian espionage activities against Sweden have increased since 2014 and should, therefore, be seen as part of
a broader Russian strategy that seeks to undermine and disrupt regional
security.16 Goals include: collecting information about civilian and military

installations, capabilities and tactics; collecting information on international security and defence cooperation arrangements; and obtaining information on sensitive military technology. Espionage can also send a message:
extensive reporting based on speculation risks causing uncertainty and a
decline of public trust in national authorities, and unnecessary over-reaction which is readily exploited by the Kremlin.

MEASURES
DIPLOMATIC. Swedish intelligence estimates that a third of Russian
diplomats posted at the Embassy in Stockholm are spies for Russian intelligence services operating under diplomatic immunity.17 Russian officials
have made public statements attempting to influence Swedish debates on
security policy decisions: for instance, the Russian Embassy in Stockholm
and the Russian MFA openly mocked Swedish government and military
responses to reported submarine sightings in the Stockholm archipelago
in October 2014.18

 Placing of agents as legitimate figures in Swedish politics, academia
and news media, and attempted recruitment of people already working in
Swedish agencies;24
 Corporate espionage and illegal technology transfers, including infiltrating Swedish defence companies and other industries;25 SÄPO has warned
of the risks around outsourcing data storage to foreign private firms;26
 Cyber espionage aimed at gathering intelligence on Swedish systems
and identifying vulnerabilities;27

INTELLIGENCE. The most prominent (and publicly disclosed) exam-

ples of suspected espionage in Sweden include:
 Intelligence gathering on military exercises (e.g. reports of suspicious
persons, vehicles19 and UAS20 during the NATO-led BALTOPS exercise in
July 2016,21 International Bison Counter and Flygvapenövning in September 2016,22 and during Aurora-17 in September 201723);

 Mobilisation of local actors or agents to foment divisiveness and political
factionalism or to carry out sabotage against critical infrastructure.

LEGAL. Russia uses legal instruments to weaken Swedish officials’ ability to expel Russian spies from Sweden (including tit-for-tat expulsions of
diplomats).28

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Swedish defence capabilities, operational planning, and international
collaborative frameworks.

 Financial, physical, security-related, and reputational losses associated
with enhanced espionage activities. Collection of sensitive information for
hostile purposes, stealing of state and corporate secrets.

 Ability of the government to share and handle classified information, and
protect databases and records.

 Over-reporting on and conspiracy theories around suspected or alleged
Russian espionage in Swedish media and social media can lead to uncertainty and loss of public trust in national defence systems.

 Safeguarding critical research and development (R&D) and sensitive
technology.

EFFECTS

 Protecting public opinion and sentiments from disinformation; building
societal resilience.

 Heightened public awareness of foreign influence activities in Sweden.
 Increased resources and efforts devoted to counter-espionage (e.g.
SÄPO is receiving an additional USD 80.3 million between 2016 and 2020
to enhance counter-espionage efforts).

VULNERABILITIES

 Partial dismantling of Sweden’s Cold War-era defence capabilities: resources for Swedish counter-intelligence work lagged behind the threat.

 Increased willingness of the government to openly call out Russian espionage. The intelligence agencies MUST and SÄPO explicitly mention
specific Russian intelligence activities and release relevant information and
evidence.

 Despite strong societal resilience against disinformation, pro-Russian
actors can exploit arguments that resonate in a Swedish context (e.g. polarised debates on migration).
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28.

TIME PERIOD:
1980s – Present

THEMATIC AREA:
Religious groups

NATIONS INVOLVED:
The Netherlands, Saudi Arabia, Kuwait

RELIGIOUS EXTREMISM IN THE
NETHERLANDS
SUMMARY
Salafi outreach, predominantly facilitated by Saudi Arabia through
mosques, welfare and educational activities, has been taking place in
the Netherlands since the 1980s. The issue of the influence of Saudi
citizens, NGOs and authority figures in the promotion of anti-Western ideas came into sharp focus following the attacks of 9/11, raising
questions about the flow of religious-ideological influence and financing from Saudi Arabia.1 Despite public anxiety over the risk of homegrown jihadism, concern eventually subsided, as non-violent Salafism
became the more dominant strand for the next decade. 2 In 2014, however, the Dutch Intelligence and Security Service (AIVD) warned that the
extremist interpretation of Salafism was again on the rise. Instability in
the Middle East and the declaration of the ‘ISIS caliphate’ was cited as
a significant factor in this development.

political and social discourse.4 The Salafi movement in the Netherlands
is particularly professional in its communications, so that much of the
information about Islam available to the Dutch public – in particular
online and through satellite television – reflects Salafi worldviews.5 This
helps to explain why Salafi ideas are so popular among young Dutch
Muslims and converts.6
The Dutch government announced in 2018 it was “looking at ways to
prevent money from foreign countries being used to buy undesirable
influence over Dutch civil society organisations, including religious and
ideological organisations,” noting that “funding flows that abuse our
liberties, originating from countries that lack freedom, must be limited
as far as possible.”7 Ideas proposed included obliging organisations
to disclose any finances, including donations.8 A government list was
subsequently leaked by the media with details of 30 Dutch Islamic organisations that had applied for, or received, funding from Gulf states in
recent years - Kuwait and Saudi Arabia in particular - involving millions
of euros.9

In 2017, the AIVD stated it was closely monitoring the Salafi movement,
concerned that its ideology was being used to “legitimise intolerance,
anti-democratic activities and polarisation.”3 The risk to national security from Salafi currents of Islam includes violent extremism at the
fringes, a lack of integration of Muslim immigrants and contention in

KEY POINTS
structures in the Middle East potentially give those external players an
(undesirable) level of influence over parts of the Dutch spectrum.”11

 The Netherlands identifies any religious ideology as a concern when
it threatens the democratic legal order. Even if no laws are broken,
this can be threatened by individuals trying to achieve antidemocratic political aims by undemocratic means, such as through: violence;
incitement of hatred and discrimination; systematic disruption and undermining of democratic institutions; rejection of state authority; imposition of an alternative legal system and clandestine efforts to influence
democratic decision-making.10

 Interventions to counter the threat from aspects of Salafism must be
specific and transparent: a perception that all of Islam is being framed
as harmful, or that the government is moving against Muslims in general, will lead to further polarisation in society. The Dutch security services have said it is up to the Muslim community itself to temper the Salafi
movement in the Netherlands. Too much external pressure only leads
to a stronger movement, confirming the Salafi argument that Muslims
are under attack and that they are justified in their preaching of hatred
of Western civilisation.

 The Salafi movement in the Netherlands is only partially organised
through Salafi mosques and charitable foundations and represented
less formally through other mosques and alternative media channels.
The security services assessed that “close contacts between sections
of the movement here in the Netherlands and Salafist individuals and

CONTEXT
 Immigration and integration in the Netherlands. The
largest minority groups – from Turkey, Morocco, Indonesia and Suriname –
all brought their version of Islam to the Netherlands. Roughly 5 per cent
of the Dutch population (17 million people) is Muslim,12 of which around
40,000 - 65,000 are Salafi.13 In 2018 there were 27 Salafi mosques in the
Netherlands (up from 13 in 2014).14 Problems with the integration of Muslim
immigrants, both Salafi and non-Salafi, led to a debate on the nature of
multiculturalism and the essence of Dutch values. Much of the right-wing
politics and right-wing extremism that has grown in the Netherlands over
the last 20 years has been in response to the debate on immigration.15

law (sharia). Promotion of (non-violent) Salafism worldwide by various Gulf
countries and Saudi Arabia, in particular, should be viewed within the larger
religious-political power struggle in the Arab world for the true interpretation of Islam, most especially vis-à-vis Shia interpretations of Islam. There
is no central authority over Salafism, which contains many different movements and splinter groups. Some analysts identify three different Salafi
movements: apolitical, political and jihadist Salafism.16 Each Salafi tradition
comes with its own threats and effects on society:17 violent jihadis pose a
domestic terrorist threat and send foreign fighters to warzones. Apolitical
Salafis oppose integration into Dutch society, which leads to a greater polarisation between these Salafis and Dutch society. Political Salafis stand
for an active Islamisation of the individual, the family and society. Even
though they will use the democratic process from a pragmatic point of
view, they still view democracy as a vastly inferior system.

 Salafism as a spectrum. Salafism is a collective term for various
Orthodox Sunni currents in Islam, which attempt to practice a “purer” and
more literalist version of Islam, and support the implementation of Islamic

KEY ACTORS
AIVD Dutch General Intelligence and Security Service
NCTV Dutch National Coordinator for Security and Counterterrorism, falls within the responsibility of the Dutch Ministry of Justice and Security
FIOD Dutch Fiscal Intelligence and Investigation Service
Dutch Ministry of Social Affairs and Employment tracks undemocratic organisations in the Netherlands but does not release the information publicly
Dutch Ministry of Foreign Affairs receives information from Gulf States on which Dutch organisations are being funded via embassies, charities and
NGOs
WODC (Research and Documentation Centre) tasked with mapping the extent of foreign mosque funding; under the Ministry of Justice and Security
Council of Moroccan Mosques has called on Dutch Islamic institutions to be open about their funding
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NARRATIVES
Dutch government

Radical Dutch Salafis

 Salafi thought promotes undemocratic and intolerant messages; Salafi
jihadism poses a threat to Dutch society.
 Debates over how to deal with the challenges of Salafism cause polarisation within Dutch society.

 Repeatedly try to provoke a response from authorities, so that they can
then claim to be the victims of a hostile Western society, and use that supposed hostility to justify their own anti-Western, anti-democratic stance.18

KEY EVENTS
1940s – 80s

Aug 1988

Aug 2001

2 Nov 2004

2014

Jul 2016

2018

Apr 2018

Ongoing

Immigration influx
from Indonesia
and Suriname,
guest workers
arrive from Turkey
and Morocco.

First two
Islamic
elementary
schools start
their school
year.

32 Islamic
elementary
schools start
their school
year (6,000
students).

Theo van Gogh, a
Dutch filmmaker
who produced a
critical film of Islam,
is violently murdered
by a Dutch-Moroccan
Salafi; retaliatory violence includes vandalism of mosques.

Dutch authorities count
13 Salafi
mosques
and 50 Salafi
preachers in
19
NLD.

After years of
requests from
parliament,
the Dutch MFA
confirms the
existence of (but
does not publish)
a list of Islamic
institutions
receiving Gulf
funding.

Dutch authorities
count 27 Salafi
mosques and
110 Salafi
preachers in
20
NLD.

Dutch media
publish
confidential
lists of Gulf
payments to
Dutch mosque
organisations.

Over the
last decade,
groups of asylum seekers
(esp. from
MENA-region)
come to NLD.

STRATEGIC LOGIC
of other interpretations of Islam. While it is highly unlikely that such religious
outreach was ever intended to deliberately harm the Netherlands, it propagated ideas which were then interpreted by certain groups and individuals
in a way which ran contrary to the democratic legal order of Dutch society.

Several Gulf states, particularly Saudi Arabia and Kuwait, fund Islamic organisations and (non-jihadist) Salafism in the Netherlands, often through
clerics and charitable organisations. While the nature of this ‘religious soft
power’ is complex and has evolved over time,21 the general approach is to
promote a preferred version of Islam abroad while decreasing the outreach

MEASURES
FINANCIAL. Gulf states, especially Saudi Arabia and Kuwait, have
funded Islamic institutions in the Netherlands for years, including paying for
the construction of mosques, publishing Korans, and financing the training
of imams and Islamic meetings. Many Dutch preachers go to the Gulf for
study trips and university. Secret lists emerged in 2018 giving details of
Gulf funding, including Kuwaiti payments totalling nearly EUR 6 million, and
one mosque in Dordrecht receiving USD 88,888 from Saudi Arabia.22
A number of Salafi mosque foundations in the Netherlands are the result
of missionary and funding activities carried out from Saudi Arabia. These
foundations are financially and organisationally linked to Saudi NGOs (e.g.
Muslim World League, and the International Organization for Relief, Welfare and Development), which in turn have close ties to the Saudi establishment. The mosque foundations are not very transparent regarding the
origin and allocation of their finances, which has led to a number of AIVD
investigations.23

Even though the government funds much of the Islamic educational system
in the Netherlands, the AIVD found in 2002 that about 20 per cent of Islamic
elementary schools received funding from, and were influenced by, Saudi
foundations.24

INFORMATION.

Media attention often focuses on controversial foreign preachers and other guest speakers at Dutch mosques. The Salafist
movement uses a range of media and arranges courses and conferences
with guest speakers.25

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

THREATS

 Universal acceptance of democratic processes and values such as societal openness and tolerance; willingness to discuss all issues freely and
without taboos.

 Spread of anti-integration sentiments among Salafi groups, growth of
intolerance and anti-Western society sentiments.
 Risk of indirect or direct involvement in radical Islamic violence, 26 and
risk of violent jihadism and domestic terrorism stemming from returning
foreign fighters (according to AIVD, around 250 jihadists have travelled to
Iraq and Syria in recent years). 27

 Societal unity, integration of minority groups into Dutch society.

VULNERABILITIES

 Due to the freedom of religion and separation of church and state (Article 6 of the Dutch constitution), actions against Salafi mosques and organisations are difficult. Faith-based organisations are immune to criminal
prosecution in the Netherlands. It is only possible to prosecute imams and
other individuals based on hate speech (which the government has done
in the past).

 Increased polarisation in Dutch society over immigration and integration
issues, which may result in the growth of support for extreme right-wing
movements.

EFFECTS

 The effects below are a result of the rapid spread of Salafism, to which
Gulf funding contributed. A direct correlation between Gulf funding and the
effects described is nearly impossible to pinpoint.

 The separation of church and state also prevents the Dutch government
from creating a ban on foreign funding of religious organisations, as is the
case in Austria.

 Political polarisation over the topic of Islam/Salafism.
 Growing polarisation also amongst different strands of Islam, occasionally even violent disputes.28
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29.

TIME PERIOD:
July 2009

THEMATIC AREA:
Cyber operations

NATIONS INVOLVED:
Democratic People’s Republic of Korea (DPRK),
Republic of Korea (ROK), United States (US)

CYBER ATTACKS ON ROK & US
SUMMARY
enables the DPRK to conduct low-level attacks against its highly networked adversaries with relative anonymity. Further, the DPRK’s unnetworked nature means it is not vulnerable to like-for-like attacks. 3

Between 4–9 July 2009, a series of coordinated cyber attacks took
place, affecting 27 government and commercial websites in the Republic of Korea (ROK) and the United States (US). The attacks were
relatively unsophisticated and, at their worst, reduced functionality
or rendered the website temporarily unavailable.1 Tweaked versions
of extant malware were used by the attackers to execute Distributed Denial of Service (DDoS) attacks to flood certain websites in the
ROK and the US with data traffic and make them unavailable. This
outcome was achieved by hijacking unsecure unpatched computers
worldwide. The attack was directed at the websites of political, administrative, media and commercial organisations in the ROK and at
political, entertainment and media websites in the US. The low impact
and ready countering of the 2009 cyber attack meant that functionality was not compromised and the impact was more abstract: the
attacks attracted a large amount of media attention and forced the
ROK and US to react.
The ROK quickly attributed the attacks to the Democratic People’s
Republic of Korea (DPRK), 2 which has been developing Offensive Cyber Capabilities (OCC) since the 1990s as a way to overcome asymmetries in conventional warfare capabilities between the DPRK and
its adversaries. The use of OCC is particularly advantageous for the
DPRK as it is relatively cheap and easy to develop and because it

IMAGE – SHUTTERSTOCK

KEY POINTS
displayed different levels of reaction. ROK officials quickly blamed the
DPRK. US officials initially declined to speculate about the attackers’
identity, and in 2010 claimed they had “largely ruled out” the DPRK;
however, in 2011 experts concluded that clues in the coding pointed
to the DPRK.5

 Due to the nature of the attack – the use of DDoS, the targeting of
websites rather than operational systems, and the fact that the attacks were not aimed at gathering intelligence – it is assessed that
the cyber attacks were aimed at causing disruption, making a statement of capability or intent, and/or testing for international reaction
to cyber attacks.

 Disruption, even if only minor, can have larger effects if it causes widespread confusion or panic. Communication strategies need
to be included in civil contingency plans to calm the population and
distribute essential information immediately to mitigate the spread of
rumours and disinformation.6

 Due to the difficulties in providing concrete evidence for effective
attribution, the options available to the ROK and the US to respond to
the attacks were extremely limited.4
 The attack highlighted the importance of consistent messaging: ROK and US had differing narratives in terms of attribution and

CONTEXT
Distributed Denial of Service (DDoS). DDoS attacks occur
when multiple hacked and compromised computer systems flood the
target websites or servers with access requests. The mass of incoming
messages and connection requests cause the target system to slow down
or even crash and shut down and therefore lead to a denial of service
for any legitimate users of the targeted resource. DDoS attacks offer a

relatively low-intensity method which has a high degree of deniability and
low likelihood of retaliation or escalation.7 This is because at first iteration,
the infected computers which form the network of bots committing the
DDoS attacks, are owned by innocent and unwitting individuals with no
connection to the culprits. The culprits are also able to further hide their
identity by changing the language used in their code, among other tactics.

KEY ACTORS
DPRK Reconnaissance General Bureau believed to lead cyber activities, complementing its responsibility
for other provocative and asymmetric activities8
DPRK General Staff Department of the Korean People’s Army leads on more traditional cyber command9
ROK National Intelligence Service responsible for investigating the cyber attack10
ROK Ministry of Defence increased funding for the security of its computer system after the attack11
US Department of Homeland Security the department’s Computer Emergency Readiness Team worked with
federal departments “to mitigate against such attacks”12
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Kim Jong-il Supreme Leader of
DPRK (1994 – 2011)
Lee Myung-bak President of ROK
(2008 – 2013)

NARRATIVES
DPRK government

 No comment specifically on 2009 attacks.
 Information war is the medium through which
the wars of this century will be waged.13
 The DPRK is “fully ready for any form of hitech war.”14
 The DPRK strives for independence in politics, self-sufficiency in economics and self-reliance in defence.

ROK government

US government

 The attacks on the ROK seem to be connected to the attacks on the US.16

 The attacks did not cause any significant
damage.19

 North Korea was behind the cyber attacks.17

 Protection against cyber attacks is a matter of
great concern to the US.20,21

 The attack appears to be planned and executed by a specific organisation.15

 It is not possible to confirm the source of the
attacks.18

 The attack did not cause signficant damage.
 The DPRK has been developing offensive cyber operations since at least 2009.22

KEY EVENTS
25 May 2009

12 Jun

4 Jul

4 Jul

7 Jul

9 Jul

DPRK conducts a
nuclear test.

UNSC votes to impose
further sanctions on
DPRK in response.

DPRK launches seven
ballistic missiles into waters off its East coast.

First wave of cyber attacks;
27 websites in ROK and
US (including White House
and Pentagon) are targeted
with DDoS attacks.

Second wave of cyber
attacks; targets South
Korean government
websites (e.g. MoD,
presidential Blue House,
National Assembly).

Final wave of cyber
attacks; targets include
South Korean news
agencies, banks and
government websites,
US DoS websites.

STRATEGIC LOGIC
The 2009 cyber attacks demonstrated the DPRK’s cyber capabilities and
monitored reactions to a distributed, deniable attack of predictably limited impact. Cyber attacks often tend to be covert and involve hacking
into computer systems to retrieve information or take control. However,

the 2009 attack – and similar DDoS attacks – tend to make a highly visible
political point. 23 It is likely that the attacks were designed to draw attention to the DPRK’s capabilities, intimidate and increase citizens’ feeling
of insecurity, and instigate doubt in digital services and infrastructure.

MEASURES
DIPLOMATIC. No official statements were made by DPRK in connection with this cyber attack. It is possible that the cyber attacks were an
attempt to enhance the DPRK’s negotiation position in public and covert
diplomacy, especially regarding nuclear tests.

FINANCIAL. OCC as very cost-effective way of gaining asymmetric
strategic advantage.
INTELLIGENCE. Attacks were likely an act of reconnaissance to test
the response and resilience of ROK and US systems.

INFORMATION. Attempt to deny ROK and US citizens access to in-

LEGAL. OCC carries low risk of legal repercussions due to weak international laws and norms in this area.

formation from government, media and banking websites.

MILITARY. DPRK showed readiness to target the ROK and US through
civilian infrastructure. No evidence of coordinated military signalling. Military assets do not seem to have been targeted.

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS

EFFECTS

 Public confidence in the ability of the government to defend against
threats and maintain a functioning state.

 The attacks highlighted the uncoordinated nature of government response, as some websites were able to fend off the simple attack while
others were not.24

 The Internet and services that run over it have become part of the Critical
National Infrastructure (CNI) of every nation.

 The 2009 attacks were not very damaging, but caused a great deal of
media attention, especially in the ROK.

VULNERABILITIES

 Growing connectivity in all areas (banking, military systems, electrical
power, public transport etc.), which presents significant vulnerabilities if
those systems are compromised.

 Political inertia and inconsistent narratives from the two affected nations
regarding attribution; the US flip-flopped on whether or not the DPRK was
the perpetrator. This allowed others to frame the narrative.

 Internet interruptions could generate a lack of situational awareness,
command and control for the state.

THREATS

 Rapid development of the DPRK’s cyber capabilities. The 2009 attacks
were not assessed to be particularly threatening, but were interpreted as a
statement of intent and potential capability.
 Cyber attacks, even when not damaging, threaten to cause public insecurity and confusion, loss of confidence in the government, and (inter-)
national political embarrassment.
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TIME PERIOD:
2006 – 2009

30.

THEMATIC AREA:
NGOs

NATIONS INVOLVED:
Peru, Venezuela

CASAS DEL ALBA IN PERU
SUMMARY
In 2007, Peruvian officials, including President Alan García, accused
the Venezuelan government of using development aid to interfere in
its domestic affairs.1 They claimed that Venezuela, in concert with Bolivia, was supporting around 58 ‘ALBA Houses’ (Casas de la Alianza
Bolivariana para los Pueblos de Nuestra América) in Peru, which were
informally established in 2006.2 These ALBA Houses provided charitable work in education and healthcare to impoverished rural Peruvian
communities, particularly in the poor southern regions near the Bolivian
border. The Peruvian government argued that the activities of the ALBA
Houses were not motivated by purely humanitarian principles. It accused the ALBA Houses of using the direct interaction with vulnerable
audiences to gather support for President Chávez’ Bolivarian vision of
a united Socialist South America as an alternative to the US model of
liberal capitalism, and subvert Peruvian government authority.3

The Peruvian government highlighted this as a particular concern, especially since pro-Chávez propaganda material, including videos and
books, was shown on these flights. 5 Evidence also indicated a connection between the ALBA Houses and extremist political groups.6 For
instance, in February 2008, some ALBA House directors participated
in violent protests against pro-privatisation legislation in the Peruvian
Province of Cusco. According to eye-witnesses, Mission Miracle staff
also encouraged patients to participate in these protests.7 Coinciding
with the launch of the ALBA Houses, President Chávez publicly supported far-left candidate Ollanta Humala, who narrowly missed power
in Peru’s 2006 presidential elections. 8 Humala himself was a public
supporter of the ALBA Houses.
In 2008, the Peruvian congress set up an investigation into the activities of the ALBA Houses, and the following year, the final report
recommended the closure of all ALBA Houses, concluding that they
were a “political instrument of the Chávez government to achieve its
expansionist project.”9 While the Peruvian government decided not to
dissolve all ALBA Houses, many closed down on their own accord10
and the Venezuelan government suspended Mission Miracle in Peru.11

A key element of the ALBA Houses’ work was to coordinate ‘Mission
Miracle’, a joint Cuban-Venezuelan initiative that provided free eye surgery to impoverished Peruvians. As part of this initiative, patients were
treated outside Peruvian territory in Bolivia and Venezuela, often via
unregistered flights and without paperwork to track the passengers.4

KEY POINTS
ideology by providing services that the host government has failed to
deliver, gaining political consent in strategically aligned countries but
undermining the ruling authority of others.

 The ALBA Houses were part of a complex set of integrated measures
across the political, economic and social spectrums, rooted in the simple and unifying master narrative of a Bolivarian revolution. They were
also ambiguous in nature and systematically avoided official channels
and control mechanisms.12 Venezuela denied any formal connections
to the houses, claiming they were spontaneously set up by “private
sympathisers with the Bolivarian project.”13

 Formal investigations can reduce ambiguity and help contribute to
a comprehensive threat assessment by identifying key vulnerabilities
that could be exploited by foreign actors. A high-profile government
investigation also sends a signal of unity and resolve that can deter
foreign interference, irrespective of any actual legal consequences.

 Development aid such as healthcare, education and infrastructure
projects, can be an instrument of foreign policy as a kind of ‘social
diplomacy’. Social diplomacy can generate support for a political

CONTEXT
 Chávez’ Bolivarianism. Bolivarianism refers to a set of ideas that
promote a united socialist South America as an alternative to US-led global
capitalism and imperialism. It constitutes the core principles of Venezuelan domestic and foreign politics and provides the ideological framework
for the ALBA Houses. Based on the thinking of 19th century independence
leader Simón Bolívar, it calls for a Bolivarian revolution to realise ‘21st century Socialism’ based on social and participatory democracy. When Hugo
Chávez took office in 1999, Venezuela was named the ‘Bolivarian Republic
of Venezuela’.14

opposes liberalisation and privatisation, and supports Chávez’ aspiration
to a regional socialist bloc through political, economic and social integration. While Cuba, Venezuela, Bolivia and Nicaragua were member states,
Peru refused to join the organisation and instead signed a bilateral free
trade agreement with the US. The ALBA Houses were ideologically but not
functionally connected to the ALBA alliance.15
 Mission Miracle. A joint initiative by Cuba and Venezuela that
provides free eye surgery to impoverished people across South America,
launched in 2004. Countries include, among others, Cuba, Bolivia, Nicaragua, Ecuador, Peru and Guatemala. Mission Miracle is only one example
of a wide set of Bolivarian Missions that provide development aid in a
variety of areas, ranging from health care to education and infrastructure
projects across South America. They are a key instrument of Venezuela’s
social diplomacy approach.16

Bolivarian Alliance for the Peoples of Our America
(ALBA). ALBA is essentially a loosely defined socialist economic alli-



ance initiated by Cuba and Venezuela, based on the core principles of
Bolivarian thinking. It was officially established in 2006 as a socialist alternative to the US-proposed Free Trade Area of the Americas (FTAA). ALBA

KEY ACTORS
Venezuelan Embassy in Peru
Bolivian Embassy in Peru
Bolivarian Alliance for the Peoples of
Our America (Alianza Bolivariana para los
Pueblos de Nuestra América, ALBA)
Congressional Investigation Commission
(2008 – 2009)

Alan García President of Peru (2006 – 2011)
Allan Wagner Minister of Defense of Peru (2006 – 2007)
Walter Menchola Congressman (2006 – 2011), head of congressional investigation
Hernan Fuentes Governor of Puno Province (2006 – 2010), supporter of ALBA Houses
Ollanta Humala Leader of the Peruvian Nationalist Party, presidential candidate in the 2006 elections,
President of Peru (2011 – 2016), supporter of ALBA Houses
Virly Torres First Secretary of the Venezuelan Embassy (2005 – 2009)
Marcial Maydana Director of Peru’s ALBA Houses in southern Puno Province
Hugo Chávez President of Venezuela (1999 – 2013)
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NARRATIVES
Peruvian government
 ALBA Houses are not just charity institutions, but promote Venezuelan Bolivarianism, support left-wing extremism and incite protests.17
 ALBA Houses pose a threat to Peruvian sovereignty; they are an
instrument of foreign interference in Peru’s domestic affairs aimed
at subverting the Peruvian government and replacing it with a proChávez leadership.18
 ALBA Houses form part of a broader strategy by Hugo Chávez to
establish a Bolivarian South America as an alternative to the US-led
liberal order.19

Peru’s left-wing
opposition

Venezuelan government

 The investigation is not
objective; it is an attempt to
criminalise non-political charity work and persecute opposition parties by associating
them with terrorist groups.20

 ALBA Houses do not receive funding from
Venezuela and have no connection to ALBA as
an organisation. They are spontaneously set
up by “private sympathisers with the Bolivarian
project.”21
 Refusal to use the term ALBA Houses, framing them as “Venezuelan friendship houses” to
emphasise their informal status and undermine
the claim of a connection between ALBA as an
organisation and the ALBA Houses.22

KEY EVENTS
Apr 2006
Presidential elections
in Peru. Venezuelan
and Bolivian governments openly support far-left candidate Ollanta Humala,
who narrowly loses
against Alan García
in the second round
in June 2006.

Jun 2006

May 2007

Oct 2007

Feb 2008

Oct 2008

Mar 2009

May 2009

Ratification of
US-Peruvian
Free Trade
Promotion
Agreement.

Official inauguration of the first
ALBA House in
Peru. The event is
attended by Venezuelan diplomat
Virly Torres.

Peruvian Congress
votes to investigate
the ALBA Houses. The
first session of the
Congressional Investigation Commission
takes place in April
2008.

A peaceful strike
against pro-privatisation legislation in
the Peruvian Province of Cusco turns
violent when far-left
protesters step in,
building blockades
and shutting down
the city of Cusco.

Preliminary
investigation report
finds that ALBA
Houses are an
“instrument of foreign
interference by
Venezuela.”

Suspension
of the Mission
Miracle in
Peru by the
Venezuelan
government.

Investigation
recommends
the closure
of all ALBA
Houses.

STRATEGIC LOGIC
The Venezuelan government pursues a geopolitical strategy which aims
to foster its position as a regional hegemon in South America and balance
against US dominance in the region.23 This approach is rooted in the master narrative of a Bolivarian revolution and implemented through a range
of integrated measures including ‘social diplomacy’, the direct delivery of

public services to other countries. These activities attempt to reinforce
consent for Venezuela’s foreign policy from the politicians of friendly nations, and create networks of influence to undermine the ruling authority of
non-allied states such as Peru.

MEASURES
DIPLOMATIC. ALBA House activities were supported by the Venezuelan and Bolivian embassies in Peru, especially by Venezuelan diplomat Virly
Torres. She was not only a key figure in coordinating the transportation of
patients to Bolivia and Venezuela and funding of the ALBA Houses, but
also had links to the Bolivarian Continental Coordinator (CCB), an umbrella
organisation for Bolivarian civil society groups with clear links to left-wing
extremist groups.24 President Chávez also openly supported presidential
candidate Ollanta Humala in Peru’s 2006 election.25

MILITARY. Peruvian Congressman Rolando Sousa listed evidence in-

dicating that the education and healthcare activities of the ALBA Houses
were accompanied by paramilitary training in Peru, Bolivia and Venezuela.28

FINANCIAL. According to the Venezuelan embassy, the Venezuelan
government only provided the financial and logistical means for Mission
Miracle. However, the investigation and different media reports assessed
that Venezuela also funded the ALBA Houses, opposition parties in Peru,
especially Ollanta Humala, and left-wing extremist groups.

INFORMATION. ALBA House officials admitted that the educational

LEGAL. The legal status of the ALBA Houses was disputed. In Peru,
NGOs are required to register with the Peruvian International Cooperation
Agency (APCI) and report on their projects and funding arrangements. The
ALBA Houses were established as “non-profit civil associations”, thereby
avoiding the status of an NGO to circumvent the official registration and
monitoring processes.29

classes offered by the ALBA Houses were not politically neutral but promoted Bolivarian ideas.26 The Congressional Investigation concluded that
healthcare services, such as the free eye surgeries under Mission Miracle,
were combined with pro-Chávez information activities. For instance, during the flights transporting patients to Venezuela, videos and campaigning
material were found that promoted the idea of a Bolivarian Revolution. This
was supplemented by informal radio and TV channels set up to further
disseminate pro-Chávez messages.27

NATIONAL SECURITY INTERESTS
CRITICAL FUNCTIONS 30

THREATS

 Functioning healthcare and education system.
 Functioning democratic elections without foreign interference.
 Societal cohesion.
 Sovereignty, border security and control over migration movements.

 Radicalisation and polarisation of society and potential resurgence of
domestic terrorist activities.
 Interference in domestic political discourse and elections, aimed at undermining the democratic government.
 Establishment of parallel informal government structures through information, education and healthcare systems by foreign governments.

VULNERABILITIES

 Structural deficit of southern region: lack of healthcare, infrastructure
and education; no targeted information and education for non-Spanish indigenous population.31
 Domestic left-wing violent extremism from 1980 – 2000, limited activity
and resurgence in the early 2000s.

EFFECTS

 Congressional investigation.
 Subsequent investigation of 38 Alba House directors.32
 Suspension of Mission Miracle in Peru by Venezuela.
 Revision of legal framework regarding the authorisation of humanitarian
aid provided by foreign states, as well as registration and monitoring of
non-profit civil associations.
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